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1. IACIIOPT PABOYEM ITPOT'PAMMBI TPO®ECCHOHAJLHOT'O MOJYJISA
1.1. O06J1acTh NPpUMEHEHHs TPOrPAMMBI

Pabouas mporpamma mnpodeccruoHanbHOro Moayns «ObecrneyeHue HHMPOPMALMOHHOM
0€30MacHOCTH CHCTeM MOOWJIBHOM CBSI3W» (Jajee mporpamMma) sIBJISIETCS YacThbl0 OCHOBHOM
00pa3oBaTeNbHON MPOTPaMMBI: TPOrpaMMBbI IIOATOTOBKHU crienuanucToB cpeanero 3sexa (I1I1ICC3).

ITporpamma B cootrBercTBUU ¢ ®I'OC no cnenuansHoctr CITO 11.02.08 CpencrBa cBsI3H ¢
NOJABH:KHBIMM 00beKTaMu (6a30BOM NOArOTOBKM) CHOCOOCTBYET OCBOEHHUIO BHJA AEATEIbHOCTU:
«Oobecneyenne nHGOPMALMOHHOM 0€30MMACHOCTU CHCTEM MOOMJIbLHOM CBSI3M» U COOTBETCTBYIOIIUX
npodeccronanbHbx komnerenuii (I1K):

IIK 3.1. HMcnonb3oBaTh MpOrpaMMHO-aNIapaTHBIE CPEICTBA 3aIUThl WHGOPMAIMH B CHUCTEMax
MOOUITLHOM CBSI3H.

JIK 3.2. [IpuMeHATh CUCTEMBI aHAM3a 3alMIICHHOCTH JUIsI OOHAPY)KCHUSI YSI3BUMOCTEH B CETEBOM
UHPPACTPYKTYpE, 1aBaTh PEKOMEHIAIMU 110 UX YCTPAHEHUIO.

1K 3.3. OGecneunBath 0€30MacCHOE AIMUHUCTPUPOBAHUE CETECH BEIIAHMUS.

Omna siBiisieTcst euHON 171st BeeX hopm oOyuenust. Paboyast mporpamma CoAep>KUT TeMaTUYECKUN
mIaH W  CIOY)KUT OCHOBOM Juisi  pa3paboOTKM  KOHTPOJBHO-OleHOYHBIX  cpeAacTB  (KOC)
po¢eCCHOHATHLHOTO MOIYJIS.

[Tporpamma npoecCHOHaTBEHOTO MOAYJIS MOXKET ObITh HCIIOJIb30BAHA:

. B JIOTIOJIHUTEILHOM TPO(hecCHOHAIBHOM 00pa30BaHUU U MPO(HECCHOHAIBHOM MOATOTOBKE B
00JacTH TeIEKOMMYHUKAIIMHI MPU HAJTMYUU CPEIHEro (MOJHOTO) 00IIero 00pa3oBaHus, OMBIT PAOOTHI
He TpeOyeTcs;

o IIPU OpPTaHU3AIMH KYpCOB IMOBBIIICHUS KBaJU(UKAIUN U TMEPEIOATOTOBKE paOOTHUKOB CBSI3U
MIPU HATMYKUUA TPO(PECCHOHATIBHOTO 00pa30BaHUsI.

1.2. Heau u 3axa4u MOAYJisl — TPeOOBAHMS K pe3yJibTaTaM OCBOEHHSI MOTYJIS:

C 1menpl0 OBNAJEGHUS  YKa3aHHBIM  BHJIOM  JESATEIBHOCTH W COOTBETCTBYIOLIMMHU
poeCCHOHATHLHBIMU KOMITETCHIIUSIMU O0YUYAIOIIUNCS B X0JI¢ OCBOCHUS TPOPECCHOHATLHOTO MOTYJIS
JIOJKEH:

HMeTh MPAKTUYECKHI OMbIT:
® BBHISIBJIICHUS KAaHAJIOB YTEUKU HH(OPMAIIHH;
OIpeJIeNIeHUs] HEOOXOTUMBIX CPEJICTB 3aIUTHI;
MIPOBE/ICHUS aTTECTAllUU 00bEKTa 3aIIUTHI (TIPOBEPKU YPOBHS 3aAIIUIIIEHHOCTH);
pa3paboTKH MOTUTHKU OE30MAaCHOCTH IS 00bEKTa 3alTUTHI;
YCTaHOBKH, HACTPOWKH CHEIMATHU3UPOBAHHOTO 000pYI0OBaHUS 10 3alUTe HHPOPMALINY;
BBISIBJICHHSI BOSMOXKHBIX aTaK Ha aBTOMATU3HPOBAHHBIC CUCTEMBI;
YCTaHOBKM M HACTPOWKM TPOTPAMMHBIX CPEJICTB 3alIUTHl aBTOMATH3MPOBAHHBIX CHUCTEM W
UH(POPMAIMOHHO-KOMMYHHUKAITMOHHBIX CETEHH;
® KOH(QUTYPUPOBAHUS aBTOMATHU3WPOBAHHBIX CUCTEM U HH(OPMAIIMOHHO-KOMMYHHKAI[MOHHBIX
ceTeit;
® TMPOBEPKM  3AlIMIIEHHOCTH  aBTOMATU3MPOBAaHHBIX  CHCTEM W WH(POPMAIMOHHO-
KOMMYHHKAITHOHHBIX CETEH;
® 3alIUTHI 0a3 TaHHBIX;
e OpraHM3allf¥ 3aIIUTHI B PA3JIMYHBIX OMEPAIIMOHHBIX CUCTEMAX U Cpeaax;
e mudpoBaHus HHPOPMALINH;
yMeThb:
® KJIACCH(PHUIMPOBATH YIPO3bl HHPOPMALMOHHON OE3011aCHOCTH;
MPOBOJIUTH BEIOOPKY CPEICTB 3aIUTHI B COOTBETCTBUU C BHISIBIEHHBIMHU YTPO3aMU;
OTIpEeEISATH BO3MOXKHBIE BU/IBI aTaK;
OCYILIECTBISATH MEPOIIPUATHUS TI0 TIPOBEJICHUIO ATTECTAIIMOHHBIX paboT;
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pa3pabaTrhIBaTh MOJTUTHKY OE30MACHOCTH O0BEKTA,

BBITIOJTHATh PacueT W YCTAHOBKY CIICIIHATU3UPOBAHHOTO OOOPYIOBAHMS I MaKCUMAIbHOM
3alUIIEHHOCTH 00BEKTA;

HCITIOJIBb30BaATh HpOI‘paMMHBIe HpO,Z[yKTI:I, BbIABJIAIOIINEC HEAOCTATKHM CUCTEM 3allIUThI,
IIPOU3BOJUTH YCTAHOBKY U HACTPOMKY CPEICTB 3aLUTHI,

KOHq)I/II‘ypI/IpOBaTB aBTOMaTI/IBI/IpOBaHHBIe CUCTCMBI U I/IH(bOpMaI_[I/IOHHO-KOMMYHI/IKaI_[I/IOHHBIe
CETH B COOTBETCTBHUH C MOJIUTUKON MH(OPMAITMOHHON 6€30I1aCHOCTH;

BBITIOJTHATH TECTUPOBAHHUE CUCTEM C IEJIBIO ONPEICICHHS YPOBHS 3aIUIIICHHOCTH;
MCIIOJIb30BaTh MTPOrPAMMHBIC ITPOTYKTHI IS 3alTUTHI 023 JTaHHBIX;

MPUMEHATH KPUNTOrpaprueCKUe METOIbI 3aIUTHI HH(POPMAIIUH;

3HATb:

KaHaJIbl yTeYKU HH(OpMaLINY;

Ha3Ha4YeHHe, KJIacCU(UKALNIO U TPUHIIUIIBI paOOTHI CIIEHUATU3UPOBAHHOTO 000PYI0BAHMUS;
MPUHLIMIIBI TOCTPOEHUSI THPOPMAITMOHHO-KOMMYHUKAIIMOHHBIX ceTei

BO3MOKHBIE CTIOCOOBI HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;

3aKOHO/ATEeNIbHBIE M HOPMAaTHBHBIE TPAaBOBBIC AaKThl B 00JaCTH  HMHGOPMAIIMOHHOM
0e30IMacHOCTH;

IpaBUJIA IPOBEICHHS BO3MOXKHBIX ITPOBEPOK;

3TaIbl ONpeAeIeHUs] KOHPUICHIINATLHOCTH JOKYMEHTOB OOBEKTa 3allHThI;
TEXHOJIOTUHU TPUMEHEHUSI TPOTPAMMHBIX IPOYKTOB;

3Tambl ONpeAeIeHUs KOHPHUICHINATLHOCTH TOKYMEHTOB 00BEKTa 3aIUTHI;
BO3MOJKHBIE CITOCOOBI, MECTa YCTAHOBKH U HACTPOWKH MPOTPAMMHBIX ITPOTYKTOB;
KOH(HUTypayy 3aIUIAeMbIX CEeTeH;

AJITOPUTMBI PA0OTHI TECTOBBIX MPOTPaAMM;

CpeZACTBa 3aIIUTHI PA3IIMYHBIX ONEPALMOHHBIX CHCTEM U CPEL;

CIOCOOBI M METO/IbI MK (POBaHUS HHPOPMAITUH.

1.3. Kosim4ecTBO 4aCOB HA OCBOEHME NMPOTrPAMMBbI JUCUHUIIJIMHBI:

Bcero — 198 yacoB, B TOM uncie:

00s13aTeIbHON ayTUTOPHOHN yueOHOM Harpy3ku oOydatomerocs — 150 yacos;
yueOHO U TPOU3BOJCTBEHHON MPAaKTHKU— 36 + 18 vaca
CaMOCTOSITENIbHON paboThl o0ydaromierocss — 48 yacoB



2. PE3YJIBTATBI OCBOEHUSA TPO®ECCHUOHAJBHOI'O MOAYJIA

Pe3ynpraTroM OCBOEHUS TPOrpaMMbl MPOPECCHOHATHHOTO MOIYISL SIBISETCS OBIIAJICHHE
oOydJaronuMucs BUIOM AesaTelbHOCTH «O0ecnedyeHne MH(OPMALMOHHOI 0e30MaCHOCTH CHCTEM
MOOHJIBLHOI CBA3W», B TOM urclie mpodeccruonanbHbiMu (I1K) 1 06mumu (OK) koMmeTeHITUsAMU:

Kon HaumeHoBaHue pe3yjibTaTa 00yuyeHUust

OK 1. [lonnmarh CyIIHOCTH M COLMANbHYIO 3HAUYMMOCTh CBOEH Oyayuieil mpodeccuu,
IIPOSIBJISATH K HEW YCTOWYMBBIN HHTEPEC

OK 2. OpraHu3oBbIBaTh COOCTBEHHYIO JESTENbHOCTb, BHIOMpAaTh THUIOBBIE METOABI U
CIIOCOOBI BBIMOJIHEHHSI MPO(ECCUOHANBHBIX 3a/1a4, OLEHUBATh UX 3(P(PEKTUBHOCTh U
Ka4yeCTBO

OK 3. IIpuHUMaTh pelieHus B CTAaHJAPTHBIX U HECTAHAAPTHBIX CUTYyalUsAX U HECTHU 3a HUX
OTBETCTBEHHOCTh

OK 4. OcymecTBiaTh TOWUCK MW HUCHONb30BaHWE WH(OpMammu, HEOOXOAUMON st

3(PEeKTUBHOTO BBITTOHEHHUSI MPO(ECCUOHATBHBIX 3a/1a4d, MPOGEeCcCHOHATHHOTO H
JIMYHOCTHOI'O PA3BUTHA

OK 5. Hcnons3oBath MH(OPMaIIMOHHO-KOMMYHHUKAIIUOHHBIE TEXHOJIOTHH B
pohecCHOHABHOM IeSTEeIbHOCTH

OK 6. PaGorate B KOUIeKTHBE W KoMaHzae, 3(PGEKTHBHO O0OMATHCS C KOJIJICTaMH,
PYKOBOJICTBOM, OTPEOUTEISIMU

OK 7. Bbpates Ha cebsi OTBETCTBEHHOCTHh 3a pPabOTy WICHOB KOMAaHBI (IIOAYMHEHHBIX),
pe3yNbTaT BHINOJIHEHUS 3a1laHul

OK 8. CaMoOCTOATENbHO  ONpEeAeNsaTh 3aJaud  NPOPECCHOHATBHOTO M JUYHOCTHOTO
pa3BUTHA, 3aHUMAThCA CaMOOOpPa3OBaHHWEM, OCO3HAHHO IUIAHUPOBATH MOBBILICHHE
KBTU(DUKAITAH

OK 9. OpueHTHpOBaTbCS B YCJIOBHUSIX YacCTOM CMEHBI TEXHOJIOTMH B MpodeccCHOHaIbHOU
NEeSATEIbHOCTH

K 3.1. 1K 3.1. Mcnonps3oBaTh NporpaMMHO-annapaTHble CPeiCTBA 3alUThI HH(OpMalUY B
CUCTeMax MOOMJIBHOU CBSI3H

[IK 3.2. [TpuMeHsTh cucTEeMBl aHaIKM3a 3aIUILEHHOCTH 111 OOHApYKEHUS YI3BUMOCTEN B
ceTeBoi HH(MPACTPYKTYpE, TaBaTh PEKOMEH AN 110 UX YCTPAHCHHUIO

[IK 3.3. ObecneunBaTh Oe30MacHOE AIMUHUCTPUPOBAHNE CETEH BEIaHUS




3. CTPYKTYPA U COAEP KAHUE IMTPOPECCUOHAJIBHOT'O MOAYJIA
3.1. TemaTndeckwuii muaH npodeccuoHanbHOro Moyl «OoecneyeHue HHGOPMANMOHHOH 0€30NMACHOCTH CUCTEM MOOWIBLHOI CBS3H

O0bem BpeMeHH, OTBeICHHbIH HA OCBOCHHUE

IIpakTuka
MEKINCHUIIIMHAPHOT0 Kypca (KYpcoB)
O0s3aTeIbHAsA Ay IMTOPHAS CamocrosiTesbHA
yeOHasi Harpy3Ka s1 paboTa
Bcer y Py p IIpousBoacrBeHHa
Kon R o0yuawuierocst o0yuyarierocst a
nmpompecCuoHaIb HauMenoBanus a3aejioB B T.4. B T.4. B T.4.
po p % 4aco K > | YueOna (mo npoduiro
HBIX npo¢eccuoHATIBLHOT0 MOYJIsI J1adopaTopH | KypcoBa KypcoBa *
. B o, CIEeNNAJIBLHOCTH),
KOMNETEeHIHH Bcero | bie padoThI 1 | | *
NMPaKTHYECK adora Beero, adora Hacon
) Y p gacos | P 4acoB
4acoB | HWe 3aHATHSA, | (POEKT (mpoexT
4acoB ), ),
4acoB 4acoB
IIK 3.1-3.2 Pazpnen IIM 1. TexnoJsiorus 54 36 14 18 -
NpUMeHeHHs MPOrPaMMHO-
anmapaTHbIX CPeACTB 3aIUThI
uHgopmauum B
TeJIeKOMMYHUKAIIMOHHBIX
CHCTEMAX U CeTSX JIeKTPOCBA3U
IIK 3.2- 3.3 Pa3nen IIM 2. TexHosiorus 126 60 34 30 36
NPUMEHEHHs KOMILJIEKCHOM
CHCTEeMbI 3a1IUTHI HH(popManun
IIK 3.1, IIK 3.2, | IIpon3BoACTBeHHAsI IPAKTHKA, (110 18 18
IIK 3.3 NPOPUITI0 CIENHATBHOCTH), YACOB
Beero: [ 198 [ 96 | 48 | - | 48 [ - 36 18




3.2. Coagepxanne 00yyeHus 1o npodeccuoHaibHOMy MoayJaw «OodecnedeHue HHGOPMANUMOHHON 0€30MTACHOCTH CUCTEM MOOMJIBHOM CBS3W)

HaumeHoBaHue pa3ieioB

npodeccuoHaIBLHOT0 MOYJIA Conep:xxanue y4eOHOIro MaTepuaJa, JadopaTopHbie padoThl U MPAKTHYECKHE 3aHATHSA, O0bem | YpoBeHb
(IIM), MesKkIuCHUIITHHAPHBIX caMoCTosITeIbHAs padoTa 00y4yaommXxcs, KypcoBasi padoT (poeKT) 4acoB OCBOCHUSA
kypcoB (M/IK) u Tem
1 2 3 4
Pa3znen IIM 1. TexHosorus 54
NpUMeHeHHUs] TPOrPaMMHO-
annapaTHbIX CPeICTB 3aIMThI
uHpopMauMn B
TeJIeKOMMYHHKAIMOHHBIX
CHCTEMAX U CeTHAX IeKTPOCBA3HU
M/IK 03.01 TexHoaorus 54=
NpUMeHEeHHs NPOrpaMMHO- JZIZI;;T
annapaTHBIX CPeICTB 3aLUTHI 184.CP
uH(pOpMALUM B cUCTEMAax
MOOMJILHOM CBSI3H
Tema 1.1. OcHOBEHI Conepxanue 8
uHpopmanonHoi 6ezonacHocty | 1 | 3ausTue Ne 1. [lonsaTie nH(OPMANHOHHOI §€30MACHOCTH 1
12 (8+44.JI113) 1. [TonsiTne nHpOpMAITMOHHOM 0€30MMaCHOCTH, XapaKTEPUCTUKA €€ COCTABIISIOINX.
2. Mecto uH(popManmoHHONH 0€30IMaCHOCTH B CHCTEME HAIMOHAIBHON 0e30MacHOCTH.
KonuenTyanpHas MoJeNb 3aIUThl HHOOPMALIUH.
3. [Ipobnembl nHPOPMAIMOHHON OE30MAaCHOCTH B chepe TEIEKOMMYHHUKAINA: 00bEKTHI
3aIUTHI; BUJIBI 3aIIUTHL; CUCTEMBI 3alTUTHl HH(GOPMaIUH.
2 | 3anaTue Ne 2. Knaceuduxauus yrpos Ub 1
1. Knaccudpukanmst wu  aHamu3  yrpo3  MHQOpMAnMoOHHON  Oe30macHOCTH B
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEMAaX.
2. Bupl ys3sumocTi nHGopmaiyu 1 Gopmbl ee MposiBICHUS.
3 | 3ansaTue Ne 3. 3ammmaemblie HHPOPMAIIMOHHbIE AKTHBBI 2
1. [Tonsitne o KoHpUACHIMANHHOU WHPOpMauK (TpUdbI, 3aKOH O TOCYAapPCTBEHHOM
TailiHe, 3aKOH O JUYHOU TallHe, 3aKOH O KOMMEpPYECKOM TaliHe).
2. KareropupoBanue napopmMaiuu.
4 | 3anaTue Ne 4. OcHOBHbIe IPMHIMIBI OCTPOEHHUS CHCTEM 3aLUT HH(poOpMaLun 2
1. VYpoBuu  wHGOpPMAIMOHHONW  0€30MacHOCTH  —  3aKOHOAATEIIbHO-TIPaBOBOM,

aJMUHUCTPATUBHO-OPraHU3alOBHBIM, IPOIPAMMHO-TEXHUYECKUM.




2. [TpuHLIMIIBI TOCTPOEHUS CUCTEM 3alTUTHI HH(GOPMAIUH.

IIpakTHYecKHe 3aHATHSA

1.1.1 | 3ansaTue Ne 5. AHanu3 pruckoB HH(POPMALIMOHHOM 6€3011acCHOCTH

1.1.2 | 3ansaTue Ne 6. ObecrieueHre HHPOPMAIIMOHHOM 0€30MaCHOCTH B BEAYIIUX 3apyOeKHBIX

CTpaHax
Tema 1.2. IIpaBoBoe obecnieuenue | Comep:kanue
uH(popManoHHo# O6ezonacHocTy | 1 | 3ausaTue Ne 7. HopMaTHUBHO-IIPAaBOBasi paMKa O0TPAC/IH 3aIUTHI HHPOPMAHT
12 (8+44.JI113) 1. Nudopmarnus kak 00bEKT Mpasa.
2. HopmatuBHO-1IpaBoBbIe OCHOBBI HH(OPMAIIMOHHOM Oe30macHocTH B PO.
2 | 3ansaTue Ne 8. HopMaTuBHO-paBoBasi paMKa 0TPACIH 3alMTHI HHGOPMAIHU
1. KoHcTuTynlMOHHBIE TapaHTMM TpaB TpaxJaH B 00JacTd UHGPOPMALMOHHOM
0€301MacHOCTH.
2. [TonsaTue u BUBI 3amIMIIaeMO HHPOPMALIUY IO 3aKOHOAATENbCTBY PD.
3 | 3anarue Ne 9. 3amura rocyaapcrBeHHoii Taiinbl. KateropupoBanue ungopmamnun
1. Cucrema 3alMThl TOCYJaPCTBEHHOMN TalHBI.
2. I1paBoOBOI peKUM 3aIMTHI TOCYAAPCTBEHHOM TalHBI.
4 | 3anaTue Ne 10. Cranaapru3aunusi HHGOPMAIMOHHOI 0e30MACHOCTH
1. Jlunien3upoBanue u cepTuduKaIys B 00J1aCTH 3alIUTHI HH()OpPMAITUH.
2. Cranpaptuzanus HTHPOPMAITMOHHONW O€30MTaCHOCTH.

IIpakTHYecKHe 3aHATHSA

1.1.3 | 3anusitue Ne 11. M3ydyenne HopMaTUBHO-TIpaBoBOi 6a3er b

1.1.4 | 3anaTue Ne 12. Iloctpoenue KOHIENUUH HWHGOPMAIIMOHHONH OE€30MacHOCTH

e PUATHS
Tema 1.3 OpranuzaunoHHOE Conepxanue
obecneyenre MHGopmMaumoHHo | 1 | 3amsaTue Ne 13. [TonsiTHe MOJUTHKY (€301ACHOCTH
0e30macHOCTH 1. CymHocTh 1 chepbl IeHCTBUS OpraHn3allMOHHON 3aIIUTHl HH(POPMALIUH.
12 (6+64.J1113) 2. Mexanu3mbl obecrieueHrst ”HGOPMAITMOHHON O€30MTaCHOCTH.
3. Pa3zpaboTka monutuku 6€301MacHOCTH.
2 | 3ansaTue Ne 14. Anaau3 yrpo3 nH(p)opMauMoOHHOMH 0e301acHOCTH
1. [IpoBenenue aHamM3a yYrpo3 M pacuera PHCKOB B o0jacT HHQPOPMAIOHHOM
0€301MacHOCTH.
2. Br16op MexaHU3MOB U cpeAcTB o0ecrieueHust HH(OPMAIIMOHHON 0€30IacHOCTH.
3. Mogpenu 3amuTsl THHOPMAITMOHHBIX CHCTEM.
3 | 3ansarue Ne 15. Opranu3zaunonHoe ooecneyenne nHGOPMAIMOHHOI 6€30MaACHOCTH
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1. [IpaBuna opranuzanuu padOT MOAPA3ACICHHUNA 3aIUTHI HH()OpMAITUH.
2. Pa3zpaboTka HHCTpYKIHIA 110 pabOTE CO CPEACTBAMU 3AIIHUTHI.
3. Opranu3anus padoTsl IEpCoHala ¢ KOH(GUICHIIMATbHON HH(OpMaIueH.

IIpakTHYecKHEe 3aHATUA

1.1.5 | 3austue Ne 16. Ayaut nHhOpMAITMOHHONW 0€30TIaCHOCTH TIPEATPUSATUS

1.1.6 | 3ausaTne Ne 17. Pa3zpaboTka TOJNOXKEHUH O 3alIUTe MEPCOHATBHBIX JAaHHBIX
PaOOTHHUKOB IIPEATIPUITHIA

1.1.7 | 3anaTue Ne 18. PazpaboTka nmonuTHKN 0€30MaCHOCTH MPEATIPUATHS

CamocrosiTesibHast padoTa npu uzydyenuu pasaena [IM

=0 XNk W —

Odopmiienne B Bujie KOHCIIEKTa OCHOBHBIX PYKOBOJSIINX JOKYMEHTOB 00 aBTOMATU3UPOBAHHBIX CUCTEMAX.

PazpaboTtka cxembl Ki1acCU(pUKALUU aBTOMaTU3UPOBAHHBIX CUCTEM.

N3yuyenue KOHLENIMY AaBTOMATU3UPOBAHHON CUCTEMBI.

CocraBiieHHEe CXEMBI IOJCUCTEMA 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

OdopmiieHne B Bujie KOHCIIEKTa OCHOBHBIX IPU3HAKOB HECAHKLIMOHUPOBAHHOI'O I0CTYINA K HH(OPMALIHH.

Pazpabotka cxemsl [laponbHO ayTeHTHDHUKAIHH.

OdopmiieHre B BUie KOHCIIEKTa OCHOBHBIX NOJIOXKEHUN 00IIEMETOA0IOTUYECKUX PUHIIUIIOB (POPMUPOBAHUS TEOPUH 3AIUTHI.
CocraiieHne nepeyHs 3a7a4d TEOPUU 3aILUTHI.
[TpyHIMIIBI TOCTPOEHUS 3aLIUTHI B CETAX

. Odopmnenue B BHJIE KOHCIEKTa BOIIPOCOB, KaCAalOMIMXCS TMOHATHUSA CTpaTeruy 3alluThl WHGOpMaluu H ocoOeHHOocTel

CTPATETUYECKUX PEIICHUM.

. [logroroBka mepeynst TpeOOBaHMI K cCEpBUCAM OE30MACHOCTH.

. CocTaBiieHHE CXeMbl OCHOBHBIX COCTABJISIONINX MOJUTUKNA OE30IMaCHOCTH.

. Odopmrenue B BUIe KOHCIIEKTa OCHOBHBIX MOJIOKEHUH MexaHn3ma ayTeHTH(PUKAIIIH.

. Pa3paboTka cTpyKTypbI POIECCOB TEXHOJIOTHH YIIpaBJIeHUs moacucTeMoii 3amuTthl OC.

. [lonsATHE CHUCTEMHOTO aHaNM3a: MUKPOCKOMUYECKOE MPEICTABIEHUE CUCTEMbI, HEPAPXUUYECKOE MPE/ICTABIICHUE CUCTEMBI.
. PazpaboTka knaccudukanmy Moienei 3anuThl.

. Odbopmienue B BIie KOHCIIEKTAa OCHOBHBIX TpeOoBaHMi kK CpeacTBaM U METO/IaM BBISIBJICHHS] KOMITBIOTEPHBIX BUPYCOB.

. IlonroroBka apXUTEKTYPHON MOJEIN Y IPABICHHUS JOCTYIIOM.

. OdopmiieHne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOKEeHUN AyTeHTu(ukanuu B tomeHax Windows.

. CocraBnienne nepevns craauii CeTeBbIX aTax.

. OnpeneneHuie TUIIOBOM MOJIETTN CUCTEMbI aBTOMATU3UPOBAHHOTO IPOEKTUPOBAHUS 3aIIUThHI HH()OPMAaLIUH.

. PazpaboTka Momenu 3anuThl “HPOpPMaIIUH.

. Odbopmienue B BIie KOHCIIEKTAa OCHOBHBIX TMOJIOKEHUH ammapaTHbIX CPEACTB 3aIlUThl HH()OPMALIHH.

. OdbopmiieHue B BIIe KOHCIIEKTAa OCHOBHBIX BUIOB KOHTPOJIS 0€30MaCHOCTH.

. [logroroBka mnana Ayauta. OgopMieHre B BUIe KOHCIIEKTAa OCHOBHBIX MOJOKEHHH MaTeMaTHIECKOM 3alUThl HHPOPMAIIUH.
. CocTaBieHue nepedHs METO0B KOJIMPOBAHMsI HH(OPMAIIHH.

18
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27. Pa3paboTka aaropuTMa XemupoBaHusI.

28. IloaroroBka nepevHsi aHTUBUPYCHBIX TPOIPAMM.

29. OdopmiieHre B BHJIE KOHCIIEKTa OCHOBHBIX MOJIOKEHUH WHKEHEPHO-TEXHUYECKOH 3aIUThl THPOPMALIUH.
30. Pa3paboTKa CXeMBbI 3aIIUTHl OTICPAIIMOHHON CUCTEMBI.

31. OdopmiieHre B Bujie KOHCIIEKTa OCHOBHBIX BUJIOB MOTEHIMAIILHO OMACHBIX MPOTpamMm
TemaTHnka 1OMAaIIHUX 3aJaHUA

CocraBnenue A0KJIaga 0 KpUTEPUAX 3allUThl HH)OPMALIUH.

[ToaroToBka pedepara mo Teme «JIMHEIHAS CTPYKTYypa 3alUThl HHGOPMAITII.
Cxema «Knacchl 3a1IUThl aBTOMATU3UPOBAHHBIX CUCTEM.

Cxema «HopMaTuBHO-IIpaBOBOE PETyINPOBAHUE 3AIUTHI HHOOPMALIUNY.
[MonroroBka nmpe3enTanuii mo reme «HecaHKIIMOHUPOBAHHBIN TOCTYI K HH(OPMAIIM.
IToaroroBka noknana «Mojaens 3amuThl Kitapka-Bunconay.

Cxema «/ICTOYHUK HECAaHKIIMOHUPOBAHHOTO JIOCTyNA K HHPOPMAITUNY.

CocraBnenue noknana «Mogaenb 3anuThl banna-Jla [Tagynsn.

9. TloaroroBka npe3eHTanuil «3amura onepauoHHon cucreMbl Windowsy.

10. IToarororka pedeparta «CTaHaapThl O€30MACHOCTH

11. Cxema «BBoj, XpaHeHuUe U y4eT HHPOPMALIUN».

12. TToarororka pedepara «Pe3epBHOE KOITUPOBAHUEY.

13. IoxroroBka npe3eHTtanuii «IIporpaMMbl BOCCTaHOBIICHHS HH(OPMAIIHI.

14. Cxema «Aygut».

15. CocraBnenue noknana «IIpoTOKOIbI 3aLIUIIEHHBIX KAHAJIOB

16. MexceteBoe 3xpaHupoBanue «DuabTparus Tpapuka.

17. IloaroroBka npe3eHrauuii «MaTpuia JocTymnay.

18. Cxema «ApxutekTypa cpeacts 6e3onacHocTH [PSecy.

19. Tloaroroska pedepara «Cpexncrsa 3amutsl CYBJ] Oracley.

20. CocraBnenue noknana «O6ecrnedeHrne KOHPUICHINATBHOCTH U LIETIOCTHOCTH AJIEKTPOHHBIX TOKYMEHTOBY.

i R e

21. ToaroroBka npe3eHTanuil «AyTeHTU(UKALMS, ABTOPU3ALUS U AIMUHUCTPUPOBAHHE ACHCTBUI MOJIb30BATENCH».
22. TloxaroroBka pedepata «JloMeH 6€30MaCHOCTH.

Pa3zgen IIM 2. TexnoJiorus 126=
NPHUMEHEeHHUs KOMILIEKCHOM 90+36
CHCTEMBI 321U THI HHpOPMAIINH
MK 03.02 Texnoaorus 90=
NpUMeHeHHs] KOMILJIEKCHOM 26+
344y.JII13
CHCTEMBbI 3a1MUTHI HHGOPMALTHHT +30m,
Cp
Tema 2.1 [IporpammHo- Conepxanue 12
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anmapaTHbBIC CPE/ICTBA 3aIUTHI
uHpOopMaIuu
30 (12+184.JI113)

1 | 3ansarue Ne 1. 3amura undopmannu B TKC

1. WNndpopmanmonnas 6e30MaCHOCTh B TEICKOMMYHHKAIIMOHHBIX M HWH(OpPMAIMOHHO-
KOMMYHHUKAI[UOHHBIX CETSIX.
2. OcHosuble HanpasieHus 31 B TKC.
2 | 3anarue Ne 2. 3ammmennocts TKC
1. CTpyKTypHBIE CXEMBI CHCTEM 3aIUThl MH()OPMAIIUN B THUHOBBIX WH(OPMAIIMOHHBIX
cucremMax.
2. [Toxa3zaTeny 3alUIIEHHOCTH TEIEKOMMYHUKAITMOHHBIX CUCTEM.
3 | 3auarue Ne 3. Ayaut 3amumenHoctu TKC
1. CepBuchl, o0ecrieunBaroIme MH(POPMALMOHHYIO 0€301acHOCTb B
TEJIEKOMMYHUKAI[MOHHBIX CUCTEMAX U  CETSX BEILAHUS.
2. Orpannyenue GU3NIECKOTO JTOCTYIA K aBTOMATH3UPOBAHHBIM CUCTEMaM.
3. Nnentudukanus u ayreHTUGUKAIUS TTOJIb30BATEIICH.
4. OrpanudeHue J0CTyIa B CUCTEMY; pa3rpaHUYEHHE JOCTYIa.
5. Peructparus coObiTuii (ayaur).
4 | 3anaTue Ne 4. OcHOBBI KpUNTOrpaduu
1. Kpunrorpaduueckast 3ammra; KOHTPOJb LEIOCTHOCTH; YIPABICHHE HNOJUTHKAMHU

0€30MaCHOCTH; YHUUTOKEHHE OCTATOYHOM MH(OPMAIIUH; pe3epBUPOBAHHE JaHHBIX; CETEBas
3alIUTa; 3allMTa OT YTEUKH U IepexBaTa HH(OpMAIMK 10 TEXHUYECKUM KaHaJlaM.

2. IToncucteMsl 6€30MaCHOCTH.
5 | 3austue Ne 5. Bpenonocnoe I10
1. TunoBble yIalIeHHBIE CETEBhIC aTaKH U UX XapaKTePUCTHUKA.
2. KomnbroTepHbie BUPYCHI U 3aIIMTa OT HUX.
3. AHTUBHPYCHBIE TPOTrPAMMBI M KOMILJIEKCHI.
6 | 3anusTue Ne 6. 3amura ot BpeaoHocHoro IO
1. [TocTpoenre cucTeM aHTUBUPYCHOM 3alIUTHl TEICKOMMYHUKAIMOHHBIX CHCTEM H
cereil.
2. ITporpammHoe obecnieuenus 1i1st 60prObI ¢ BpegoHocHbM [10.

JlaboparopHblie padoThI

2.2.1 | 3ansaTue Ne 7. Meroasr 3amutsl nHGopmaruu. [1udp npoctoii nepecTaHOBKH

2.2.2 | 3ansaTue Ne 8. Metonas! 3amutel nHbopmanuu. [udp Lezaps

2.2.3 | 3ansaTue Ne 9. PezepBHoe konupoBaHue nHMOpMaIuu

2.2.4 | 3anaTue Ne 10. OcHOBHBIE NpPU3HAKU NPUCYTCTBHUS HAa KOMIBIOTEPE BPEJOHOCHBIX
IporpamMm

2.2.5 | 3ansaTue Ne 11. OnHopa3oBble OJIOKHOTHI
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2.2.6 | 3anaTue Ne 12. Certp Deiicrens
2.2.7 | 3anaTtue Ne 13. IlludpoBaHue C OTKPHITHIM KIIOYOM M 3JIEKTPOHHas LudpoBas
noanuck Ha GPG. Merox mmdpoBaHus ¢ OTKPHITHIM KiItouoM RSA
2.2.8 | 3ansaTue Ne 14. OueHka 3alMIIEHHOCTH HH(POPMAIIUHU 110 aKyCTHYECKOMY KaHAITy
2.2.9 | 3ansaTue Ne 15. OneHka 3auneHHOCTH HHPOPMAIIMH 110 AJIEKTPOMArHUTHOMY KaHATy
Tema 2.2 Conepxanue 14
AJIMUHUCTPUPOBAHUE 1 | 3ansaTue Ne 16. TexHOJOTMH 3aIIIATHI JTAHHBIX
TEJIEKOMMYHUKALTUOHHBIX 1. TexHonornu 3auThl JaHHBIX.
CUCTEM U CEeTEU 2. [punuunel  kpunrorpadguyeckoi 3ammThl HWHPOpMANMU (CUMMETPUYHBIE U
CBSI3H aCHUMMETPUYHBIE  alNTOPUTMBl  IU(pPOBaHMS, AJIEKTPOHHAss [UdpoOBas  MOAIMMKCH,
30 (14+164.JII13) creranorpadusi).
2 | 3ansaTue Ne 17. AyrenTuduramnus
I. Paznuunbie TEXHONMOTHH ayTeHTU()UKAITIH.
2. TexHOoI0rnM 3amThl MEXKCETEBOrO0 OOMEHA TaHHBIX.
3. TexHomnorust odecnieueHust 0€30MaCHOCTH CETEBBIX ONEPAIIIOHHBIX CUCTEM.
4. OCHOBBI TEXHOJIOTMU BUPTYaJIbHBIX 3aIMIICHHBIX ceTeil VPN.
3 | 3ansaTue Ne 18. TexHosioruu 00HAPY:KeHHUsT BTOPKEHUI
1. TexHomorust 0OHapY>KEHHSI BTOPKCHHH (aHAIM3 3aIUIICHHOCTH W OOHApYy>KCHHs
CETEBBIX aTaK).
2. TpebGoBanust MO 3aMKUTE OT HECAHKIIMOHUPOBAHHOTO JIOCTYyTIa
3. Texuuueckue cpenctBa obecneueHUs] O€30MACHOCTH  TEIEKOMMYHUKAIMOHHBIX
CHUCTEM CeTel BENIaHU
4 | 3anaTue Ne 19. 3ammTa KOPNOPATUBHBIX ceTel
1. MHoroypoBHeBasi 3aliuTa KOPIOPATHBHBIX ceTed. Pexxum (QyHKIIMOHUpOBaHMS
MEXKCETEBbIX PKPAHOB U MX OCHOBHBIE KOMIIOHEHTHI. Mapuipyruzaropsl. 1110361 ceTeBoro
ypoBHS. YculieHHas ayTeHTU(UKALIKA.
2. OCHOBHBIE CXEMBI CETEBOM 3alIUTHI HAa 0a3e MEXKCETEBHIX 3KpaHOB. l[IpumeHenue
MEXCETEBbIX JKpPaHOB JJisi OpraHU3allid BHUPTYaJbHBIX KOPHOPATHBHBIX  CETEil.
[IporpaMMHbIe METOIBI 3alIUThl HWH(DOpPMANMU. 3allUTa KOMIBIOTEPHBIX CHUCTEM OT
yIAJEHHBIX aTakK yepe3 ceTh Intrnet.
5 | 3ansaTue Ne 20. 3ammTa KOPNOPATHBHBIX CeTEH
1. Knaccudukanmst cmoco6oB 3amuthl WHGOPMAIIMKM B KOMIBIOTEPHBIX CETSX.
[TonsTne paspymaromero MporpaMMHOIO  BO3ACUCTBHSA. Monenu B3auMOICHCTBUSA
MPUKIAAHON IPOTrpaMMBbl U MPOTPAMMHOM 3aKJIAJIKH.
2. Metonsl TepexBaTa W HaBs3bIBaHWS ~HMHpOpMAnUU. MeToasl  BHEIPEHHS
MIPOrPaMMHBIX 3aKJIaJI0K.
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6 | 3ansaTue Ne 21. IlonsiTHe KOMNIBIOTEPHOT0 BUPYyCa

CpeICTBaM | MPOrPaMMHOMY OOECIICYCHHIO.

1. KomnbroTepHbsle BHpPYChl Kak OCOOBIM Kiacc pa3pylIaoiuX MPOrpaMMHBIX
BO3JICUCTBUSL.
2. 3amuTa OT pa3pyllarlUX IPOrpaMMHBIX BO3IEHCTBUI.
3. AHTUBHpYCHAsS 3aIlUTA B CETAX.
4. [ToHATHE M30IMPOBAHHON IPOIPAMMHON CPEBI.
5. Pexomenmamuu no 3ammre napopmanuu Internet.
7 | 3ansaTue Ne 22. Opranusanus 3alIUThI KOPIOPATHBHON HH(pOpManuu
1. Opranun3anoHHble TpeOoBaHUs K cucteMaM uHbopMarronHon 3amuTtel UC.
2. TpeboBanust mo obecredeHn0 WHGOPMAIIMOHHON O€30MacHOCTH K ammapaTHBIM

3. TpeboBanusi TO MPUMEHEHHIO CIOCOOOB, METOJOB U CPEJACTB  3aIIUTHI
nHpopMaIuu.
4. TpeboBaHust K JOKYMEHTHPOBAaHHIO COOBITUM B CHCTEME U  BBIABICHHIO
HECaHKLMOHUPOBAHHOTO JJOCTYTIA.
S. Opranmzanus ayaura uHpopMmaunoHHoi Oe3omacHoctn MC u mpeanpusitus B
1[EJIOM.
JlabopaTopHbie paboThl 16
2.2.10 | 3ansTue Ne 23. Bujapl u konurypupoBanus VPN-TyHHenen
2.2.11 | 3anatue Ne 24. TexHuueckue CpencTBa OOHAPYXKEHHSA, JIOKAIM3ALUU H
HEUTpaTu3aluu pauou3IydyaroiX ClelrualbHbIX TEXHUYECKUX CPEJCTB HEIrJIacHOTO
NoJTy4eHUs: HHPOPMALIUU
2.2.12 | 3anatue Ne 25. VcciemoBaHue 3alIUIIEHHOCTH OECHPOBOJHBIX CETEH Iepenadn
JTAaHHBIX
2.2.13 | 3anaTue Ne 26. [IporpammHble cpencTBa aHajau3a CEeTed ¢ KOMMYyTallMed IakeToB.
AHanu3 ceteBoro Tpaduka ¢ moMomslo nporpamMmbl «Wiresharky
2.14 | 3ansatue Ne 27. Ilpouenypa ayreHTH(PHUKAIIMY TOIH30BATENS HA OCHOBE MapOJIs
2.2.15 | 3ansaTue Ne 28. YcranoBka u koHpurypupoBanue Opanamayspa ISA. Iloctpoenue
VPN-cetu Ha 6aze ISA
2.2.16 | 3ansTue Ne 29, AnTrOpuTMBI IPEIYNPEKICHUS U O0OHAPYKEHUSI BUPYCHBIX yTPO3
2.2.17 | 3ansaTue Ne 30. Opranu3anus HHXEHEPHO-TEXHUYECKOM 3alTUThl HH()OpMAIIH
CamocrosiTesibHast padoTa npu uzydyenuu pasaena [IM 30

1

2.
3.
4.

OdopmiieHre B BUie KOHCIIEKTa OCHOBHBIX MOJIOXKEHUN KpUnTorpaduu.
Pa3zpabotka cxembl Mexann3ma apouTpax.

N3zyuenne cTpykTypsl CHUMMETPUYHON CUCTEMBI U (POBAHUSI.
CocraBieHre CXeMbl CepBepa MPHIIOKECHHIA.
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PN

9.

10.
. OdopmiieHne B BUJe KOHCIIEKTa OCHOB KOJUPOBAHUS.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

11

23

OdopmiieHne B BUJIe KOHCIIEKTa OCHOBHBIX ITOJI0KEHUM MPOIIecca reHepaIiiy KIIFOUe.
[ToaroroBka cxembl AGOHEHTCKOE MU(pPOBAHHE.

Pa3zpabotka cxembr [lakeTrHoe mmdpoBanue.

Pazpabotka cxembl AyTeHTU(DUKAIMSIIAHHBIX .

Odopmienne B BUJie KOHCIIEKTa OCHOBHBIX MOJOXKEHUH NpeacTaBieHus ajihaBuTa B JBOMYHOM KOJIE .
[ToaroroBka cxeMbl (DYHKITMOHUPOBAHUS JIEKTPOHHBIX IIATEKHBIX CHCTEM.

Pazpabotka cxembl. OHOHANpPaBIEHHBIX XeII-(PYHKIUH.

Pa3zpaboTka cxeMbl M(pPOBaHKS C OTKPHITHIM KITFOUYOM.

Odopmiienne B Bujie KoHcrekTa Mmarepuaia rno lludposanuio MmerogamMu 3aMeHbI.
OdopmiieHne B BUE KOHCIIEKTa MaTepraia 00 AGOHEHTCKOM MG POBaHUH.
Pazpabotka cxembl MaTpuU4HOI MepecTaHOBKH.

Odopmienue B BUie KOHCIIEKTa MaTepraia O KpUIITOaHAIU3E.

[ToaroToBka K mpakTuyeckoMy 3aHsATHIO «KonupoBaHue».

Pa3zpaboTka cxembl YacToTHOTO aHanmm3a.

Pa3paboTka cxeMbl KpUIITOAHATIN3A.

[TonroroBka k npaktuyeckomy 3ausaTuio «lIpocras 3amena.

Odopmiienne B Bujie KOHCIIEKTa Marepraia o KommeiorepHom mmdpoBaHuu.

. ObopmiieHne B BUC KOHCTIEKTa MaTepuaia o ['aMMupoBaHuu.
24,
25.
26.
27.
28.
29.
30.

IToaroroBka K MpakTUYECKOMY 3aHATUIO «IIpOTOKOIIBI yIIpaBiIeHUs MapLIPyTU3ALUEI.
IToaroroBka MaTepuana 0 KpUNTOrpaUIecKux NpoTOKOIax.

[ToaroToBka K MpakTUYECKOMY 3aHATHUIO «AOcomoTHbIH mmdp. LHndpodmokHOT.
[ToaroroBka marepuana o Tabnuie Buxenepa.

[Touck n ohopmieHre B BUJIe KOHCIIEKTa MaTepualioB 1o TeMe «llepcoHanbHbIi HACHTU(UKAITMOHHBIA HOMEP»

Pa3zpaboTka cTpyKTypbI TeHEpALUK KITFOYCH.

Odopmiienne B Bue KoHcreKkTa Mmarepuana 0 CTpyKTypHOM cxeMe mu(GPOBaHUS ¢ OTKPBITHIM KITFOYOM.

LYook wbde=

TemaTnka ToOMAIIHUX 3aXaHUNI

Cocrasnenue noknaga o Cranaapre mudposanus [OCT 28147-89
[ToaroroBka pedepara mo Teme «AOCOTIOTHBIN HUDPH.

Cxema «lIpocras 3ameHa.

Cxema «IIpocras 3ameHa ¢ KIII0UOM».

Cxema «Cucrtema Lle3aps ¢ Ki1rouom».

Cxema «CHMBOJIBHOE KOJUPOBAHUE.

[Toarororka pedepara mo reme «OCHOBHBIE TPOLIETYPHI ITUGPOBOM MOIMTUCH.
[ToaroroBka pedepara no reme «KoMOMHUPOBAaHHAS KPUIITOCUCTEMAY.

Cxema cUMMETpUYHOE MU (pOBaHUE.
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10.
11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

Brimonnenue pedepara o teme «Kpunromorusi».

ITonroroBka npesenTanuii no reme «Kpunroanaumsy.

[TonroroBka pedepara no Teme «ACUMMETPUYHBIE KPUIITOCHCTEMBI Ha 0a3¢ SJTUITUYECKUX KPUBBIX).
[ToaroToBka mpe3eHTaluii Mo TeMe «JIeKTpOHHast HU(POBasi MOIMUCHY.

MammrHHOEe KOJUPOBAaHHUE.

[TonroroBka pedepara o reme «AyTeHTUQHUKAIUS AOOHEHTOB MPH BXOJE B CUCTEMY U IIPU YCTAHOBJICHUH COCTUHEHUSY.
AcuMmmMmerpuuHOe mudpoBaHue.

CocraBieHue 10K1aa 0 pa3BUTUH KpUNTOrpadhUUeCKUX METOJI0B 3aKPBITUS HH(OpMAaIH
Poccuiickue cuctemsr mudpoBaHus.

Cxema: Anroput™bl HU(POBOI MOIIHCH.

CocraBnenue qoknana «A3z0yka Mop3ey.

ITonroroBka npesenTanuii no reme «Onepanuu ¢ KIOYaMmy.

Yyeouas
NMPaKTHKA

Bunawbi pator:

1 | Texunueckue cpeacTBa 3aMUTh HHGOPMAIMK B KaHaJaX BEMIaHus (4acTh 1)

TexHUYECKHE CPEICTBA 3aIUTHI MHQOpMAIMK B KaHajax Bemlanus (4acth 2)

JlmarHocTrka CEeTEBbIX MOAKIIOUECHUN C TTOMOIIBIO BCTPOCHHBIX YTHUJIUT ONEPAIMOHHON CUCTEMBI (4acTh 1)

JlnarHocTHKa CeTEeBBIX MOAKIIOYEHUHN C ITOMOIIBI0 BCTPOCHHBIX YTHIIUT OMEPAIIMOHHON CUCTEMBI (4acTh 2)

Microsoft Windows (gactsb 1)

Microsoft Windows (4acts 2)

NN | B W N

Ethernet ¢ momorpi0 makeTHOro aHaau3aropa (4acth 1)

Omnpenenenne cpennero koddduimenta 3arpy3ku AYIUIGKCHOTO KaHala Tepenayd Ha peanbHOl cetm Fast

8 | Ompenenenne cpenHero ko3 (uIMEHTa 3arpy3Kd AYIUICKCHOTO KaHala Hepefayd Ha peaidbHOM certu Fast

Ethernet ¢ momoIpi0 MakeTHOTO aHaIU3aTopa (4acTh 2)

9 | Wireshark: Briaenenne KiroueBbIX KaJpoB, COXpaHEHUE JTAHHBIX 3aXBaTa, IPOCMOTP KajJpa B OTIEIBHOM OKHE,

nevyaTh (Jactp 1)

10 | Wireshark: BbIeneHne KIIOYEBBIX KaJIpoB, COXpaHEHUE JaHHBIX 3aXBaTa, IPOCMOTP Kajpa B OTACILHOM OKHE,

neyarh (4actp 2)

11 | Wireshark: ananu3 nporokona Ethernet

12 | Wireshark: ananu3 nporokona ARP

13 | Wireshark: ananu3 npotokosna [P

14 | Wireshark: ananu3 nporokona ICMP

15 | Wireshark: ananus npotokona TCP (uacts 1)

16 | Wireshark: ananus nporokona TCP (wacts 2)

17 | PaboTa Ha 000pyaOBaHNU O0OBETMHEHHBIX CETEH 10 00ECIIeYeHHUO 3auThl HHpopMaluu (Jactp 1)

18 | Pabora Ha 060pyaOBaHNN OOBEAMHEHHBIX CETEH M0 00ECTICUeHHUIO 3aUThl HH(OpManuu (4acTh 2)
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IIpousBoacTBeH
Hasl MPaKTHKA
(mo npoguro

CNeHUaJIbHOCTH)

Bunawbi pabdor:

1

YcTaHoBKa, HACTPOMKA CHIEIMATTM3UPOBAHHOTO 000PYIOBaHMSI 10 3aIUTe HHPOpMAUU

2

BrIsBiIeHne BO3MOKHBIX aTak Ha ABTOMAaTU3HWPOBAHHBIC CUCTEMBI

3

VYcTraHoOBKa W HACTPOWKa NMPOTPAaMMHBIX CPEACTB 3alUThl AaBTOMAaTH3UPOBAHHBIX CHUCTEM M HH()OPMAIIMOHHO-
KOMMYHMKAIIMOHHBIX CETEN

KondurypupoBanue aBTOMaTU3MPOBAHHBIX CHCTEM U HH(POPMAIIMOHHO-KOMMYHUKAITMOHHBIX CETEH

HpOBepKa 3AIMUINCHHOCTH daBTOMAaTU3UPOBAHHBIX CUCTCM U I/IH(1)OpMaI_II/IOHHO-KOMMyHI/IKaI_II/IOHHBIX cereit

OpFaHI/ISaHI/II/I 3allIMTEI B Pa3JIMYHBIX ONICPAIIMOHHBIX CUCTEMAX U CpCaax

AJIMUHHCTPUPOBAHHUE TEIEKOMMYHUKAIIMOHHBIX CUCTEM U HH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIX CETEeH CBSI3U

Hacrpoiika u kondurypupoanue VPN-tynneneit L2, I[P SEC L3, 3amumennsie npunoxxenns L4 SSL, SSH

O (0| ||~

AYTGHTI/I(bI/IKaI_II/IH n I/II[GHTI/I(bI/IKaI_II/IH C UCITOJIb30BAHUCM CCTCBBIX OINICPATUOHHBIX CUCTCM

18

Bcero

198

JI71s XapaKTepUCTUKU YPOBHS OCBOCHHS Y4eOHOT0 MaTepralia UCIOIb3YIOTCS CleayIolre 0003HaYeHUS:

1. — 03HaKOMUTENBHBIN (y3HaBaHHE PaHEe U3YUCHHBIX 00bEKTOB, CBOICTB);

2. — penpoAyKTHUBHBIHN (BBIIOJIHEHUE ACITEILHOCTH IO 00pa3ily, MHCTPYKLUU WIH MO/ PYKOBOACTBOM)

3. — IpOAYKTHBHBIH (TUTAHUPOBAHHUE U CAMOCTOSTEIHLHOE BBHIIIOJHEHUE JACATEIILHOCTH, peIlIeHHe MTPOOIEMHBIX 3a7a4
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4. YCJIOBUS PEAJIM3ALIMU ITPOTI'PAMMBbI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

4.14.1. TpeGoBaHusA K MUHMMAJHLHOMY MATEPUAJIbHO-TEXHNYECKOMY 00eCIeYeHnI0:
Peanmaum{ nporpamMmmbl MOAYJIA MNPCANOJIaracT HAJIUYUC: Ka6I/IHeTa TGOpGTH‘-IGCKOfI IIOATOTOBKHN
kaOuHeTa obmenpodeccuoHaIbHbBIX TUCIUIUINH, KaOUHEeTa 0€30MacHOCTH CUCTEM B HH(GOPMAITMOHHO-
KOMMYHUKAIITUOHHBIX ceTen CBA3U, Ka6I/IHeTa MaTEMaTH4YCCKUX IMPUHIUITIOB MOCTPOCHUA
KOMITBIOTEPHBIX CeTel; 1abopatopun nHOOPMAITMOHHOW 0€301MacHOCTH

O6opynoBanue yueOHbIX KAONHETOB:

- IOCa/I0YHbIE MECTA MO KOJUYECTBY 00yUaIOLIUXCs,

- pabouee MecTO IpernoiaBaTes,

- IeYaTHBIE/NEKTPOHHBIE IEMOHCTPALIMOHHBIE TTOCOOUS,

- INJAKTUYECKUE MaTEepHUabl.

Texnuveckue cpeacTBa 00y4eHUs:

- KOMIIBIOTEP, JIMLIEH3MOHHOE MPOrPAMMHOE OOECIIEUEHHE;
- MyJIbTUMEIUWHBIN IIPOEKTOP;

- MyJIbTUMEIUNHBIE CPENCTBA.

OobopynoBanue jadoparopuu HHPOPMANMOHHON 0€30IIACHOCTH:
- MOC/I0YHBIE MECTA MO KOJIUYECTBY 00 yUaIOIIUXCS;
- pabodee MeCTO IIPEToIaBaTeIs;
- IEYaTHBIE/INEKTPOHHBIE IEMOHCTPAIIMOHHBIE TTOCOOUSI.

J171s1 BBITOSTHEHUS TA00OPATOPHBIX U MPAKTHYECKUX Pa0OT HEOOXOIUMO HMETH 000PYy/10BaHME:

O0benuuennbix cereir (Cisco umu ap.), cereét gocryma (ETTH, ADSL, Wi Fi wu np),
BO3MOKHOCTh KOH(PHUTYpAIIMU U aJIMUHUCTPUPOBAHUS CETEBBIX OTEPAIMOHHBIX CHUCTEM, MEXKCETEBbIC
skpanbl, onepanuoHHbsie cucteMbl WINDOWS, LINUX, UNIX, NOVELL u np., aHTUBUPYCHBIE
MIPOTrpaMMbl, KPUIITOAJITOPUTMBI, 000PYIOBAHHE CHCTEM YCJIOBHOTO JIOCTYTIA.

Peanu3arust mporpaMmMbl MOIYJIS TIPEATIONATaeT 00sI3aTENbHYIO YUYEOHYIO U TIPOU3BOJICTBEHHYIO
MPaKTUKY, KOTOPAasi MPOBOAUTCS KOHIIEHTPUPOBAHHO MTOCJIE OCBOEHHUS BCETO MOTYJISI

4.2. MadopmanmnoHHoe odecnevyeHne 00y4eHusl.
Ilepeyens pexomMeHayemMbIX Yy4eOHbIX u3AaHul, VWHTepHeT-pecypcoB, JAONOJHHUTEIbHOMN
JIUTEPATyphl.

OcHOBHbIE HICTOYHHUKH:

1. bapanora, E.K. Undpopmanmonnas 6e3omacHOCTh M 3amuTa uHPOpManuu: ydeOHOE mocoome/
E.K.bapanosa, A.B.ba6am. — 3-e u3z., nepepad. u gon. — Mocksa: PUOP: UHOPA-M, 2020.

2. byzos, I'.A. 3ammuTa nHpOpMaIUA OTPAaHUICHHOTO JOCTYIA OT YTE€YKH IO TEXHHUYECKUM KaHalaMm:
yuebHoe ocooue st By30B/I.A.By30B. - Mocksa: ['opsiuast nuaus-Tenexom, 2018.

3. Bacunwkos, A.B. be3omacHocTh 1 ynpaBieHHE JOCTYIIOM B MH()OPMAIMOHHBIX CUCTEMaX: yaeOHOe
nocooue s CI1O /A.B.Bacunwskos, . A .Bacunskos. - Mocka: @DOPYM, 2020.

4. 3mepema, B.II. Yuactne B miaHMpOBaHWM W OpraHU3alMud PabOT MO OOECMEYEHUIO 3aIUThI
oObekTa: yueOHUK s ctya. ydupexna. CIIO/ B.II. 3eepeBa, A.B. HazapoB. — Mocksa: KYPC:
NHOPA-M, 2017.

5. WmeitHoB, B.fl. OcHOBHBIE TIONOKEHUST WH(DOPMALIMOHHONW 0€30MacHOCTH: yuyeOHOe Mmocodue s
cryn. yupexa. CI10 /B.A.UmeitnoB, M.B.Menatynsi. - Mocksa: ®opym: UTHOPA-M, 2018.

6. Ilapteika, T.JI. Madopmanmonnas 06e30macHOCTh: ydeOHOe mocobue mnst cryd. yupexa. CIIO
/T.JI.ITapteika, N.W.ITomioB. - MockBa: @opym, 2020.

7. Ianbrun, B.®. MudopmanumonHas 0e30MaCHOCTh KOMIBIOTEPHBIX CHUCTEM M CeTel: ydeOHoe
nocobue s ctyn. yupexa. CI1O. - Mocksa: @OPYM: UH®PA-M, 2020.
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http://www.rektor.ru/katalog/products/shkolnye-uchebnye-kabinety-klassy/klass-matematiki/pechatnye-materialy/pechatnye-posobija-demonstracionnye
http://www.rektor.ru/katalog/products/shkolnye-uchebnye-kabinety-klassy/klass-matematiki/pechatnye-materialy/pechatnye-posobija-demonstracionnye

8.

[Hanerun, B.®. KommuiekcHas 3ammra MHQOpPMAIMM B KOPIOPATUBHBIX CHUCTEMax: ydeOHOe
nocodue. - MockBa: POPYM: UHDPA-M, 2020.

I[OIIOJIHP[TCJILHLIC HCTOYHUKMHU:

1.

10.

11

12.

13.

14.

15.

16.

17.

18.

19.

20.

Aytentudukarus. Teopus u mpakTHkKa oOecrieueHus: 6e30MacHOTO JA0CTyna K WHGOPMAIMOHHBIM
pecypcam: yuebHOoe mocobue st By30B / A.A. Adanacees, JI.T.Benenoer, A.A.BopoHmos [u mp.].
— Mocksa: 'opsiuast nunus—Tenekom, 2012.

bapanosa, E. K. OcHoBbl nH(pOpMaTHKH W 3anmuThl HHGOpMaIu: ydebHoe nmocobue. - Mockaa:
PUOP: UH®PA-M, 2018.

bamer, T1. H. Uadopmarmonnas 6e3omacHocTh u 3amuTa nHdopmaruu: yaeonuk / I1. H. bamisr,
A. B. ba6am, E. K. bapanosa. - Mocksa: PUOP, 2013.

benos, E.b. OcHoBbl nHbOpMarmonHoi Oe3onacHoCTH: yueOHoe mocooue st By30B/E.b.benos,
B.IL.JIocs, P.B.Memepsikos, A.A.lllenynanos. - Mocksa: ['opsiuast nunus-Tenexkom, 2011.

by3oB I'.A. IlpakThueckoe pPyKOBOJCTBO MO BBISIBICHUIO CHEHHAIBHBIX TEXHUYECKHX CPEIICTB
HECAHKIIMOHUPOBAHHOTO mony4yeHus uHpopmauuu / I.A. By3oB. - Mocksa: ['opsuas Jlunus—
Tenexom, 2010.

I'anarenko, B.A. OcnoBel uHpOpManmoHHoi Oe3onmacHoctn/ B.A. Tamarenko. - Mockga:
HNutepuer-Yuusepcurer Undopmarnmonnsix Texnomornit (MHTYUT), 2016.

l'onukoB, A. M. 3ammra nHpopmanuu B UHOOKOMMYHHUKALIMOHHBIX CUCTEMaX M CETAX: y4eOHOe
mocobue / A. M. I'onmukos. - Tomck: TYCVYP, 2015.

l'onukoB, A. M. 3ammra nHQOpPMAILIUK OT YTEUKU IO TEXHHMYECKUM KaHainaM: yyeOHoe mocobue /
A. M. T'omukos. - Tomck: TYCVYP, 2015.

I'onmukoB, A. M. OCHOBBI TMPOEKTUPOBAHMS 3AIUIIEHHBIX TEICKOMMYHUKALMOHHBIX CHCTEM:
yaebnoe mocodue / A. M. I'onukoB. — Mocksa: TYCVYP, 2016.

I'pumnna, H.B. Madopmannonnas 6e3omacHOCTs npeanpusaTus: yaeoHoe nocodue/H.B.I'pummmna.
- 2-e u3x., noi. - Mocksa: ®opym: UHOPA-M, 2019.

. deBsnun, II.LH. Mogenu 0e30mMacHOCTH KOMIBIOTEPHBIX CHUCTEM. YIIPaBICHHE JOCTYIIOM H

nH(pOpMaMOHHBIMHU TTOTOKaMH. - MockBa: ['opsiaast muuus-Tenexom, 2017.

JymikuH, A.B. AnmnapatHsle U mporpaMMHbIE CpeICTBa 3aIIUThI HH(OpMaIMK: yaeOHoe mocodue /
A.B.lymikun, A.Konsios, A.KpaBuenko. - Boponex: Hayunast kaura, 2017.

Mauok, A. A. 3amuTa nadopmaru B HHGOpMaITMOHHOM 0011ecTBe: yueOHOE ocoOue It By30B
/ A.A.Maiok. - Mocksa: ['opsiaast nuausi-Tenexkom, 2015.

Hosukos, B.K. OpranusannoHHO-TIpaBOBbIE OCHOBBI MH(OPMALMOHHON 0€30MacHOCTH (3alUThI
nHpopmanuu).  MOpuauueckass  OTBETCTBEHHOCTh  3a  MpaBOHApyIIeHUs B 00JlacTu
nH(POPMAIMOHHON Oe30macHOCTH (3amuThl MHpopManuun): yuyebHoe mnocodue /B.K.HoBukon. —
Mocksa: ['opsiuas Jluaus—Tenexom, 2017.

OpraHu3allMOHHOE U TpaBOBoe oOecreyeHne WHGPOPMAMOHHON Oe30macHOCTH: Y4eOHUK |
npaktukym miis By30B/ T. A. Ilomskosa, A. A. CtpensioB, C. I'. UyGykosa, B. A. Huecos; non
pen. T. A. ITonskosoi, A. A. CtpensrioBa. — Mocksa: FOpaiit, 2020.

[Ipockypun, B.I'. 3ammura B  ONEpallMOHHBIX CHUCTEeMax: ydeOHoe rmocobwe A
By30B/B.I".Ilpockypun. - Mocksa: ['opsiuas nmunus-Tenexkom, 2014.

Ckpunnauk, J[.A. OO6mme Bompochl TexHHYecKoW 3amuThl uHbopmaruu/ [ A.CkpumHHUK. -
Mocksa: UnTepHet-YHusepcurer Mudopmarnmonnsix Texnonoruit (MHTYUT), 2016.
Cwmonenckuii, M.b. NUudopmanmonnoe npapo: yueOonuk/ M.b.Cmonenckuii, M.B.Anekceesa. -
PocroB-na-Jlony: ®enukce, 2015.

[eiinakoB, H. E. ®wusnueckne ocHOBBI 3ammuThl uHpOpManuu: ydeOHoe mocodbue / H.E.
[leitnakos, O.B. Cepnenunos, E.H. Tumenko. - Mocksa: PUOP: UH®PA-M, 2019.

[Menyxun, O. . O6HapyXeHne BTOPKEHHUI B KOMITBIOTEPHBIE CETH (CETEBbIC aHOMAJINH): yueOHOE
nocobue mist By30B/O. W.Ilenyxun, . XK. Cakanema, A. C. ®ununoBa. - MockBa: ['opsuas
mausg-Tenekom, 2018.

OTteuyecTBeHHbIE KYPHAJIbI:
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l.
2.
3.

3amura uHpopmanuu Inside
Nudopmannonnas 6€301macHOCTh
DneKTpOCBA3b

HNuTepHeT-pecypcen:

1.

2.

(98]

NNk

11

17.

18.
19.
20.

21

22.

23.

24.

25.

MuHHCTEPCTBO UPPOBOTO pa3BUTHS, CBSI3U ¥ MaCCOBBIX KOMMYHHKAIIHHA
Poccuiickoit @enepanuu: opunmansueiii cat. - URL: http:/ www.minsvyaz.ru/.

®denepanpHoe areHTCcTBO CBsi3u (PoceBsasp): opunmansaenii caitt. - URL: http://www.rossvyaz.ru/.
Comnews. HoBocTu Tenekommynukanuuii, Bemanus u UT: exxenqneBnas Miarepuer-razera: [cair]. -
URL: http://www.comnews.ru/.

Connect! Mup cBsa3u: cereBoit xypHait: [caidT]. - URL: http://www.connect.ru/.

CRN: UT-6u3Hec: cereBoe nHpopMannonHoe uznanue: [cait]. - URL: http://www.crn.ru/.
MobileReview: mopran MoOounsHBIX TexHONIOTHIA: [caiiT]. - URL: http://www.mobile-review.com/.
PC-magazine: opunmansubiii caitt. - URL: http://www.pcmag.ru/.

AnropuTt™ 6€30MacHOCTH: KypHaJ 10 Borpocam Oe3zomacHoctu: [caift]. - URL:
https://algoritm.org/index.php.

I'TI Tenexom: opuumanbublil caifT. - URL: http://www.gptelecom.ru/.
. UHTepHET-yHUBEpCUTET MHPOPMANMOHHBIX TexHoJorui - MaTynT (HamumonampHbIH OTKPBITHINA
YHUBEPCUTET. besonacHoCTb: [caiT]. - URL:

https://www.intuit.ru/studies/courses?service=0&option_id=9&service path=1/

. KoMnoHeHTHI 1 TeXHOJIOTHH: ceTeBoM xypHan: [cait]. - URL: http://www kit-e.ru/.
12.
13.
14.
15.
16.

OtkpeiThie cucteMsbl: [caitT]. - URL: http://www.osp.ru/.

Cisco: opunuansubiit caidT. - URL: http://www.cisco.ru/.

D-Link: odpunmansnsiii caifT. - URL: http://www.dlink.ru/.

Cetn u cuctemsl cBsi3u: opunmanbueiii caiit. - URL: http://www.ccc.ru.

Cucremsbl yrpaBieHUs, CBS3M U OE30MACHOCTH: CETEBON SJEKTPOHHBIM KypHal: O(UIIMATbHBIN
caiit. - URL: http://sccs.intelgr.com/.

CoBpeMeHHBIE TeleKOMMYHHUKaAIMu Poccuu: otpacneBoil  MHGOPMAIMOHHO-aHATUTHYCCKUI
OHJIAMH-KypHaII: opuuuanbHbli caiit. - URL: http://www.telecomru.ru/.

CoToBuK.py: HHDOPMAITMOHHO-aHATTUTHYECKOE areHTCTBO: [calT]. - URL: http://www.sotovik.ru.
OnexrponHas Poccust: [caiiT]. - URL: http://www.elrussia.ru/.

OnekTpocBs3k: obunmansHbiil cailT. - URL: http://www.elsv.ru/.

. I'ynses, B.Il. Ananu3 neMacKUpyrOIUX NPU3HAKOB OOBEKTOB MH(POPMATU3AUN U TEXHUYECKUX

KaHAJIOB yTeuku wuHopmaruu: ydeOHO-meTonuueckuii kommuiekt / B. II. TymseB.  —
ExatepunOypr: N3n-Bo VYpai. YH-Ta, 2014. - URL:
http://elar.urfu.ru/bitstream/10995/28779/1/978-5-7996-1120-0 2014.pdf.

3amuTa WHGOPMAIMM B ONTOBOJOKOHHBIX JIOKANBHBIX CETSAX: METOAMYECKHE YKa3aHUS I10
BBITIOJTHEHUIO J1abopaTopHbIX padboT/PI'AY BO Cesepo-KaBkasckuii denepanbHblii yHUBEPCHUTET.
— URL:
http://pf.ncfu.ru/data/files/docs/education/2016/baccalaureate/10.03.01/Metod/Metod ZIvOLS LR
- 10.03.01_2016.pdf.

Kapmanosckuii,  H.C. Oprann3anioOHHO-TIPABOBOE W METOAWYECKOe  OOecreueHue
nHpopMaMoHHOH Ge3omacHocTH: yuebHoe nocodbue/ H.C. Kapmanosckuii, O.B. Muxainuyesko,
H.H. [Tpoxoxes. - CIIb.: YHuBepcureT NTMO, 2016. - URL:

https://books.ifmo.ru/file/pdf/1093.pdf.
Karopun, 10.®. 3ammura wuHbOpManMK TEXHUYECKMMH CpEACTBaAMHU: YyueOHoe Tmocobue /
10.® Karopun, A.B.Pazymosckuii, A.M.CnuBak; nox pepakuuein FO0.®. Karopuna. - C.-
[Terepoypr: HUY UTMO, 2012. — URL: https://books.ifmo.ru/file/pdf/975.pdf.

MonnossiH, A.A. IIpoTokonbsl ayTeHTH(QHUKAIMU C HYJIEBBIM pa3TJalleHHeM CeKpera
/A.A Monnossia, JI.H.Monnossa, A.b.Jlesuna. - CII6.: Yausepcutrer UTMO, 2016. - URL:
https://books.ifmo.ru/file/pdf/1887.pdf.
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4.3. O0mue TpeOGOBaHUSI K OPraHU3aIMM 00Pa30BATEJBLHOIO MpoLecca

OO0s3aTeNbHBIM YCIIOBUEM JIOMyCKa K Y4YeOHOW MpakTUKE s TMOJYYCHHUS TEPBHYHBIX
npodeccuoHaIbHbBIX HAaBBIKOB SIBJISIETCS OCBOCHHE MIPOrpamMMBl COOTBETCTBYIOIIETO
MexaucumHapaoro kypca (MIK).

OOs13aTeNIbHBIM ~ YCIIOBUEM  JIONyCKa K TPOM3BOJACTBEHHON TMpakTUKE B  paMKax
npodeccuonansHoro  moxyis «Qoecnedenne HWHGOPMANMOHHONH  0€30MACHOCTH  CHCTEM
MOOMJILHOM CBSI3UW» SBIIETCS OCBOCHHE y4eOHON MPAKTUKHU B paMKax JaHHOTO Mpo¢eCcCHOHAIBLHOIO
MOJZYJIS.

OcCBOEHHIO  JaHHOTO  MOAYJS  JOJDKHO  MPEAIIECTBOBATh  M3YYEHUE  JUCLUILIIUH:
npodecCHOHATBPHOTO IMKIa: Teopus HIEKTPUYECKHX Iemei; ODIeKTpoHHas TexHuka; Teopus
AJIEKTPOCBA3HM; BbrumciurensHas TexHuka, OCHOBBI TEJIECKOMMYHHUKAIUMK; ODHEprocHabKeHHe
TEJIEKOMMYHUKALMOHHBIX CUCTEM; be3011acHOCTh KU3HEAEATEIHOCTH.

OOHOBpEMEHHO C 3TUM 00yYaroIIUMHUCS JOKHA OCYIIECTBISTHCS CaMOCTOsTENbHas paboTa B
COUETAaHUM C YIpaBICHHMEM U KOHTPOJEM CO CTOPOHBI IpernojaBaTelied M  MacTepoB
MIPOU3BOJICTBEHHOTO O0YUEHUS.

5. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUA
IMPO®PECCHUOHAJIBHOI'O MOAYJIA

KoHTpoJIb M OLleHKA pPe3ylIbTaTOB OCBOCHUS MEXIMCIUILTUHAPHBIX KYPCOB OCYIIECTBIISCTCS
mperojaBaTeyieM B IMPOIEcce NMPOBEIACHHS 3aHATHH, MPOBEPKE JOMAIIHHMX 3aJaHHi, KOHTPOJIBHBIX
paboT, TECTUPOBAHHUS, a TAKXKE OICHKH BBHIMOTHEHHS OOYJAOIIMMHCS CAMOCTOSITENBHBIX paboT,
WHIWBUAYAIBHBIX  3aJaHHA, TPOCKTOB, HCCIICIOBAHUM. [TpoMexxyTouHass arTecTalys IIo
MEXIUCIUIUTMHAPHBIM KypcaM MPOBOAUTCS B popme A PepeHIIMPOBAHHBIX 3aU4ETOB.

KoHTpoJib M OmEHKAa pe3y/IbTaTOB  OCBOCHHUS  MPOPECCHOHATBHBIX  KOMIICTCHIIUI
OCYIIECTBIISICTCS. TIPHU MPOBEICHUU DK3aMEHAIIMOHHOW KOMHCCHUEH 3K3aMeHa KBaTU(UKAIMOHHOTO C
UCIIOJIb30BAHUEM KOHTPOJIbHO-0IICHOYHBIX cpeacTB (KOC) mo3BONSIOMNX OIICHHTh OCBOCHHBIC
KOMITCTCHIIHH.

OCHOBHBIMH TIOKA3aTEJISIMA OCBOCHUS MPO(EeCCHOHATBHBIX KOMIETSHIIHA SBIISIOTCS:

Pe3yabTaTsl OcHOBHbBIE MOKA3aTEN OI[EeHKHU DopMBbI U METOABI
(ocBOEeHHBIE pe3yJbTara KOHTPOJISA ¥ OLIEeHKH
npogdeccuoHaJIbHbIE
KOMIIETEHLIMH)
IIK 3.1. Ucnons3oBaTh Yerkoe [IOHUMAaHUe npo6iiem | TeKyIuii KOHTPOIIb B
MIPOrPaMMHO- nH(OpPMaIIMOHHOK 0e30MacHOCTH B cdepe dopme:
amnmapaTHbIC CPECTBA TEJICKOMMYHUKAITUI; - 3QIIUTHI

3amuThl HHQOPMAITUHU B
CUCTeMax MOOMIbHOMN
CBSI3U

['paMOTHO BBISIBIIATH, KIACCHPUIINPOBATH

u AHATU3UPOBATH YIPO3BI
nH(pOpMaAITMOHHOM

6€301acHOCTH U (POPMBI HX TPOSIBICHHUS;
Br160op MexaHU3MOB U CpeCTB oOecriedeHus
UH(POPMALIMOHHOM 0e30macHOCTH -
IIPOTPAMMHBIX M ITPOrPaMMHO-AIAPaTHBIX;
I'pamoTHO OhOPMIATH JOKYMEHTAIUIO

JUTSL TUTICH3UPOBaHUsS paboT B 00J1aCTH
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;
PazpabaTbIBaTh MONIUTUKU B 00JIACTH
UH(OPMALIMOHHOM 6€30MacHOCTH;

1a00paTOPHBIX U
IIPAaKTUYECKUX 3aHATUH;
- KOHTPOJBHBIX PaboT
o teMam MJIK;;
HCCJIEIOBATEIBCKO -
IIOMCKOBBIN XapaKkTep
paboTHI IO TEMATHKE
MOJyJIs C
HCIIOJIb30BaHUEM
Internet.

3a4eTsl 10 y4eOHOMH
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I[IK 3.2
CHCTCMBbI
3aIUIIEHHOCTH
OOHapyKEHHS
YS3BUMOCTEHN B CETEBOMU
HH(PACTPYKTYPE,
naBaTh PEKOMEHIAINH
10 X YCTPAHEHHUIO.

[IpumeHsTH
aHanu3a
TUISE

e Pacyer puckoB B 007acTu HHGHOPMAITMOHHOM
0€30MacHOCTH U Bbl1aya peKOMEHAAINH 10 UX
YCTpaHEHUIO;

e Buagets cepBrucamu, 00eCeunBaOIUMU
nH(popMaIMOHHYI0 0€30MaCHOCTh B
TEJICKOMMYHUKAIIMOHHBIX CHCTEMaX U CETIX
CBSI3H;

e BianeTts TexHOIOTHEH ayTEHTU(DUKALINM;

e (OOecrneunBaTh TEXHOJIOTHIO 3aITUTHI
MEKCETEBOI'0 OOMEHAa TaHHBIMU,

e [locTpoeHue cUCTEMBI aHTUBUPYCHOM
3aIIUTHI CUCTEM TETIEKOMMYHUKAITMOHHBIX

CHCTEM.
IIK 3.3. OGecneunBarh | ¢ BpiGOp W HCIONB30BAaHHE  MAKETOB
Oe3omacHoe IPHUKJIAAHBIX MPOrpaMM i 0e30MacHOro
aJMUHUCTPUPOBAHHUE aIMUHHUCTPUPOBAHUSI CeTEeBBIX
ceTeil BeIaHms. ONEPALMOHHBIX CHCTEM;
e OGecreueHue POrpaMMHBIMH u
IPOrpaMMHO-aNIapaTHBIMK MeToaMu
Oe3omacHoCTH cereit J0CTyIa,
OOBEAMHCHHBIX CeTel M  yIpaBJICHHUS

TCIICKOMMYHHUKAIIMOHHBIMU CCTAMMU.

IMPAKTHUKE U 110

KKJIOMY U3 pa3eiioB

poeCCHOHAIBHOTO
MOZYJISL.

KBanmudukarmoHnHbIit
9K3aMEH 10 MOJTYJIIO.

@opMBI 1 METO/IBI KOHTPOJIS ¥ OLIEHKH PE3yIbTaTOB O0YUYEHHUS JOJDKHBI O3BOJISATH IIPOBEPATH
y 00y4aromuxcst He TOJBKO CPOPMHPOBAHHOCTH MPO(ECCHOHATBHBIX KOMIIETEHINH, HO U pa3BUTHE

00X KOMITETEHIIUN U 00ECTICUNBAIOIIUX UX YMEHUH.

Pe3yabTaTsl OcHOBHBIE TOKA3aTeJH OLeHKH Dopmobt u
(ocBOEHHBIE 00IIME pe3yjabTara Memoobl
KOMIIeTECHIIUH) KOHmMpona u
OUeHKU
IToHrMaTh CymHOCTb U ® CBOEBPEMEHHOE U KAY€CTBEHHOE OKcnepTHOE
COIMATHHYIO 3HAYUMOCTH CBOCH MIPUMEHEHHUE KOMIIETEHIINI, YMEHUU U HaOJII0ICHUE U
Oynymeit npodeccun, 3HAHUU, TPUOOPETEHHBIX B PE3yJIbTATE OLICHKA Ha
MPOSIBIIATH K HEM YCTOMYUBBIN OCBOCHHMS MIPEIIECTBYIOLUX TEM, IIPAKTUYECKUX U
HHTEPEC pazaenos, nucuuiuine, MJIK, mogymnen. 1ab0paTOPHBIX
OpraHu3oBbIBaTh COOCTBEHHYIO 3aHATHAX,

NeSITeIIbHOCTD, BEIOUPATh
TUITOBBIC MCTOAbI U CHOCO6BI
BBITTOJTHEHHSI
npodeccHoHaIbHBIX 33/1ad,
OIICHUBAThH UX YP(HEKTUBHOCTH U
Ka4eCTBO

® BBIOOp M MPUMEHEHHE METO/IOB U
Croco00B perreHus: TPohecCuOHATEHBIX
3amay B o0JracTu oOecreueHust
0e30IMaCHOCTU CUCTEM BEILAHMS;

e oreHKa Y (HEKTUBHOCTH U KauyecTBa
BBITIOJTHCHHST CAMOCTOSTEIIBHBIX U
JOMAaIIIHUX 3aJaHui.

pOJIEBBIX UTpaXx,
IIPU BBITIOJTHEHUH
pabot o yuebHoit
u
IMPONU3BOACTBCHHO
1 MPaKTHUKE;

[IpuHUMaTh penieHus B
CTaHJAapPTHBIX U HECTAaHAAPTHBIX
CUTyalUsAX U HECTH 3a HUX
OTBETCTBEHHOCTh

o pemeHHe CTaH,Z[apTHbIX n
HECTaHIAPTHBIX MPOPECCHOHATBHBIX
3a7a4 1o o0ecreueHno 0e30I1acHOCTH
CUCTEM BEIIIAHNUSA,

KBanudukanmonn
BII DK3aMeEH.

OcCymecTBIISITh TIOUCK U
UCTIOJIb30BaHUE UH(OPMAIIHH,
HEOOXOaAUMOM IS

e > heKTUBHBIN TOUCK HEOOXOAMMOM
nH(opMaIuu sl penieHus 3a1a4d B 00J1acTh
ceTeBoM 0€30I1aCHOCTH;
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3 PEKTUBHOTO BBHITIOTHEHUS
npodeccuoHaIBHBIX 33/1ad,
poeCCHOHAIBHOTO U
JIMYHOCTHOT'O Pa3BUTHUA

® JICIOJIb30BaHUE YUeOHOM, CIIPAaBOYHOM
JUTEpPaTypbl, HOPMATUBHO-IIPABOBBIX
WCTOYHUKOB U HHTEPHET-PECYPCOB.

Hcnonb3oBath
UH(POPMALIMOHHO-
KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH B
npodecCHOHATbHON
JESITEIIbHOCTH

e paboTa Cc pa3IMYHBIMHU ONEPAMOHHBIMU
CUCTEMaMH U  CpelaMH, IPOrPaMMHO-
annapaTHbIMU u MPOrpaMMHBIMU
cpencTBamMu

PabGorarth B KOJIJIEKTHBE U
KOMaH[e, 3pHEKTUBHO
00IIaThCA C KOJIJIEraMH,
PYKOBOJICTBOM, TMIOTPEOUTEISIMU

® B3aWMOJICHCTBHE C 00YUYAIOIIUMHUCS 1
MIPETNoIaBaTeIIMH B XOJI¢ O0yUeHHUs, a
TaK)Ke C WICHaAMH KOJUIEKTUBA MPEANPUSITHS
BO BpeMs TPOU3BOICTBEHHOMN MPAKTUKH,

® BHECEHHE MHIMBHUIYAIbHOTO BKJIAJa B
KOJUIEKTUBHOE peIlIeHHE 3aau.

Bpatb Ha ce0s1 OTBETCTBEHHOCTh
3a paboTy WICHOB KOMaHIbI
(MTOMYMHEHHBIX ), PE3YJIbTAT
BEINOJIHEHUS 3aJaHUN

® CaMOaHAJIN3 ¥ KOPPEKIUS pe3yIbTaTOB
COOCTBEHHOM pabOThI, OLIEHKA
JEATEIBHOCTH 110 KOHEYHOMY Pe3yJIbTary.

CaMoCTOATENBHO ONPEAEIATh
3a1auu MPo(PeCcCHOHATIEHOTO U
JMYHOCTHOTO Pa3BUTHA,
3aHUMAThCs CaMOOOPa30BaHUEM,
OCO3HAHHO IJIAHUPOBATH
TIOBBIIIICHUE KBATU(UKAIIH

¢ [UIAHUPOBAHUC U OpTraHU3aluA
CaMOCTOSITEILHOTO O0y4YeHUs IPU OCBOCHUH
poeCCHOHATTBHOTO MOYJISI.

OpueHTHpOBaThCS B YCIOBUSIX
YacTOM CMEHBI TEXHOJIOTHI B
npodecCuoHATBHOM
eITEIIbHOCTH

e aHaJIM3 MHHOBAIUI B 00JaCTH
POTPAMMHOTO 00ECIICUCHUS, Pa3BUTHS
OTpacIIH,

® pacuiMpeHHe Kpyro3opa B
po(heCcCHOHALHON IS TEIILHOCTH

HcnonHsaTh BOMHCKYIO
0053aHHOCTB, B TOM YHCJIE C
MPUMEHEHHUEM TOJTy4eHHBIX
poeCCHOHAIBHBIX 3HAHUM
(st FoHOIIIEH)

® C YCCTBHIO BBIIIOJJHATH Fpa)K,Z[aHCKI/Iﬁ d0Jr
B Jo0oii  chepe  meATEIBHOCTH  C
NpUMEHEHHEM MOJTY4EHHBIX
po(hecCHOHATBLHBIX KOMIIETCHIIUH.
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IMPUJIO)KEHHUE 1.

KOHKPETU3ALIUA PE3YJBTATOB OCBOEHUS IIM

IIK 3.1. Ucnonb30BaTh NPOrpaMMHO-aNNAPaTHBIE CPEICTBA 3aIMTHI HH(POPMALIMH B CHCTEMAX
PaIHOCBA3U U BelIaHUA

Hmems npaxmuttecxuﬁ onsim:

® BLIBJICHUS  KaHAIOB  YTCUKH
uHpOpMaLnu;
® OIpeaeneHus HEOOXOMMBIX

CPEJICTB 3alIUTHI;
® TIPOBEJICHUS aTTECTAIINHN O0BEKTA;

® 3aIIUTHI (mpoBepkun YPOBHS
3aIIUIIEHHOCTH);
e pa3paboTKu HOJIUTUKU

0e30macHOCTH JUIsi 00BEKTA 3aIUTHI;

® YCTaHOBKH, HaCTPOMKHU
CICIUAM3UPOBAHHOTO 000PYIOBAaHUS
10 3aIuTe HHPOPMAITUN

Bunbr paboT Ha mpakTHKeE:

YVV VV V

yYCTaHOBKA, HACTPOWKA CIEIHATH3UPOBAHHOTO
000pyI0BaHUS 110

3anTe HHPOpPMaLny;

BBISIBJICHHE BO3MOXKHBIX aTaK Ha aBTOMATU3UPOBAHHBIC
CHCTEMBI

paboTa Ha SMYIATOPAX-CHMYIISITOPaxX

paboTta Ha 000pyIOBaHUH O0BEAMHEHHBIX CETEH 110
00€ecCTIeueHNIO 3alUThl HHPOPMAITHHI

Ymemeo:

Temamuxka nadopamopHuvix/npaKmuiecKux paoom:

® KJIacCU(UIIMPOBATH YTPO3BI

UH(POPMALIMOHHOM 0€30MacHOCTH;

® IPOBOJUTH  BBIOOPKY  CPEICTB
3aIIMTH B COOTBETCTBUU C

® BBISIBIICHHBIMU YIPO3aMU;

® ONpe/eNATh BOZMOXKHBIE BU/IBI aTaK;

® OCYLIECTBISATh  MEPOIPHUATHA  TI0
MIPOBE/ICHUIO aTTeCTAllMOHHBIX
pabor;

e pazpabaThIBaTh MOJINTUKY

0€30IaCHOCTH 00BEKTA;

® BHIMOJIHATh pacyeT W YCTAaHOBKY
CHCIIMATU3UPOBAHHOTO
00OpyMOBaHUs IS MaKCHMAaJIbHOM
3aIUIICHHOCTH 00bEKTa

>

>
>
>

Y VYV VYV

3amura u 00paboTKa KOH(PUACHIMAIBHONW JOKYMEHTAITUN
Opranuzanus aTTeCTallud BBIJCICHHOTO MOMEIIEHUS 10
tpeboBarusim OCTOK

N3ydenne MUPOBBIX CTaHIAPTOB MO 3aLTUTE HHPOPMALIUU
HccnenoBanue cuCTeMbl aHalW3a PUCKOB U IMPOBEPKHU
HOJINTUKU MH(POPMALMOHHOM 0e30macHOCTH
PEANPUATHS

AymuT nH()OPMAITMOHHOHN 3aIIUTHI TPEATPUATHS

AHanu3 nHPOPMALIMOHHBIX PUCKOB MPEANPUITUS
PazpaboTka TmONIOKEHUH O 3amUTe MNEPCOHATIBHBIX
JAHHBIX PAaOOTHUKOB MPEAIPUATHH

3namo:

e Ha3HAueHHWE, KIACCUPUKALUIO U
IPUHLIMIIBI paboThI
CHEIUATN3HPOBAHHOTO

000opyI0BaHNS;

® TIPUHIUIBI TOCTPOCHUS
UH(POPMALIMOHHO
KOMMYHHKAIIHOHHBIX CETEH

®  BO3MOXHBIE CIIOCOOBI
HECAHKIIMOHMPOBAHHOTO JAO0CTYIIa,

® 3aKOHOJATEIbHBIC 1 HOPMATUBHBIC
IpaBOBbIE aKTBl B  00JacTH
UH(POPMALIMOHHOM 6€30MaCHOCTH

Ilepeuensb Tem, BKiI4YeHHbIX B MIK:

Tema 1.1. OcHOBBI HH(pOPMALIMOHHOH 0€30MacCHOCTH

Tema 1.2. IlpaBoBoe obecrnieueHne HHGOPMAITMOHHON
0e30MmacHOCTH

Tewma 1.3 Opranu3zanonHoe ooecneueHne HHGHOPMAITMOHHON
0e30MmacHOCTH
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CamocrosiTesbHast padoTa

11.

12.

13.

14.

15.

16.
17.

18.

19.

20.

21

22.
23.

24.

25.

26.

27.

Odopmnenne B BUAEC  KOHCIIEKTa  OCHOBHBIX
PYKOBOJSIIIMX JOKYMEHTOB 00 aBTOMAaTHU3UPOBAHHBIX
CHCTEMaX.

Pa3zpaboTka CXEMBI KJIacCU(PUKAITHI
ABTOMATU3UPOBAHHBIX CHCTEM.

N3ydeHune KOHIENIUH aBTOMAaTU3UPOBAHHON CUCTEMBI.
CocraBieHre  CXeMbl  MOJACHCTEMAa  3alUTBl  OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

OdopmneHne B BHAE KOHCIEKTa OCHOBHBIX MPHU3HAKOB
HECaHKIMOHUPOBAHHOTO JOCTYIAa K HH(POpMAILIHH.
Pa3zpabotka cxemsol [laponbsHoit ayreHTHDUKAIIAN.
OdopmneHne B BUIE KOHCIIEKTa OCHOBHBIX IOJOKEHUN
00IIEeMeTOOJIOTUYECKNX — MPUHIMIIOB  (OPMHUPOBAHUS
TEOPHUU 3aTUTHI.

CocraBneHue nepeyHs 3aja4 TEOPUH 3aIIUTHI.
[TpuHIHIBI TOCTPOCHUS 3aITUTHI B CETSIX

. OdbopmiieHue B BHIe KOHCIIEKTa BOMPOCOB, KACAIOIIUXCS

MOHATHUSL ~ CTpaTeTuu  3aluThl  UHGOpMauu U
OCOOEHHOCTEHN CTPATETUYECKUX PEIICHHM.

[TogroToBka mepeuHss TpeOOBaHWI K  cepBHUCAM
0€30IacCHOCTH.

CocraBneHue  CXeMbl  OCHOBHBIX  COCTaBJISIOIIHUX
MOJIUTUKU OE30TMaCHOCTH.

Odopmienne B BHIEe KOHCIEKTa OCHOBHBIX ITOJIOKEHUM
MexanuzMma ayTeHTU(UKAIIH.

Pa3paboTka  CTpyKTyphl  MpOIIECCOB  TEXHOJOTUU
ynpasieHus nojgcucremon 3amursl OC.

[lonsiTHE CHCTEMHOrO aHaiaM3a: MHUKPOCKOIMHMYECKOE

MPEJICTAaBICHUE CUCTEMBI, HEPAPXUUECKOE MPEACTaBICHUE
CUCTEMBI.

Pa3zpaboTka kmaccudukamiy Moieeit 3aiuThI.
OdopmieHue B BuIe KOHCTIEKTa OCHOBHBIX TpeOOBaHUMN K
CpeactBaMm HM MeTOJaM BBISIBICHUS KOMIIBIOTEPHBIX
BHPYCOB.

IlogroroBka apXWUTEKTYpHOM MOACIH  YIIPABJICHUS
JOCTYTIOM.

OdopmneHne B BUIE KOHCIIEKTa OCHOBHBIX IOJOKEHUMN
Aytentudukanuu B tomeHax Windows.

Cocrasnenue nepeuns cranuii CeTeBbIX aTak.

. Onpenenenne TUIIOBOM MOJENNA CHCTEMBI
ABTOMATU3UPOBAHHOT'O IMPOCKTUPOBAHUA 3alIUThI
uHpopmanuu.

Pa3zpaboTka Moaenu 3ammTsl HHOOPMAITUH.

OdopmneHne B BUIE KOHCIIEKTa OCHOBHBIX IOJOKEHUIN
amnmapaTHBIX CPEICTB 3alTUThl HH(POPMAIIUH.
Odopmnenne B BHJE KOHCIEKTAa OCHOBHBIX BHJIOB
KOHTPOJII 0€3011aCHOCTH.

[MonroroBka mmana Ayauta. OdopmieHune B BuUae
KOHCIICKTAa OCHOBHBIX TIOJOKCHUM MaTeMaTHYCCKOU
3aIUTHl UH)OPMALIUH.

CocraBieHue MepevHs METOI0B KOJIMPOBAHUS
uHpOpMaLIKH.

Pa3zpaboTka anroputma XemupoBaHUsI.
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28. IloaroroBka nepevyHsi aHTUBUPYCHBIX MPOTPaMM.

29. OopmiieHre B BHJI€ KOHCIIEKTa OCHOBHBIX ITOJIOKECHUM
WHKEHEPHO-TEXHUYECKOH 3aIIUThl HHPOPMAIIIH.

30. CocTaBineHHne XapaKTEPUCTUK MTOACUCTEM BBO/IA,
XpaHEHUsl, perUCTpaluy U yuyera HHGOpMaIuu.

IIK 3.2. IIlpuMeHATH CHCTEMbI AHAJIM3A 3AIMMIIEHHOCTH JIsi O0HApY)KeHHsl YSI3BUMOCTeill B
ceTeBOil HHPPACTPYKTYpe, 1aBATh PeKOMEHAAIHUY M0 UX YCTPAHEHHU IO

Hmemo
npaKkmuueckuii Onvim:

® BBISIBJICHHA BO3MOXKHBIX AaTraKk Ha

aBTOMAaTHU3HPOBaHHbBIE
CHCTEMBI;

® YCTaHOBKHU U HACTPOUKHU
POTPaMMHBIX CPE/ICTB
3aIIUThl aBTOMATH3UPOBAHHBIX
cucteM U nH(OpMaAIMOHHO-
KOMMYHHKAI[MOHHBIX

CeTeH;

e KOH(MUTYpUPOBAHUS
ABTOMATHU3MPOBAHHBIX

CHCTEM H HH(OPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIX CETEH;

® [IPOBEPKH 3ALIUIIEHHOCTH
ABTOMATHU3UPOBAHHBIX

cucreM U nH(OpMaAITMOHHO-
KOMMYHHKAIIMOHHBIX CETeH

Buowt paoom na npakmuxe:

» AIMUHHCTPHPOBAHHE TEJICKOMMYHUKAIIMOHHBIX CHCTEM
U

MH(OPMaLMOHHO-KOMMYHUKAIIMOHHBIX CETEeH CBA3HU

» AyteHtuuKkanus U UACHTU(UKAIUS C UCTIOIb30BAHUEM
CETEBBIX

OIIEpPALIMOHHBIX CUCTEM

» Hacrpoiika u xoHpurypuposanue VPN-tynneneii L2, IP
SEC

L3, 3amumennsie npuinoxenus L4 SSL, SSH

AyTteHTu(uKams, aBTOpU3alMs U aAMHUHHCTPUPOBAHUE

JNEUCTBUH MOJIL30BaTEIEH

Mertoap! ayTeHTU(UKAITUH, UCTIOIb3YIOLIHE MapOJIu.

AyTeHTH(HKAIMA HA OCHOBE MHOTOKPATHBIX ITapOJIeH.

AyTeHTH(HKAIMI Ha OCHOBE OJJHOPA30BbIX MapOJICH.

Konrnenuus 31eKTpOHHOTO TOKYMEHTO000pOTa.

3amura 6a3 maHHbIX. MeTobl TpeoOpa3oBaHus JaHHBIX

3amuTta KOHOGUIACHIMAIBLHOCTA IEpPEelaBa€MbIX  WIIU

XPaHUMBIX B MaMSTH JaHHBIX

[TonTBeprkeHUE LIETOCTHOCTH U MOATMHHOCTHU JaHHBIX.

AyteHTH(UKaIMg a0OHEHTOB NpPU BXOJE B CHCTEMY U

IIPU YCTAHOBJIEHUH COEAMHEHUS.

VV VVVVVV VY

Ymemos:

e lcnonp30BaTh MPOrpaMMHBIE
MPOYKTHI, BBISBIISIONINE
HEJOCTaTKU CUCTEM 3alllUThI;

® TPOU3BOAUTH

YCTaHOBKY U HACTPOMKY CPENICTB
3aIUTHL;

® KOH(UTYpUPOBAThH
ABTOMATU3UPOBAHHBIC CUCTEMBI 1
UH(POPMAIIMOHHO-
KOMMYHHKAITIOHHBIE CETH B
COOTBETCTBUU C MOJIUTHUKON
nH(}OpMaAITMOHHOM
0e30MacHOCTH

Temamuka nadopamopuvix/npaKmuueckux paoom:
Metonpt  3amuthl  wHGopManmu. ludp mnpoctoii
MEePECTaHOBKHU

Mertoap! 3amuthl nHGopmanuu. [udp Lesaps
PesepBHOE KomMpoBaHue UHGOPMAIIH

OcHOBHBIE TMPHU3HAKU MPUCYTCTBUS Ha KOMIIBIOTEpE
BPEIOHOCHBIX MTPOTPaMM

B3nom MoHoangaBUTHOTO MOACTAaHOBOYHOTO IHdpa
METOJIOM YaCTOTHOM aTaKu

OnHOpa30BbIE OIOKHOTHI

Certp Deitmrens

[udpoBanue ¢ OTKPHITHIM KIIOYOM U AJIEKTPOHHAS
mudposas noanuck Ha GPG. Merox mmdposanus ¢
OTKPBITHIM KJIF04OM RSA

Hcnonp3oBanue xsmm-pyHkuuit Ha mpumepe MDS.
O1ieHKa YCTOMYMBOCTH TAPOJISl KO B3JIOMY

Buns! u kondurypuposanust VPN-TyHHenei
TexHuueckue cpeacTBa OOHapyXEHHS, JOKAIHU3ALUUA U
HEUTpanu3auu  paJuoOU3NydarolnuX  CIEeIHAThHBIX
TEXHUYECKHUX CpEICTB HErJIaCHOTO MOJIy4ECHHUS
uHpopManun

» UccrnenoBaHue 3allUIICHHOCTH OECHPOBOIHBIX CeTei

VVV VWV VVY V

Y VY
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nepenayn JaHHBIX
[IporpammHbIE CpelcTBa aHaau3a CETe ¢ KOMMYyTalHUeil
nakeToB. AHaiIM3 cereBoro Tpaduka C TOMOUIbIO
nporpammbl «Wireshark»

3namo:
o HpaBI/IHa HpOBe,Z[eHI/I}I BO3MO>XHBIX
MIPOBEPOK;

® JTambl ONpEeeICHUs

KOH(pHICHIIMATBHOCTH JJOKYMEHTOB

00BEKTA 3aIUTEL,

® CTPYKTYPY CHCTEM YCIOBHOTO
JOCTYyTA U MIPUHIIKAI UX paOOTHI;

® BO3MOXHEIC CITOCOOBI, MECTa
YCTaHOBKH U HACTPOMKHU
MPOrPaMMHBIX TPOIYKTOB

Ilepeuenv mem, ¢xnouennvix ¢ MJ/IK:

Tema 2.1 IIporpamMMHoO-anmapaTHble CpEACTBA 3alllUTHhI
uHpopMaun

Tema 2.2 AIMUHUCTPUPOBAHUE TEICKOMMYHUKAIIMOHHBIX
CHCTEM M MH()OKOMMYHUKALIMOHHBIX CETEH CBSI3U

CamocrosiTesibHast padoTa

N

LRI

I11.
12.
13.
14.
15.

16.
17.

18.
19.
20.
21.
22.
23.

24.

Odopmiienne B BHJIE KOHCIIEKTa OCHOBHBIX IOJIOKEHUH
Kpurnrorpaduu.

Pa3paboTka cxembl Mexanuzma apoOUTpax.

N3yuenne  ctpykTypbl ~ CHUMMETPUYHOM  CHUCTEMBI
mudpoBaHus.

CocTtaBieHue CXeMbI cepBepa MPUIOKEHUH.
Odopmiienne B BHJE KOHCIEKTa OCHOBHBIX IOJIOKEHUH
MpoIecca reHepalu KIrovei.

[MonroroBka cxembl AGOHEHTCKOE U POBAHHE.
Pa3zpabotka cxemsl. [TakeTHOE mmdpoBanue.

PazpaboTka cxembl AyTeHTU(DUKAIHS JaHHBIX
OdopmieHue B BHI€ KOHCIIEKTa OCHOBHBIX IOJIOKEHUM
npecTaBiIeHus aadaBuTa B IBOUIHOM KOJE

[TonroroBka cxembl (YHKIMOHUPOBAHMS 3JIEKTPOHHBIX
IUTATEKHBIX CHCTEM.

Odopmienue B BUie KOHCIIEKTAa OCHOB KOJAUPOBAHHUS.
PazpaboTka cxembl OJHOHaNpaBIEHHBIX XelI-()yHKINH.
Pa3zpaboTka cxeMbl mu(poBaHUs C OTKPHITHIM KITFOUOM.
Odopmiienne B BUAE KOHCIEKTa MaTepuana 1o
[udpoBanuio MeTogamM 3aMEHBI.

Odopmnenne B BHAE KOHCIEKTa Marepuana 00
AOOHEHTCKOM IU(POBAHUH.

Pa3paboTtka cxembl MaTpu4HOIl IepecTaHOBKH.
Odopmnenne B BUAE KOHCIEKTa Marepuana o
KpUIITOAHAIN3E

[TonroroBka K MPAKTUYECKOMY 3aHATHIO
«Koaupoanuey.

Pa3zpaboTka cxembr YacToTHOTO aHamm3a.

Pa3paboTka cxembl KpUNTOAHATU3A.

[TogroroBka Kk mnpaktuueckomy 3aHsathio «lIpocras
3aMEHay.

Odopmnenne B BUAE KOHCIEKTa Marepuana o
KomnbrorepHoM mudpoBaHu.

Odopmnenne B BUAE KOHCIEKTa Marepuana o
I'ammupoBanum.

[TogroroBka kK mnpakTHyeckoMy 3aHATHIO «IIpoTOKOIIBI
yIpaBICHUS MapIIPyTH3AIUCI.

27




25.

26.

27.
28.

29.
30.

31.

[lonroroBka  Marepuana O  KpUNTOrpapuUecKUX
MPOTOKOJIaX.
[ToaroToBKa K MPaKTUYECKOMY 3aHATHIO «AOCOTIOTHBIN

mmdp. LHudpobrokHOT.

[ToaroroBka marepuana o Tabmmie Buxenepa.

[Touck u oopmiieHne B BUJie KOHCIIEKTa MaTepPHaJIOB 110
teMe «llepcoHanbHbBIN UACHTU(UKAITMOHHBIA HOMEPY
Pa3paboTka cTpyKTyphl T€HEpaLuu KITIOUei.
Odopmnenne B BUAE KOHCIEKTa Marepuanra o
CTpyKTYypHOU cXeMme MHUPPOBAHUS C OTKPHITHIM KITFOYOM.

[loaroroBka k mnpakTuyeckoMy 3aHATHIO «CTaHIapThl
(G poBOI MOATTUCH.

IIK 3.3. O6ecnieunBaTh 0e30nacHoOe aAMMHUCTPUPOBAHNE ceTell BEeIAHU.

Hmems

npaKkmuueckKuil Onvim:
3aIIUTEI 0a3 TaHHBIX;
OpTraHHU3aIMH 3aIIUTHI B
Pa3TUYHBIX
OTIePAITMOHHBIX CUCTEMAX
U cpefax;
mmdpoBanus HHGOpMaIH

Buowt pabom na npakmuxe:

>

>

YVV V VV VV VVYVY

VYcraHoBKa, HaCTpOWKa CIELIMAIIM3UPOBAHHOTO
000pyI0BaHUs MO 3aIKUTe MHPOPMAITUH

YcraHoBKa M HacTpoilka MPOrpaMMHBIX CPEACTB 3alIUThI
ABTOMATU3UPOBAHHBIX CHCTEM M  HUH(GOPMALMOHHO-
KOMMYHUKAI[MOHHBIX CETEN

KonguryprupoBanue aBTOMaTU3UPOBAHHBIX CUCTEM U
UH(POPMALIMOHHO-KOMMYHUKAITMOHHBIX CeTeH

[IpoBepka 3alMIIIEHHOCTH aBTOMaTU3UPOBAHHBIX CUCTEM
u

UH(POPMALIMOHHO-KOMMYHUKAITMOHHBIX CETeH
Opranuzanyst 3alUTBl B PA3IMYHBIX ONEPALMOHHBIX
cucTeMax u

cpenax

COBOKYITHOCTH MPOILEAYP U MPAaBUI KPUNTOIpapHIECKUX
npeoOpa3oBaHui

3ammdpoBanue uHpOpMaLIUH. PacmmgpoBanue
uHpopMaun

HIudpotexct. Kirou muppoBanus. XsmupoBaHue
brounoe mudporanue. [lorounoe mudposanue

Ymemn:

[ ] BBIHOJIHHTI: TGCTI/IpOBaHI/Ie CUCTEM
C TENBIO OTIPEICTICHUS YPOBHS
3aIUILEHHOCTH;

®  JCIOJIb30BaTh IPOTPAMMHBIC

MIPOJTYKTHI JIJIsl 3aIIUTHI 023 JaHHBIX;

®  TPUMEHSATH KpUNTOTpapuuecKue

METO/TI 3aIUThI HH()OPMALIUN

Temamuka nadopamopHubvixX/npaKmuyecKux paoom:

>
>

>

Ckpsitas nepenavya napopmanuu B JPEG nzobpaxenusix
HccnenoBanne U aAMHHHCTPUPOBAHUE  CPEICTB
obecnieueHnss MHGOPMAITMOHHON Oe3omacHocTH Microsoft
ISA Security Server. YcraHoBka u KOH(PpUTYpHpOBaHHE
opannmayspa ISA. [Toctpoenne VPN-cetu Ha 6a3ze ISA
MHuorodyHKIIMOHAIBHBIN TOUCKOBBIN Tiprbop ST-031
«[Tupanbs». KonTpons 3 PpeKTUBHOCTH 3aIUTHI peueBOH
MH(pOpPMaLIMHU C ITOMOIIBIO TPOTPAMMHO-AMIIAPATHOTO
koMmiuiekca «CITPYT-MHUHN»
Opranuzanus MH)XEHEPHO-TEXHUYECKON
uHpopMaun

3alllUThI

3namop:

e KOH}UTrypauu

3alTAIIAEMbBIX CETEH;

®  QITOPUTMBI PAOOTHI

TECTOBBIX NPOTPAMM;

® CcOOCTBEHHBIE CPECTBA 3aIlUTHI

Ilepeuenv mem, exnrwouennvix ¢ M/IK:
Tema 2.1 IIporpaMMHoO-anmnapaTHbIe CPEACTBA 3AILUTHI
uHpopMaun
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PA3INIHBIX

OTIEPAIMOHHBIX CHCTEM H CPE/l;
®  CIIOCOOBI U METOIBI
mudpoBaHus nHGoOpMaIuu

CamocrosiTesbHast padoTa 1. CocraBnenue noxiaga o Crannapre mudposanus ['OCT
28147-89

[ToaroroBka pedepara mo Teme «AOCOMIOTHBIA MHDP».

Cxema «IIpoctas 3ameHay.

Cxema «IIpocras 3ameHa ¢ KIFOUOM.

Cxema «Cucrema Llezaps ¢ kiirouomy».

Cxema «CHUMBOJIBHOE KOJTUPOBAHUE.

[TonrotoBka pedepara mo teme «OCHOBHBIE HPOIETYPHI

(G poBOI TTOATTHCH.

8. IloaroroBka pecdepara mo Teme «KoMOuHUpOBaHHAsS
KPHUIITOCUCTEMA.

0. Cxema cUMMETpHYHOE IH(POBAHHE.

10. Bemosnaenue pedepara mo teme «Kpunromorusi».

11. IlogroroBka npe3eHrauuii no teme «Kpunroanammsy.

12. llonrotoBka pedepata 1O TemMe «ACHUMMETPUYHBIC
KPUIITOCUCTEMBI Ha 06a3e SJUTMITUYECKUX KPUBBIX).

13. [lonrotoBka mpe3eHTAlMd 1O TeMe «DJIEKTPOHHAs
UG poBast MOAMUCH.

14. MamrHHOE KOJIMPOBAHHUE.

15. TloarotoBka pedepara Mo TeMe «AyTEHTH(PUKAIHI
aOOHEHTOB MpPH BXOJ€ B CHCTEMY M IpPH YCTaHOBJICHUH
COETUHEHUS».

16. AcummerpuyHoe MU pOBaHUE.

17. CocraBnenue nOKaza O Pa3BUTHU KPHUNTOTPAPUIECKUX
METOJIOB 3aKPBITHUS H(OpMAIIUN

18. Poccuiickue cuctembl IupOBaHUS.

19. Cxema: Aaroputmsl IM(PPOBOI MOAHUCH.

20. CocraBnenue nokianaa «A30yka Mopsey.

21. [logroToBka mpe3eHTanuii mno Teme «Onepanuu ¢

KIJTIOYaMm.

Nowkwbd

[Tpunoxenue 2
HNupopmMannoHHBIE pecypChl, HCNOJb3yeMble MPHU BHINOJHEHNH CAMOCTOSATEIbHOM padoThI*
*pexkoMeHIyeTcs MoJib30BaThes IHTEepHET-pecypcaMu IPH CaMOCTOSATENbHON padoTe Mo BCeM
pasaciiaM IUCHUITIINHbBL

5 cemecTp

Ne 3ansTus | Pexomengyemble ydeOHbIE H3IaHUS

IIM.03. «Ob6ecneyenue MHGPOPMAITMOHHOI 0€30MIACHOCTH CUCTEM MOOMJILHOI CBA3M»

M/K.03.01. TexHosoruss npuMeHeHHUsI MPOTrPAMMHO-ANMAPATHBIX CPEICTB 3AMUThHI
HHGoOpMALNH B TEJIEKOMMYHUKAIMOHHBIX CHCTEMAX H CETAX 3JIeKTPOCBA3HM

3anstue Ne 1 [1] c.c. 6-19; [5] c.c.5-64

Sanstne Ne 2 | [1] c.c. 34-37, 44-48; [8] c.c. 21-35, 53-56

3ansitue Ne3 | [1] c.c. 15-22, 30-31

Sanstne Ne 4 | [1] c.c. 12-13, 31-33; [2] c.c. 334-344

3ansarue Ne 5 [8] c.c. 21-35

3anstue Ne 6 [6] c.c. 10-29

3auarue Ne 7 | [1] c.c. 15-19
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3ausatue Ne 8

[1]cc. 15-19

3ausarue Ne 9

[4] c.c. 13-22, 94-102

Saustue Ne 10

[1] c.c. 26-30; [7] c.c. 76-97

Sausatue Ne 11

[1] c.c. 15-19

3austue Neo 12

[4] c.c. 11-13,51-64; [3] c.c. 116-156

3ausarue Ne 13

[7] c.c. 61-75

3ausatue Ne 14

[7] c.c. 9-25; [1] c.c. 44-48; [3] c.c. 244-249, 334-350

Sausatue Ne 15

[4] c.c. 66-78

3ausatue Ne 16

[3] c.c. 244-249

3austue Ne 17

[3] c.c. 94-109

3ausarue Ne 18

[7] c.c. 61-73;[8] c.c. 62-86

MK 03.02. TexHosorusi npuMeHeHUs] KOMILJIEKCHOM CHCTeMBbI 32U THI HHGOpMAUKH

3ausarue Ne 1

[6] c.c. 365-403

3ausarue Ne 2

[7] c.c. 334-343

3ausatue No 3

[7] c.c. 344-353

3ausarue Ne 4

[7] c.c. 121-141; [8] c.c. 86-94

3ausatue No 5

[7] c.c. 353-357

3ausarue Ne 6

[7] c.c. 367-377; [8] c.c. 492-510

3ausatue Ne 7

[8] c.c. 86-90

3ausarue Ne §

[8] c.c. 86-90

3ausarue Ne 9

[8] c.c. 527-530

Saustue Ne 10

[8] c.c. 527-530

Sausatue Ne 11

[8] c.c. 94-110

Saustue No 12

[8] c.c. 111-123

3ausarue Ne 13

[8] c.c. 111-123

3austue Ne 14

[2] c.c. 257-275

Sausatue Ne 15

[2] c.c. 257-275

3ausatue Ne 16

[5] c.c. 96-158; [7] c.c. 97-121

3austue Ne 17

[7] c.c. 142-170

3ausarue Ne 18

[7] c.c. 333-353

3austue Ne 19

[8] c.c. 250-270

3ausatue Ne 20

[8] c.c. 271-288

Sausatue Ne 21

[8] c.c. 492-507

3austue Ne 22

[8] c.c. 441-479

3ausarue Ne 23

[8] c.c. 407-440

3austue Ne 24

[2] c.c. 122-246

3ausarue Ne 25

[2] c.c. 512-534

3austue Ne 26

[3] c.c. 253-278

3ausatue Ne 27

[7] c.c. 142-170

3ausarue Ne 28

[7] c.c. 217-238

3austue Ne 29

[7] c.c. 179-192

3austue Ne 30

[2] c.c. 248-277
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