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1. MACHOPT PABOYEN MPOT'PAMMBI IPO®ECCUHOHAJIBHOI'O MOAY.JIA

1.1. O0Js1acTh NPpUMEHEHHs IPOTPAMMBI:

PabGouass mporpamma mnpodeccuonampHoro Mmoayis «OoecnedeHue HH(OpPMALMOHHOMI
0e30MaCHOCTH MHOTOKAHAJIbHBIX TEJeKOMMYHMKAIMOHHBIX CHCTEM H ceTell 3JeKTPOCBSI3MW»
(mamee mporpamMma) SIBJISIETCS YacThIO OCHOBHOM 00pa30BaTENbHOM MPOTpPaMMBI: MPOTPAMMBI
MOATOTOBKHU criennanuctoB cpeanero 3seHa (IIICC3).

[Iporpamma B  coorBerctBuM ¢ PI'OC mno cnemmansHoctn CIIO  11.02.09
«MHOrokaHajibHble TeJeKOMMYHMKAIIMOHHbIE CHCTeMbD» (0a30BOH MOJITOTOBKH) CHOCOOCTBYET
OCBOEHHUIO BUA NEeITEIbHOCTH: «O0decneuenue UH(OPMATHOHHOMI 0e30IMacHOCTH
MHOTOKAHAJBbHBIX  TEJIeKOMMYHMKAIIMOHHBIX CHCTeM W  ceTell  JJIEKTPOCBSI3W» U
COOTBETCTBYIOIIMX MpodeccnoHanbHbIX kKoMreTenmuit (I1K):

[IK 3.1. Mcnonp30BaTh MpOrpaMMHO-AIIApAaTHbIE CPEACTBA 3aIUTHl MH()OPMAIIMK B MHOTOKaHAJIbHBIX
TEJIEeKOMMYHUKALMOHHBIX CUCTEMaX, HH()OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX CETSIX CBSI3U;

K 3.2. TIpUMEHATh CHUCTEMBI aHAJHM3a 3AUIMIIECHHOCTH C IIeNbI0 OOHAPY)KEHUS YSI3BUMOCTH B
ceTeBoi MH(MPACTPYKType, BbIJaBaTh PEKOMEHIAINH 110 UX YCTPaHEHHUIO;

1K 3.3. ObecneunBaTh O6€30MaCHOE aIMUHUCTPHUPOBAHNE MHOT'OKAHAIBHBIX TEJIEKOMMYHHKAIIHOHHBIX
CUCTEM U MH(OPMALIMOHHO-KOMMYHUKAIIMOHHBIX CETEeH CBS3H.

Omna siBrisieTcst euHON 171st Beex hopm oOyuenust. Paboyast mporpamma coAep>KUT TeMaTUYECKUN
mIaH W  CIOY)KUT OCHOBOM JuIsi  pa3paboOTKM  KOHTPOJbHO-OleHOYHBIX  cpeacTB  (KOC)
npo¢eCcCHOHATHLHOTO MOIYJIS.

[Tporpamma npoecCHOHaTBEHOTO MOAYJISI MOXKET ObITh UCIIOJIb30BAHA:

®B JIONOJHUTEIBHOM NPOo(ecCHOHANBHOM O00pa30BaHUM M NPOPECCHOHATIBHON MOJATOTOBKE B
00JacTi TEIeKOMMYHHKAIUI MPU HATHYUU CPEAHETo (TIOJTHOr0) 00IIero oopa3oBaHusl, OMBIT PabOThI
He TpeOyeTcs;

® IpY OpPTaHU3aIMH KypCOB MOBBIIICHNUS KBAJU(PHUKAIMUA U TEPETOATOTOBKE paOOTHUKOB CBSI3U
MIPU HATMYWU TPOPECCHOHATBHOTO 00pa30BaHUS.

1.2. Heau u 3axa4u MOAYJisl — TPeOOBAHMS K pe3yJabTaTaM 0CBOEHHSI MOTYJISA:

C 1menpl0 OBNAJEGHUS  YKa3aHHBIM  BHJOM  JESATEIBHOCTH W COOTBETCTBYIOLIMMHU
poeCCHOHATLHBIMU KOMITETCHIIMSIMU O0YUYarOIIUNACS B X0JI¢ OCBOCHUS TPOPECCHOHATLHOTO MOTYJIS
JIOJKEH:

HMeTh MPAKTUYECKHI OMbIT:
BBISIBJICHHSI KAHAJIOB YTEYKH UH(GOPMAITUH;
OIpeJIeNIeHUs] HEOOXOTUMBIX CPEJICTB 3aIUTHI;
MIPOBE/ICHUS aTTEeCTAllU 00bEKTa 3aIIUTHI (TIPOBEPKU YPOBHS 3aAIIUIIIEHHOCTH);
pa3paboTKX MOTUTHKU OE30MAaCHOCTH IS 00bEKTa 3alUTHI;
YCTaHOBKH, HACTPOWKH CHEIMATIM3UPOBAHHOTO 000pYI0OBaHUS 10 3alUTE HHPOPMALINY;
BBISIBJICHHSI BO3MOXKHBIX aTaK Ha aBTOMATH3UPOBAHHBIE CHCTEMBIL;
YCTaHOBKH M HACTPOWKH IPOTPAMMHBIX CPEJICTB 3aIIUTHI aBTOMATH3UPOBAHHBIX CHCTEM H
UH(POPMAIMOHHO-KOMMYHHUKAITMOHHBIX CETEH;
¢ KOH(QUTYPUPOBAHUS ABTOMATU3UPOBAHHBIX CUCTEM M MH(POPMAIIMOHHO-KOMM YHHKAITMOHHBIX
ceTeit;
® IPOBEPKH 3aAIIUIICHHOCTH aBTOMATU3HPOBAHHBIX CUCTEM U HH(POPMAIIMOHHO-
KOMMYHHKAITHOHHBIX CETEH;
e 3alUTHI 0a3 TaHHBIX;
e OpraHM3allfy 3aIIUTHI B PA3JIMYHBIX OMEPAIIMOHHBIX CUCTEMAX U Cpeaax;
e mudpoBaHus HHPOPMALINH;
yMeThb:
® KJIACCU(PHUIMPOBATH YIPO3bl HHPOPMALMOHHOM OE3011aCHOCTH;
® POBOAUTH BHIOOP CPENICTB 3AIIUTHI B COOTBETCTBHH C BBISIBICHHBIMH YTPO3aMHU;



OTIpEeIeNIATh BO3MOXHBIE BHJIBI aTaK;
OCYILIECTBIISATh MEPOIIPUATHUS 110 IIPOBEJICHHUIO ATTECTALMOHHBIX padoT;
paspabaThIBaTh MOJUTHUKY O€30MACHOCTH OOBEKTA,
UCIOJIb30BATh MPOTrPAMMHBIE IPOYKThI, BEIBIISIIOIINE HEJOCTATKH CUCTEM 3allUTHI;
BBINOJIHATB PAacyeT M YCTAaHOBKY CIELUAIM3UPOBAHHOTO 000PYI0BAHUS AJIsl MAKCUMaIbHON
3alUIIEHHOCTH 00BEKTA;
MIPOU3BO/INTH YCTAHOBKY U HACTPOUKY CPEJICTB 3aIIUTHI;
KOH(HUTypHUpOBaTh aBTOMAaTU3UPOBAHHBIE CUCTEMbI U HH(POPMALIMOHHO-KOMMYHUKAITUOHHBIE
CETH B COOTBETCTBUHM € MOJIUTUKON MH()OPMAIIMOHHON 0€30I1aCHOCTH;

®  BBINOJHATH TECTUPOBAHUE CUCTEM C LIEIBIO ONPECICHHS YPOBHS 3alUILIEHHOCTH;

® ICIIOJIb30BAaTh IPOrPAMMHBIE MTPOAYKTHI JUIs 3aIIUThI 0a3 TaHHBIX;

® MPUMEHATH KpUNTOrpaduyeckre MeTOAbI 3alUThl HHPOPMALIUY;
3HATh:

e KaHaJbl yT€4YKH HUH(OPMAIIHH;
Ha3Ha4yeHUe, KJIaCCU(UKALMIO ¥ IPUHLUIIBI PA0OTHI CHELUATU3UPOBAHHOTO 000PY10BAHHUS;
HNPUHIUIBI TOCTPOECHUS MH()OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETEH;
BO3MOYKHBIE CTIOCOOBI HECAHKIIMOHUPOBAHHOT'O JIOCTYIIA;
HOpPMAaTHBHBIC ITPABOBBIC U 3aKOHO/IATENIbHBIE aKThl B 00J1aCTH WH(POPMAIIMOHHOMH
0e30I1acHOCTH;
IIPaBUJIA IPOBEACHUS BO3MOXKHBIX ITPOBEPOK;
3Tanbl ONpeAeIeHUs KOHPUIECHIIMAIbHOCTH JOKYMEHTOB 00bEKTa 3aIUTHI;
TEXHOJIOTUHU IPUMEHEHUS] IPOrPAMMHBIX IPOAYKTOB;
BO3MOJKHBIE CITIOCOOBI, MECTA YCTAHOBKH M HACTPOWKH POTPAMMHBIX MPOTYKTOB;
KOH(UTypaIyy 3alIHIaeMbIX CETeH;
aJITOPUTMBI Pa0OTHI TECTOBBIX MPOTPaAMM;
CpeZACTBa 3aIIUTHI PA3IIMYHBIX ONEPALMOHHBIX CHCTEM U CPEL;
CIOCOOBI M METOIbI MK (POBaHUS HHPOPMAITUH.
1.3. Kotn4ecTBO 4acoB Ha 0CBOEHHME TPOrPaMMBbI NPOo¢ecCHOHATBHOT0 MOAYJIA:

Bcero — 198 yacos, B ToM uncie:

00s13aTeNIbHOM ayTUTOPHOM yueOHOi Harpy3ku oOyuaromerocst — 150 yacos;
y4eOHOM W TPOU3BOACTBEHHOM MpakTUKU— 36 + 18 yaca;
CaMOCTOSITeNNbHOU paboThl 00yyatomierocs — 48 4acos.



2. PE3YJIBTATBI OCBOEHUSA MPODPECCUOHAJIBHOI'O MOAYJIA
Pe3ynbraTroM oOcCBOEHHS TpPOrpaMMbl NMPO(PECCHOHATBHOIO MOJYJS SBISETCS OBJIAJICHHE
oOydaromuMucs  BUAOM  JestenbHOCTH  OfecrneyeHue WH(OPMAINUMOHHONH  0€30MACHOCTH
MHOTOKAHAJBbHBIX TeJeKOMMYHHKAIIMOHHBIX CHCTEM M ceTeil 3JIEKTPOCBSA3M, B TOM 4YHCIIE
npodeccuonansubiMu (I1K) 1 06mmmu (OK) koMmeTeHIusIMu:

Kon HaumeHoBaHue pe3yjibTaTa 00yuyeHUust

OK 1. [ToHMMaTh CYIIHOCTh M COLMAJBHYIO 3HAYMMOCTh CBOeH Oyaymied mnpodeccun,
MPOSIBJISITH K HEM YCTOMYMBBIN HHTEpEC

OK 2. OpraHu3oBbIBaTh COOCTBEHHYIO JESTENbHOCTb, BHIOMpAaTh THUIOBBIE METOABI U
CroCcOOBI BBITTOJTHEHHUS MPOPECCHOHAIBHBIX 3314, OIEHUBaTh MX A()PEKTUBHOCTD U
KayeCTBO

OK 3. IIpuHUMaTh pelieHus B CTAaHJAPTHBIX U HECTAHAAPTHBIX CUTYyalUsAX U HECTHU 3a HUX
OTBETCTBEHHOCTh

OK 4. OcymecTBiaATh TOWUCK MW HUCHONB30BaHWE WH(OpMammu, HEOOXOAUMON s

3(PEeKTUBHOTO BBITTOTHEHUS MPO(ECCUOHATBHBIX 3a/1a4, MPOGECCHOHATHHOTO H
JIMYHOCTHOI'O PA3BUTHA

OK 5. Hcnons3oBath MH(OPMaIIMOHHO-KOMMYHUKAIIUOHHBIE TEXHOJIOTHH B
pohecCHOHABHOM e TEIbHOCTH

OK 6. PaGorate B KOJUIeKTHBE W KoMaHzae, 3(PGEKTHBHO O0OMAThCS C KOJIJICTaMH,
PYKOBOJICTBOM, IIOTPEOUTEISIMU

OK 7. Bbpate Ha cebsi OTBETCTBEHHOCTHh 3a pabOTy WIEHOB KOMaH/AbI (IOAYMHEHHBIX),
pE3yNIbTAT BHIMOTHEHHS 3aIaHUN

OK 8. CaMoCTOATENbHO OMpENeNATh 3aJadd  MNPOPECCHOHATBHOTO U JUYHOCTHOIO
pa3BUTHS, 3aHUMATHCS CaMOOOpPa30BaHHWEM, OCO3HAHHO IUIAHUPOBATH MOBBIIICHHE
KBaTH(UKAITII

OK 9. OpueHTHpOBaTbCS B YCJIOBHUSIX YaCTOM CMEHBI TEXHOJIOTWH B MpodeccCHOHaIbHON
JIeSITeNIbHOCTH

[IK 3.1. | Ucnonb3oBaTh NporpaMMHO-anIapaTHbIe CPECTBA 3alUTh HH(POPMAIIH B
MHOT'OKaHaJIbHBIX TCIICKOMMYHUKAIIMOHHBIX CUCTCMAX, I/IH(bOpMaI_[I/IOHHO-
KOMMYHHKAI[MOHHBIX CETSIX CBI3U

[IK 3.2. | [IpuMeHATh CHCTEMBI aHAJIN3A 3ALTUIEHHOCTH C LEJIbI0 OOHAPY)KEHUS YI3BUMOCTH B
CEeTeBOM MH(PACTPYKTYpE, BbLIaBaTh PEKOMEHAALNHU 110 UX YCTPAHCHHIO

I1IK 3.3. | OGecnieunBath 6€30MACHOE AMHUHUCTPUPOBAHUE TEIEKOMMYHUKAIIMOHHBIX CUCTEM
U MH()OPMaIIMOHHO-KOMMYHHKAIIMOHHBIX CETEH CBS3U




TCJICKOMMYHUKAITMOHHBIX CUCTEM H cerei IJTECKTPOCBA3ZHN.

3. CTPYKTYPA U COAEP KAHUE NPOPECCUOHAJIBHOI'O MOAYJIA
3.1. Temarnyeckuii miIaH NpPoPeccHOHATIBLHOr0 moayJas «OoOecneyeHne WHGPOPMAUMOHHOM 0€30MACHOCTH MHOTOKAHAJbHBIX

O0bem BpeMeHH, OTBeICHHbIN HA OCBOCHHE

IIpakTuka
MEKTUCUUIIJIMHAPHOTO Kypca (KypcoB)
Oosi3aTtenbHas aynuTopHas | CamocTosITeIbH
yuyeOHasi Harpy3Ka as pabora
Kon Bcer 00y4aromerocst o0y4aronerocs [Ipoun3BoacTBeHH
o B T.4. as
npogdeccuoHa HaumeHoBaHus pa3jie/ioB B T.4., B T.4.,
4aco J1adopaTopH Y4yeona | (mo npoduiro
bHBIX npogeccnoHaTbHOT0 MOAYJIA e | B 6 KypCOB KypCOB a cnema b HOCTH)
KOMIIeTeHIHi cer | ble pa0OThI ast ast ’ 1 . >
o, " Bcero, 4acoB
padora padora
4aco | MpaKTH4ec 4acoB 4acoB
(mpoek (mpoek
B KHe
T)’ T)’
3aHATHS,
4acoB 4acoB
4acoB
IIK 3.1.-3.2. Pazgen IIM 1 54 36 14 18 -
TexHos0rns NpuMeHeHus1
NMPOrpaMMHO-aNNAPATHBIX
CpeACTB 3a1UUThI HHGOpMALHT
B MHOTOKAHAJIbHBIX
TeJ1eKOMMYHUKAIIMOHHBIX
CHCTEMAX H CeTAX JIEeKTPOCBA3H
IIK 3.2.-3.3. Paznen IIM 2 126 60 34 30 36
TexHosiorust
NMpUMeHEHHU S KOMILJIEKCHOM
CHCTEMbI 3a1HUTHI HHpopManuun
IIK 3.1, IIK IIpousBoacTBeHHAs NMPAKTHKA, 18 18
3.2,IIK 3.3 (o nmpoduII0 CIeNaaIbHOCTH),
4acoB
Beero: | 198 | 96 | 48 | - | 48 | - 36 18




3.2. Conep:xanue 00ydyeHus no npogeccHOHATbLHOMY MOAYJ/II0 «O0ecnieyeHre NH(POPMALMOHHOI 0€30IIACHOCTH MHOTOKAHAJbHBIX
TeJIEKOMMYHHUKAIIHOHHBIX CHCTEM H CeTel YJIeKTPOCBA3ZN».

HaumenoBanue pa3jaesioB
npogeccuoHAJIBLHOT0 MOIYJISA
(ITM), MesKIM CIUIINHAPHBIX

kypcoB (MJIK) u Tem

Coaepixkanue yueOHOro MaTepuaJa, JJabopaTopHbie padoThl M NPAKTHYECKHE
3aHATHS, CAMOCTOSITE/IbHASI padoTa 00y4alIIMXcs, KypcoBasi padoT (MpoeKT)

O0ne
M
4acoB

YpoBeHb
OCBOEHMA

1

2

3

4

Pazpen IIM 1.
TexHo0rug NpuMeHeHus!
NPOrpaMMHO-aNNaPaTHBIX

CPEeACTB 3aLIUTHI
uHopMmanuu B
MHOI'0KAHAJIbHBIX
TeJ1eKOMMYHUKAIMOHHBIX
CHCTEeMAaX U CeTHAX
JJIEKTPOCBSA3H.

54

M/IK 03.01.
TexHo0rNsI MPUMEHEHUs
NMPOrpaMMHO-aNNapPaTHBIX

CPeACTB 321U ThI
uHgopmauum B
MHOTOKAHAJBHBIX
TeJ1eKOMMYHUKAIMOHHBIX
CHCTEMAaX U CeTAX
3JIEKTPOCBS3H.

54=

22+144.

JII3+
184.CP

Tema 1.1.
OcHOBBI HH(OPMAITMOHHOM
0€30I1aCHOCTH.

12 (8+4u.JII13)

Conep:kanue y4e0OHOro MmarepuaJa:

1

3ansaTue Ne 1. IlonssTe HHPOPMALMOHHON 0€30I1ACHOCTH.
1. [Tonstne wHpOpMaNMOHHON  O€30MACHOCTH,  XapPaKTEPUCTHKA
COCTaBJIAIOIIUX.

6e3onmacHocT. KoHuenTyanbHas MOAEb 3aIUTHl HHPOPMAIIUH.

nHpopmanuu.

cc

2. Mecto wuHbOpPMAIIMOHHONW OE30MaCHOCTH B CHCTEME HAIlMOHAIBHON

3. [Tpo6membr nH(pOpMAITHOHHOM 0e30macHOCTH B chepe
TGHGKOMMyHHKaHHﬁZ O6’beKTBI 3alliluThI; BHABI 3alllMThI; CHUCTCMbI 3alllUThI




3ansaTue Ne 2. Knaccupuxkauus yrpos Ub.

l. Knaccupukanus u aHanmu3 yrpo3 HH(OpMAIMOHHONH O€30MacHOCTH B
TEJIEeKOMMYHUKAIIMOHHBIX CHCTEMAaX.
2. Bunpl ys3BuMocTy nHbopManuu 1 GOpMbI €€ IPOsIBICHHUSL.

3 | 3anaTue Ne 3. 3amuiaembie HHGOPMAIHOHHbIE AKTUBBI.
l. [lonatue o KoHpUIEHIMATbHONH uUHPoOpMauuu (TpUPBI, 3aKOH O
roCyJapCTBEHHOM TaifHe, 3aKOH O JIMYHOM TaifHe, 3aKOH 0 KOMMEPUYECKOU TaiHe).
2. KareropupoBanue nHhpopmauu.

4 |3anatne Ne 4. QOcHOBHbIe NPUHIUNBI TOCTPOEHHSI CHCTEM 3aIUT

uHopMmanuu.

1. YpoBHu uHGOpPMAITMOHHONW O€30MaCHOCTH — 3aKOHOJIaTeIhHO-TIPABOBOM,
aJMUHUCTPATUBHO-OPraHU3aLlMOHHBIN, IPOrPAMMHO-TEXHUYECKUN.
2. [TpuHIMTIBI TOCTPOCHUS CHCTEM 3aITUTH HH()OPMAITIH.

IIpakTHYecKHe 3aHATHSA:

1.1.1

3ansitue Ne 5. Ananu3 puckoB HHPOPMAIMOHHOM 0€30MacHOCTH.

1.1.2

3ansatue Ne 6. OOecneueHne WHGOPMAIMOHHON O€30MAaCHOCTH B BEIYIIHUX
3apyOCIKHBIX CTpaHaX.

Tema 1.2.
[IpaBoBOE oOecrmeueHue
UH(POPMALIMOHHOM
0€301MacHOCTH.

12 (8+4u.JII13)

Conep:kanue y4yeOHOIro MaTepuaJa:

1

3anaTne Ne 7. HopmaTuBHO-mpaBoBas paMKa OTPacjd  3alIUThI
uHpoOpMaAUH.

l. WNudopmanus kak 00BEKT mpasa.
2. HopmaTtuBHO-1ipaBoBBIe OCHOBBI MH(POPMAIIMOHHOHN Oe30macHOCTH B PO.
2 |3ansaTme Ne 8. HopmaTtuBHoO-IpaBoBasi paMKa OTPAacad 3allUThI
uHpoOpMaAUH.
l. KoHcTUTylIMOHHBIE rapaHTHH MpaB TpakJaH B 001acTH HHPOPMALMOHHOM
0€30MMacHOCTH.
2. [ToHsATHE M BUBI 3aIIMIIIAEMON HH(POPMALIUHU 110 3aKOHOAATENbCTBY PO.
3 | 3ansatue Ne 9. 3ammra rocyaapcTBeHHoil Taiinbl. KareropmpoBanmue
uHopMmanuu.
1. CucremMa 3al1uThl TOCYJaPCTBEHHOMN TalHBI.
2. IIpaBOBOM PEKUM 3aIMUTHI TOCYAAPCTBEHHOM TAMHBI.
4 | 3ansaTue Ne 10. CranaapTusanusi HHGOPMANHOHHON 0€30MACHOCTH.
l. JlunensupoBanue U cepTUUKAIMS B 007aCTH 3aIIUTHI HHPOPMALIUH.

2. Crannmapruzanus HHOOPMAIIMOHHON 0€301TaCHOCTH.




IIpakTuyeckue 3aHsATHS:

1.1.3

3anstue Ne 11. M3yyenne HopMaTuBHO-IpaBoBoii 6a3sl Ub.

1.1.4

3ansatue Ne 12. TloctpoeHue KoHIENIUU HHGOPMAIMOHHONW O€30MacHOCTH
HPEAIPUATHSL.

Tewma 1.3.
Opranu3zannoHHOe
obecrieueHre HHPOPMAITMOHHON
0€30MMacHOCTH.

12 (6+64.J1I13)

Conep:kanue y4eOHOro MmarepuaJa:

1

3ansaTtue Ne 13. [lonsiTue MOJTUTHKH 0€30IIACHOCTH.

l. CymiHocTh 1 cpepbl ACUCTBUS OpraHU3aIMOHHON 3aIIUTH HH(OPMAITHH.
2. MexaHu3mbl o0ecriedeHrss HPOPMALMOHHON 0€30MacHOCTH.

3. Pa3zpaboTka moauTuku 6€301MacHOCTH.

3ansaTue Ne 14. Anaiu3 yrpo3 nHGOpManHOHHO 0€30MaCHOCTH.

1. [IpoBeneHne aHanmmM3a yrpo3 MW pacdyeTa pPUCKOB B objacTu
UH(POPMALIMOHHOM 0€30MacHOCTH.

2. Bribop MexaHM3MOB ®  cpeiacTB obOecrnedeHHs HHGOPMAIIMOHHON
0€30MMacHOCTH.

3. Mopenu 3amuThl ”HOOPMAITMOHHBIX CUCTEM.

3anaTne Ne 15. OpranumzanmonHoe oOecniedyeHue HWHPOPMANMOHHOM
0e30IacHOCTH.

l. [TpaBuna opranuzamnuu paboT Moapa3AeIeHHUI 3aUThl HHPOPMaIIUH.

2. Pa3zpaboTka nHCTpYKIIHiA 110 paboTe CO CPeACTBAMU 3AIIHTHI.

3. Opranu3zanys paboThl HepcoHaNa ¢ KOH(QUICHINANBHON nH(pOpMaLeH.

IIpakTHYeCKHE 3aHATHSA:

1.1.5

3ansarue Ne 16. Aynut nndopmannoHHOM 0€30MacHOCTH TIPEATPUSITHS.

1.1.6

3ansitue Ne 17. Pa3zpaboTka MOJOKEHHH O 3alUTE TMEPCOHAIBHBIX JaHHBIX
paOOTHUKOB MPEATIPHUITHH.

1.1.7

3ansarue Ne 18. PazpaboTka moJUTUKH 0€30MTACHOCTH MPEITPHUATHS.

CamocrosiTesibHasi padoTa o0yyaommxcs npu usydyeHuu pasaena [IM 1:

Nk =

OdopmiieHne B Bujie KOHCIIEKTa OCHOBHBIX PYKOBOJSIINX TOKYMEHTOB 00 aBTOMAaTU3UPOBAHHBIX CUCTEMAX.
Pa3paboTtka cxeMbl KjlacCU(PUKALUU aBTOMATU3UPOBAHHBIX CUCTEM.

N3yueHne KOHLENIMY aBTOMaTU3UPOBAHHON CUCTEMBI.

CocraBneHne CXeMbl IOJCUCTEMA 3aIUTHI OT HECAHKIIMOHUPOBAHHOTO TOCTYTIA.

Odopmiienne B Brjie KOHCIIEKTa OCHOBHBIX TPU3HAKOB HECAHKIIMOHUPOBAHHOTO JOCTYNA K WH(OpPMAIIHH.

Pa3zpabotka cxemsol [laponbsHoit ayreHTHDUKAIIAN.

OdopmiieHne B BUJIe KOHCIIEKTa OCHOBHBIX MOJ0KEHUH 0OLIEMETOI0JOTHYECKUX TPUHIUIIOB (POPMUPOBAHUS TEOPHH
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3aIUTBHI.
8. CocraBneHue nepeyss 3a1a4d TEOPUU 3alLUTHI.

9. IIpuHIUIIBI TOCTPOEHUS 3aIUTHI B CETAX.

10. OopmieHne B Bu€ KOHCIEKTa BOIPOCOB, KACAIOIIMXCS MOHITUS CTPATETHH 3aIUTHl HHPOPMALUU U 0COOCHHOCTEH
CTpPaTErUnYECKUX PEIICHUH.

11. IloaroroBka nepeyHst TpeOOBaHUI K cepBUCaM O€30MTaCHOCTH.

12. CocraBnieHue cXxeMbl OCHOBHBIX COCTABJISIFOIINX MOJUTHKU O€30M1aCHOCTH.

13. OopmieHne B BHJIe KOHCIIEKTa OCHOBHBIX MOJIOKEHUH Mexanu3Ma ayTeHTU(DUKAITUH.

14. Pa3paboTka CTpYKTyphI MPOIIECCOB TEXHOJOTHH YIIpaBieHus noacuctemoi 3amutsl OC.

15. IloHATHE CHUCTEMHOIO aHaJlINW3a: MHKPOCKOIMYECKOE IIPEICTaBICHUE CUCTEMBI, HEPAPXMUECKOE IPEACTABICHUE
CUCTEMBI.

16. Pa3zpaboTka knaccuuKauy MOJEIeH 3alUThl.

17. OdbopmieHue B B KOHCIIEKTa OCHOBHBIX TpeOoBaHui kK Cpe/IcTBaM U METOJIaM BBISIBJICHUSI KOMITBIOTEPHBIX BUPYCOB.
18. IloaroroBka apXUTEKTYpHOU MOAETN YTIPABIECHUSI JOCTYIIOM.

19. OopmieHue B BU/Ie KOHCIIEKTa OCHOBHBIX MMOJIOKEHUH AyTeHTH(HKauy B qomeHax Windows.

20. Cocrapnenue nepeuss craguii CeTeBbIX aTak.

21. Onpepenenre TUMIOBOW MOJCIIA CUCTEMBl aBTOMATH3UPOBAHHOTO MPOSKTUPOBAHUS 3AIIUTH HH(OPMAITHH.

22. Pa3zpaboTka Mo1eH 3aIuThl HH()OPMAIIHH.

23. OdopmieHre B BUJIe KOHCTIEKTa OCHOBHBIX ITOJOXKESHHH alapaTHBIX CPEICTB 3alUThI HH(OPMAIIUH.

24. OopmieHue B BUJIe KOHCIIEKTa OCHOBHBIX BHUIOB KOHTPOJISI O€30MaCHOCTH.

25. llogroroBka turana Aymuta. OdopmieHHe B BHJE KOHCIEKTa OCHOBHBIX IOJOXEHHH MaTeMaTU4YeCKOW 3allUThI
nHpopMaIuu.

26. CocTaBiieHHE MTEPEYHS] METOI0B KOAMPOBAHUS HH(POPMAITUH.

27. Pa3zpaboTka anropuT™Ma XeImmupoBaHHUs.

28. IloaroroBka nepeyHsi aHTUBUPYCHBIX TPOTPAMM.

29. OopmieHue B BU/Ie KOHCIIEKTa OCHOBHBIX IMOJIOKEHU HHXKEHEPHO-TEXHUYECKOHN 3aIUThl HHPOPMAITIH.

30. Pa3paboTka cxembl 3aIUTHl ONEPATUOHHON CUCTEMBI.

31. OdopmieHue B BUJe KOHCIIEKTa OCHOBHBIX BHJIOB MOTEHIIUAIBHO OMACHBIX IPOrpaMM.

TemaTruka 1oMalIHUX 3aJaHUH:

CocraBiieHne A0KJIaJa 0 KPUTEPUSIX 3alUThl HH()OPMaLIUU.

ITonroroBka pedepara no Teme «JIuHelHast CTpyKTypa 3alUThl HH(GOPMALTI.

Cxema «Kmaccel 3a1IUThl aBBTOMAaTU3UPOBAHHBIX CUCTEM.

Cxema «HopMaTHBHO-TIPAaBOBOE PETYIUPOBAHKE 3AMIUTHI HH(DOPMAIIUN.

[ToaroroBka npe3eHTanuii mo reMe «HecaHKIIMOHUPOBAHHBIN AOCTYN K HHOOPMAITUN .

Nk W=
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S

[ToaroroBka nokmnana «Mojens 3amuThl Knapka-Bunconay.
Cxema «VICTOYHUK HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K HHPOPMAITUNY.
Cocrasnenue noknana «Mogaens 3amuThl bamna-Jla Ilagyner.

9. ToxroroBka npe3eHTanui «3amuTa onepaoHHon cucreMbl Windowsy.
10. IToarororka pedepara «CtaHaapThl O€30MACHOCTH.

11. Cxema «BBoja, XpaHeHue U y4eT HH(POpMAITHM».

12. TToarororka pedepara «Pe3epBHOE KOITUPOBAHUEY.

13. Tloaroroska npe3eHtauuii «IIporpaMMel BoCCTaHOBIICHUS HH(OPMAITHI.

14. Cxema «Ayaur».

15. CocraBnenue noknana «lIpoToKobl 3alIUIIIEHHBIX KaHAIOB.

16. MexcereBoe 3xkpanupoBanue «PunbTparus Tpapukay.

17. Iloaroroska npe3eHTanuii «Matpuia 10CTymna.

18. Cxema «ApxuTekTypa cpeacTB 6e3omacHocTr [PSecy.

19. Tloaroroska pedepata «Cpenctsa 3aumtsl CYBJ] Oracle.

20. Cocrapnenne noknana «OobecrneueHrne KOHPUACHITNATHPHOCTH U 1EJTOCTHOCTH AJIEKTPOHHBIX JIOKYMEHTOBY.

21. TloaroroBka npe3eHTanuii «AyTeHTH(UKALKS, aBTOPU3ALUS U a]MUHACTPUPOBAHHE JCHCTBUH MOJIb30BaTENCi».
22. TloaroroBka pedepara «J{oMeH 6€30MacHOCTHY.

Paszngen IIM 2. 126=
TexHosorus 90+36
NPUMEHEHHUs KOMILJIEKCHOM
CHCTEeMbI 3alIUTHI
HHpopManuu.
M/IK 03.02. 90=
TexHoJiorus 26+
. 34y JIII
NpUMeHeHHs KOMILIEKCHOM 34304,
CHCTEMBI 3aIUThI CP
uHpopmanum.
Tema 2.1. Coaeprxanue y4eOHOTro MaTepuaJa:
[IporpammHoO-anmapaTHbie 12

CpeICTBA 3aIUTH HHPOPMAIUH.
30 (12+184.JI113)

1 | 3ansaTue Ne 1. 3amura ungopmanuu B TKC.

l. Wudopmannonnas  0e30MacHOCTb B TEIEKOMMYHHUKAIIMOHHBIX U
MH(POPMALMOHHO-KOMMYHUKAIUOHHBIX CETSIX.
2. OcHoBHzble HanpaBieHus 31 B TKC.

2 | 3anaTue Ne 2. 3ammmmennocts TKC.

12




1. CTpyKTypHBIE CXEMBl CHCTEM 3allUThl HH(OpPMALUU B THUIOBBIX
UH(POPMALIMOHHBIX CHCTEMaX.
2. [Tokazareny 3alIMIIEHHOCTH TEIEKOMMYHHUKAIITMOHHBIX CUCTEM.

3 | 3ansaTue Ne 3. Ayaut 3ammmennoctu TKC.
1. CepBucel, obecneuynBaromue WHOOPMAIMOHHYIO  0OE€301acHOCTh B
MHOT'OKAaHAJIbHBIX TEIEKOMMYHHUKAIIMOHHBIX CUCTEMaX U CETSAX JJIEKTPOCBS3H.
2. Orpanunuenue (GU3HMUECKOro A0CTyIa K aBBTOMaTU3UPOBAHHBIM CHCTEMaM.
3. Wnentudukanys u ayreHTU(GUKALKs T0Ib30BaTENCH.
4. OrpanuyeHue 10CTyna B CUCTEMY; pa3rpaHUYEHUE JOCTYMa.
5. Perucrparnus coOwiTuii (ayaur).

4 | 3ansaTue Ne 4. OcHoBBI KpunTorpaguu.
1. Kpunrorpadguueckast 3amura; KOHTPOJIb LEJIOCTHOCTH; YIIpaBlICHHUE
MOJIUTUKaMU  O€30MacHOCTH;  YHHUYTOXKEHHE  OCTaTOYHOW  HMHQOpManuu;
pe3epBUpPOBAaHUE MAHHBIX; CETEBas 3alllMTa; 3allUTa OT YTEYKH M IepexBara
uH(pOpPMaLUU IO TEXHUYECKUM KaHaJaM.
2. IToncucreMbl 6€30MACHOCTH.

5 | 3ansTue Ne 5. Bpenonocnoe I10.
1. TumnoBsle yaaneHHbIE CETEBbIC aTaKU U UX XapaKTePUCTHUKA.
2. KomnbroTepHbie BUPYCHI U 3aIIUTa OT HUX.
3. AHTHUBHUPYCHBIE IPOTPAMMBbI U KOMILJIEKCHI.

6 | 3ansaTue Ne 6. 3amura ot BpegoHocHoro I10.
l. [TocTpoeHne cuUCTEM AHTUBUPYCHOHM 3aIIUTHI TEIEKOMMYHUKAITMOHHBIX
CUCTEM U CETeM.
2. ITporpammuoe obecnieueHust 11t 60pb0bI ¢ BpegoHocHbIM [10.

JlaboparopHbie padoThbI:

2.2.1 | 3ansaTue Ne 7. Metons! 3amutsl nHGopmanuu. [nudp npocroii nepecTaHoBKY.

2.2.2 | 3ansaTue Ne 8. Merons! 3amuthl nHGopmarmn. [udp Lezaps.

2.2.3 | 3ansaTue Ne 9. PezepBHOe KonupoBaHue HHGOpMAIUH.

2.2.4 | 3anatue Ne 10. OcHOBHbIE NPU3HAKU TPUCYTCTBUS HAa KOMIIBIOTEpE
BPEJIOHOCHBIX TPOTPAMM.

2.2.5 | 3ansarue Ne 11. OgHOpa3oBbie OIOKHOTHI.

2.2.6 | 3anaTue Ne 12. Cetp DeiicTens.

2.2.7 | 3anatue Ne 13. IudpoBaHue ¢ OTKPBITBIM KIIOYOM, U 3IIEKTPOHHAS

nudposas noanuck Ha GPG. Meroa mmdpoBanus ¢ OTKPHITHIM KiIF04oM RSA.

18

13




2.2.8 | 3ansaTue Ne 14. OrneHka 3anUIICHHOCTH WH(OpPMAIMKA O aKyCTHYECKOMY

KaHaly.

2.2.9 | 3ansaTue Ne 15. Onenka 3anuiieHHOCTH HHPOPMAIIUH 110 SJIEKTPOMArHUTHOMY

KaHaly.

Tema 2.2.
AJIMUHUCTPUpPOBaHHE
TEJIEKOMMYHHUKAI[HOHHBIX
CUCTEM U ceTel
CBSI3H.

30 (14+164.JIT13)

Conep:kanue y4eOHOro MmarepuaJa:

14

1 | 3ansarue Ne 16. TexHo10ruu 3a1UTLI JAHHBIX. 2
1. TexHonoruu 3amuyTel JaHHBIX.
2. [Mpuanmnel kpunTorpadguueckoil 3ammThl HHPOPMAIUN (CUMMETPHYHBIC U
aCMMETpPUYHbIE aJTOPUTMbI MMU(POBAHUS, AJIEKTPOHHAS LU(GPOBas MOJIMUCH,
creraHorpadus).
2 | 3ansaTue Ne 17. AyreHTHUKATMS. 2
I. Paznuunbie TEXHONMOTHH ayTeHTU(DUKAITIH.
2. TexHOoI0rnM 3amThl MEXKCETEBOrO0 OOMEHA TaHHBIX.
3. TexHonorust ooecriedeHrsi 0e30MaCHOCTH CETEBBIX OMEPAIIMOHHBIX CHCTEM.
4. OCHOBBI TEXHOJIOTMU BUPTYaJIbHBIX 3aIMIIECHHBIX ceTeil VPN.
3 | 3ansaTue Ne 18. TexHosioruu o0HApY:KeHHsT BTOPKEHHUIA. 2
1. TexHomorust OOHApyXEHUsS BTOPXKEHUH (aHANIM3 3aIIUIIEHHOCTH |
OoOHapyKEHHsI CETEBbIX aTaK).
2. TpebGoBanust MO 3aMKUTE OT HECAHKIIMOHUPOBAHHOTO JIOCTYyTIa
3. TexHUuecKkne CpeacTBa oOOecredeHUus Oe30MacHOCTH MHOTOKAHAIBHBIX
TEJIEeKOMMYHUKAIMOHHBIX CHCTEM
4 | 3anaTue Ne 19. 3ammTa KOPNOPATUBHBIX ceTeM. 2
1. MHoroypoBHeBas 3anuTa KOPIOPATUBHBIX CETEH. Pexum
(YHKITMOHMPOBAHUS MEXKCETEBBIX JKPAaHOB M WX OCHOBHBIE KOMITOHEHTHI.
Mapmpytuzaropsl. [1mto361 ceTeBoro ypoBHs. Y CHUICHHas ayTeHTH(UKAIIHS.
2. OcCHOBHBIE CXEMBl CETEBOW 3alIMThl Ha 0a3e MeEXKCETEBBIX OSKPaHOB.
[IpumeHeHne  MEXCETEBBIX  OKPAaHOB  JUId  OpTraHU3allid  BUPTYaJbHBIX
KOPHOpaTUBHBIX ceTeld. lIporpamMmMHBIE METONBI 3alIMTHl MHQPOpPMAIUH. 3alluTa
KOMIBIOTEPHBIX CUCTEM OT YAAJICHHBIX aTaKk yepes3 ceTh Intrnet.
5 | 3anaTue Ne 20. 3ammTa KOPNOPATHBHBIX CeTei. 2

1. Knaccudukanus cnoco6oB 3amuThl HHGOPMAIIUK B KOMITBIOTEPHBIX CETSX.
[ToHsiTHe pazpymaromero NporpaMMHOrO BO3A€UCTBUSA. Moaenu B3auMoOIeiCTBUSA
IIPUKJIAJHON POTPaMMBbI U IIPOrPAMMHON 3aKIIAKH.

2. Metoapl mepexBara W HaBs3bIBaHHS HHGpOpMauu. MeToapl BHEAPCHHS
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MPOrPaMMHBIX 3aKJIaJ0K.

6 | 3ansaTue Ne 21. [loHsiTHe KOMIILIOTEPHOT0 BHpYCA.

1.
BO3
2.
3.
4.
5.

KomnbioTepHble BUPYCHI KaKk 0COOBIN Kilacc pa3pylIaloniuX MpOorpaMMHBIX
JICUCTBUA.

3anuTa OT pa3pylIarolUX MPOrPAMMHBIX BO3/ICUCTBUM.

AHTHUBUpPYCHas 3alllUTa B CETSX.

[ToHsITHE N30JUPOBAHHON TPOTPAMMHOM CPEIbI.

Pexomenaruu no 3anre nHGopmanuu Internet.

7 | 3ansTae Ne 22. Opra"Hu3anus 3aliMThl KOPNOPATUBHOMH HH(POPMAIIHH.

1.

2.

5.

Opranu3anuoHHble TpeOOBaHMA K CHCTeMaM HH(POPMALMOHHOM 3aIlUTHI

nc.

TpeboBanust 1o oOecrneyeHn0o HMHPOPMALMOHHOM OE30MacHOCTH K

anmnapaTHBIM CPEeICTBaM U IPOrpPaMMHOMY OO€CIEUEHHUIO.

3. TpeboBanusi MO MPUMEHEHHIO CIOCOOOB, METOJOB M CPEICTB 3alIUTHI
nHpopMaIuu.
4. TpeOoBanusi K NOKYMEHTHPOBAHHUIO COOBITHII B CHUCTEME W BBISBICHUIO

HCCaAaHKIIMOHUPOBAHHOI'O JOCTYyIIA.

Opranuzanus ayauta napopMmarronHoi 6e3onacaoctu MC u npennpusrus

B LIEJIOM.

JlabopaTopHble padoThI:

2.2.10 | 3ansaTue Ne 23. Bunsl u koHburypupoanust VPN-TyHHE€H.

2.2.11 | 3ansatne Ne 24. TexHuueckue cpeacTBa OOHApYKEHUs, JIOKAIM3ALUU U
HeHTpain3aluy pagvoM3IydaloUIMX CHENHMaIbHBIX TEXHUYECKHX CpEACTB
HETJIACHOTO MOJIyYeHHsI HH(OPMAIIHH.

2.2.12 | 3ansaitue Ne 25. HccrnemoBaHue 3alUIICHHOCTH OCCIPOBOIHBIX CETEH
nepeayy JaHHBIX.

2.2.13 | 3ansitne Ne 26. Ilporpammuble CpeIcTBa aHalu3a CETE ¢ KOMMYyTalMeu
MaKeTOB. AHAJIN3 CETEBOTO Tpaduka ¢ momombio mporpamMmbl « Wiresharky.

2.14 | Banstme Ne 27. Ilpomenypa ayTeHTH(UKALMU TII0Jb30BATENIi Ha OCHOBE
napoJs.
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2.2.15 | 3ansatue Ne 28. VYcraHoBka W KOHUTYpUpOBaHHE OpaHmmayspa ISA.
IToctpoenne VPN-cetn Ha 6aze ISA.

2.2.16 | 3ansitue Ne 29. AnNTOpuTMBI TPEAYNPEKICHUS W OOHAPYKEHUS BUPYCHBIX

yIpo3.
2.2.17 | 3anaTme Ne 30. Opra#uzamuss  UHXKEHEPHO-TEXHUYECKOM  3aIUThI
uHpopMalnu.

CamocTrosiTesibHasi padora npu usydenuu pasaesaa [IM 2:

e Ao
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OdopmreHne B BiIe KOHCTIEKTAa OCHOBHBIX MOJOXKEHUH KPUNITOTpaduu.

Pa3zpaboTka cxembl Mexanu3ma apOouTpax.

Nzydenne cTpykTypbl CHMMETPHUYHON CUCTEMBI ITHU(PPOBAHUS.

CocTtaBieHue CXeMbI cepBepa MPUIOKEHUH.

Odopmiienne B BUJie KOHCIIEKTa OCHOBHBIX MTOJIOKEHHI IpoIiecca reHepaIiy KIIFOYe.
[ToaroToBka cxeMbl AGOHEHTCKOE mHu(poBaHNE.

Pa3pabotka cxems! [TakeTHoe mudpoBanue.

Pa3zpaboTka cxeMbl AyTeHTH(UKAIKS TaHHBIX.

OdopmieHne B BIIe KOHCIIEKTAa OCHOBHBIX TOJIOKEHUH MpeAcTaBleHus aipaBuTa B JBOMYHOM KOJIE.
[TonroroBka cxembl GyHKIIMOHUPOBAHUSI SJICKTPOHHBIX TUIATEKHBIX CHCTEM.
Odopmiienne B BUJie KOHCIIEKTa OCHOB KOJTUPOBAHHUS.

Pa3zpaboTka cxembl OHOHANIPABIECHHBIX XEII-(PYHKITUH.

Pa3paboTka cxembl IUPPOBAHUS C OTKPBITHIM KITIOUOM.

Odopmrnenue B Buie KoHciekTa Marepuaia no [ludpoBanuio MeTogaMu 3aMeHBbI.
Odopmiienne B Bujie KOHCIIEKTa MaTepHraia 00 AGOHEHTCKOM IU(POBAHHH.
Pa3zpaboTka cxeMbl MaTpruyHO#l MepecTaHOBKH.

Odopmnenne B BUIe KOHCIIEKTa MaTepralia O KPUIITOAHATU3E.

[TonroroBka k npakTuyeckomy 3ausaTuio «KogupoBaHue».

Pa3zpaboTtka cxembr YacTOTHOTO aHAIH3A.

Pa3paboTka cxembl KpUITOAHAIN3A.

[ToaroroBka k mpakTudeckomy 3ausTuto «IIpocras 3ameHay.

Odopmrnenue B Bue KOHCIIEKTa Marepraia o KomnbroTepHoM mudpoBaHUU.
Odopmrienue B BiIe KOHCIIEKTa MaTepraiia o [[aMmMupoBaHUU.

[TonroroBka k nmpakTuyeckoMy 3aHATHIO «IIpOTOKOIBI yIIpaBieHUs] MapIIPyTHU3AIHE».
[ToaroroBka Marepuaina o Kpunrorpaguueckux MpoTOKOJIax.

[ToaroToBKa K MpakKTHIECKOMY 3aHATHIO «AOcomoTHBIM mudp. [ndpodmokHOTY.
[MoaroroBka marepuana o Tabnune Buxenepa.

30
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28.
29.
30.

[Touck u oopmiieHHE B BUAEC KOHCIIEKTa MaTepuaioB 1mo Teme «llepcoHanbHbIi HACHTH(UKAIIMOHHBIA HOMEDY.
Pa3paboTka cTpyKTyphl T€HEpaLUHU KITIOUEi.
Odopmaenne B Bujie KOHCIeKTa Matepuasia o CTpyKTypHOM cxeme u(GPOBAHUS C OTKPHITHIM KIIOYOM.

TemMaTuka 1OMAaIIHUX 3aJaHUMN:

0NN KW~

9

10.
11.
12.
13.
14.
15.

. CocraBnenue nokinana o Crangapre mudpoBanus [[OCT 28147-89.

. HoxroroBka pedepara no reme «AOCOTIOTHBIN MUPPY.

. Cxema «IIpocras 3ameHay.

. Cxema «lIpocras 3ameHa ¢ KIIIOUOM.

. Cxema «Cucrema Lle3aps ¢ KIFOUOM.

. Cxema «CUMBOJIBHOE KOIUPOBAHUEY.

. [lonroroBka pedepara rmo teme «OCHOBHBIE IPOIIEAYPHI TUPPOBOI TTOATTHCH.
. IToarotoBka pedepara no reme «KoMOMHUPOBAaHHAS KPUTITOCUCTEMAY.

Cxema cuMMeTpUYHOE MHU(POBAHHKE.

Brimonuenue pedepara mo reme «Kpunromaorus.

[ToaroroBka npe3eHTtanuii mo Teme «KpunroaHaiusy.

[MoaroroBka pedepara mo TeMe «ACUMMETPUYHBIE KPUIITOCUCTEMBI Ha 0a3€ ITUITHYECKUX KPUBBIX).

[ToaroToBKa npe3eHTanuii Mo TeMe «IEKTPOHHAS [UGPOBAs OAMHUCH.

MamnHHOEe KOIUPOBAHUE.

[TonroToBka pedepara mo Teme «AyreHTUUKANUS aOOHEHTOB MPU BXOJE€ B CHUCTEMY M TPU YCTAHOBIICHUH

COCOMHCHUA.

16.
17.
18.
19.
20.
21.

AcuMmmeTpudHOE MHU(PPOBAHKE.

CocraBneHnue 10KIa1a O pa3BUTUU KPUNITOTPAYUIECKUX METOJIOB 3aKPbITHS HHPOPMALINH.
Poccutickue cuctemsr mudpoBaHus.

Cxema: AnropuT™bl HIU(POBOM MOAMUCH.

CocraBnenue nokiaaa «Azoyka Mopsey.

[ToaroroBka npeseHTanuii no teme «Onepanuy ¢ KIFOYaMm».

Yyeonas Bunasbi pator:

NPaKTHKA 1

TexHu4eckne cpeacTpa 3anuThl HHPopManuu B TeaeOHHBIX KaHamax (4acTh 1)

2 TexHUUecKue cpeicTBa 3alUThl HHPOPMALMU B TeJIeQOHHBIX KaHaIax (4acTh 2)

3 JlnarHocTHKa CeTeBbIX MOAKIIOYEHUN C TTOMOIIBIO BCTPOEHHBIX YTHUJIUT ONEPALIMOHHON CHCTEMBI
(gactp 1)

4 JlnarHocTHKa CeTeBbIX MOAKIIOYEHUN C TTOMOIIbIO BCTPOECHHBIX YTHUJIUT ONEPALIMOHHON CHCTEMBI
(gacThb 2)

5 Microsoft Windows (dacts 1)

36
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6 Microsoft Windows (uacts 2)
7 Omnpenenenue cpeaHero Kod(p@UIMEHTa 3arpy3KH IYMJISKCHOTO KaHala Mepefayd Ha peajbHOU
cetu Fast Ethernet ¢ momonsto makeTHoro anaiauzaropa (4acth 1)
8 Omnpenenenue cpeaHero Kod(p@UIMEHTa 3arpy3KH IYMJISKCHOTO KaHala Mepefayd Ha peajbHOU
cetu Fast Ethernet ¢ momonipto makeTHoro anaiau3aropa (4acTh 2)
9 Wireshark: BbIZeneHHe KIIOUEBBIX KaJpoB, COXpPaHEHHE JAaHHBIX 3axBara, MPOCMOTP Kaapa B
OTJICTLHOM OKHE, IIe4aTh (4acTh 1)
10 | Wireshark: BbiieneHne KIOYEBBIX KaJpoB, COXpaHEHHE JAHHBIX 3axBaTa, NMPOCMOTP Kaapa B
OTJICTLHOM OKHE, IIe4aTh (4acTh 2)
11 Wireshark: ananu3 nporokona Ethernet
12 | Wireshark: ananu3s nporokona ARP
13 Wireshark: ananu3 nportoxosna IP
14 | Wireshark: ananu3 npotokona ICMP
15 Wireshark: ananus nportokosia TCP (dactb 1)
16 | Wireshark: ananu3 nporokona TCP (dacts 2)
17 | PaGota Ha 000pymOBaHNH O0BEAMHEHHBIX CETEH MO0 0OECIICYCHHIO 3aIUTH HHGOpMAaIH (J4acTh 1)
18 PaboTa Ha 000pynOBaHNN O0OBEAMHEHHBIX CETEH TT0 0OECTICYCHHIO 3aIUTH HH(GOPMAITUH (J4acTh 2)
Mpoussoacree | Buabl pador: 18
Hpa]:*T':‘]:‘a (10 1 YcraHoBKa, HACTPOMKA CIICIMAIM3UPOBAHHOTO 000OPYIOBAHHUS TI0 3aIIUTEe MHPOPMAIIHH.
npoduI0 2 BrisiBneHre BO3MOXKHBIX aTaK HA aBTOMATHU3UPOBAHHBIE CHCTEMBI.
CIeNHATBLHOCT 3 VYcraHoBKa M HAacTpoWKa MPOrPaMMHBIX CPEJICTB 3allUThl aBTOMAaTU3UPOBAHHBIX CHCTEM U
u) UH(POPMALIMOHHO-KOMMYHUKAIIMOHHBIX CETEH.
4 KondurypupoBanue aBTOMaTU3UPOBAHHBIX CHUCTEM M HHPOPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
ceTen.
5 [TpoBepka 3alIUIIEHHOCTH ABTOMATHU3UPOBAHHBIX CUCTEM u nH(pOpPMaLMOHHO-
KOMMYHHKAITMOHHBIX CETEH.
6 Opranuzanuy 3aimThl B Pa3JIMYHBIX OMEPAIIMOHHBIX CHCTEMaX M Cpe/Iax.
7 AJMUHUCTPUPOBAHNE TEIEKOMMYHUKAIIMOHHBIX CUCTEM U MH(GOPMAIMOHHO-KOMMYHUKAIIMOHHBIX
ceTel CBA3U.
8 Hacrpoiika n kondurypupoanue VPN-tynneneit L2, [P SEC L3, 3amumennasie npuioxerus: L4
SSL, SSH.
9 AyTteHTudukanys 1 uaeHTUGUKALUS C UCTIOIb30BAHHEM CETEBBIX ONEPAIMOHHBIX CUCTEM.
Bceero: | 198

J171s XapaKTepUCTUKU YPOBHS OCBOCHHS Y4eOHOT0 MaTepralia UCIONIb3YIOTCS Cleaylolre 0003HaYeHUS:
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1. — 03HaKOMUTENNBHBIH (y3HABAaHWE paHEe N3YUYCHHBIX 00BEKTOB, CBOWCTB);
2. — penpoAyKTHUBHBIHN (BBIIOJIHEHUE ACITEILHOCTH M0 00pa3ily, MHCTPYKLUU WIH MO/ PYKOBOACTBOM);
3. — IPOMYKTUBHBIN (TUIAHUPOBAHHUE U CAMOCTOSITETILHOE BHITIONTHEHHUE JIEATEIBHOCTH, PEIICHNE IPOOJIEMHBIX 3a71a4).
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4. YCJIOBUSA PEAJIMZAIIUU ITPOT'PAMMBI TIPO®PECCUOHAJIBHOTI'O MOAYJIA

4.1. TpeOoBaHUsI K MUHUMAJIbHOMY MaTePUAIbHO-TEXHUYECKOMY 00eCIeYeHHI0:

Peanuzanus mporpamMmbl MOIYJsl TpeArosiaraeT Haluyhe KaOWHEeTa MaTeMaTH4YeCKUX HPUHIUIIOB
MOCTPOEHUS KOMITBIOTEPHBIX CETeH, KaOWHeTa TeopeTHYecKoW MoAroToBKH, Jlaboparopuu
UH(POPMALIMOHHOM 0€30MacHOCTH.

KaGuner MmaTeMaTHyeCKUX MPUHIIUNOB MOCTPOEHUS KOMIBIOTEPHBIX ceTel
OoOopynoBanue y4eOHOro KabuHera:
- IOCAJOYHBIC MCCTA IO KOJIMYCCTBY O6y‘13.IOH.IHXC5[.
- paboyee MecTO MpenoaBaTes,
- He‘-IaTHBIC/B.HGKTpOHHBIC ACMOHCTpPAlMOHHBIC HOCOGH?I.
- Y4eOHO-METOANYECKHE TTOCOOUS B 3JIEKTPOHHOM/TIEYaTHOM BHJIC
TexHu4eckue cpeacTsa o0yUeHus :
- HOYTOYK, MYJbTUMEIUUHBINA TTPOCKTOP, IKPaH.

KaOuner TeopeTnyeckoii moaAroToBKu
O6opynoBanue yueOHOro KabuHera:
- TOCAJOYHBIC MECTA 110 KOJIMYECTBY O0yJarOIIUXCS;
- pabouee MeCTO IpernoaBaTels;
- TIEYaTHBIC/IIEKTPOHHBIE IEMOHCTPAIIIOHHBIC TIOCOOHS.
- MOOHMIIBHOE JIEMOHCTPAIMOHHOE 000pyI0BaHNE HOYTOYK, MPOCKTOP.

JlabopaTopust nHGOPMALMOHHOI 0€30MaCHOCTH

OoOopynoBanue jadoparopuu:
- MOC/I0YHBIE MECTA MO KOJIUYECTBY 00 yUaOIIUXCS;
- paboyee MecTO Mpeno1aBaTens;
- IeYaTHBIE/INEKTPOHHBIE IEMOHCTPAIIMOHHBIE TTOCOOUSI.
- y4eOHO-METOANYECKHE TTOCOOUS B JIEKTPOHHOM/TIEYATHOM BHJIC
TexHuueckue cpeacTBa 00yUeHUsI:

MepCcoHANbHbIE KOMITBIOTEPHI C BEIXOAOM B CeTh Internet, mpoekTop, 3kpaH

JInst  BBIMOJNHEHUS J1a0OpaTOpHBIX W MPAaKTUYECKHX paboT wuMeeTcs 00O0pyAoBaHHE:
obbvenuuenHbIx ceteit (Cisco mumum ap.), cereir poctyma (ADSL, Wi Fi u ap), MexcereBble dKpaHbl,
onepauronnbie cuctembl  WINDOWS, LINUX, UNIX, NOVELL wu np., aHTUBUPYCHBIE
MPOrPaMMBbI, KPUIITOAJITOPUTMEI, 000PYJIOBAaHHE CUCTEM YCIOBHOTO AOCTYIIA U JP..

4.2. UndopmanuonHoe odecneyeHne 00ydeHmsl.
IlepeyeHb pexkoMeHayeMbIX Y4eOHbIX u3aaHuii, WHTepHeT-pecypcoB, IONOJHUTEJIbHOMN
JUTEPATYpPhl.

OcHOBHbIE HICTOYHHUKH:

1. bapanora, E.K. Mndpopmanmnonnas 6e3omacHOCTh M 3amuTa uHPOpManuu: ydeOHOE mocodue/
E.K.bapanosa, A.B.ba6am. — 3-e u3z., nepepad. u non. — M.: PUOP: UTHOPA-M, 2017.

2. byzos, I'.A. 3ammuTa nHpOpMaIIUA OTPAHUYCHHOTO JOCTYIA OT YTE€YKH IO TEXHHUYECKUM KaHalaMm:
yaeOHoe mocobue s By30B/I.A.by3oB. - M.: ['opsiuas nuaus-Tenexom, 2014.

3. BacunwkoB, A.B. be3omacHocTh 1 ynpaBieHHE JOCTYIIOM B HH()OPMAIIMOHHBIX CUCTEMaX: yaeOHOe
nocooue st CIT1O /A.B.Bacunskos, M. A.Bacunbkos. - M.: DOPYM, 2017.

4. 3mepema, B.II. Yuactne B miaHupOBaHWM W OpraHU3alMu PabOT MO OOECNEeYEHUIO 3aIUThI
uHpopmanuu: yueOHuk mia crya. yupexa. CIIO/ B.II. 3eepeBa, A.B. Hazapos. — M.: KYPC:
NHOPA-M, 2017.

5. WmeiiHoB, B.f. OcHoBHBIE TIONOKEHUST MH(DOPMALIMOHHON 0€30MacHOCTH: yueOHOe MmocoOue s
cryn. yapexa. CI10 /B.A.UmeitnoB, M.B.Menatynss. - M.: ®opym: UHOPA-M, 2015.
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http://www.rektor.ru/katalog/products/shkolnye-uchebnye-kabinety-klassy/klass-matematiki/pechatnye-materialy/pechatnye-posobija-demonstracionnye

[Mapreika, T.JI. MuadopmanmonHas Oe3o0macHOCTh: ydeOHOe mocobme s crya. yupexna. CIIO
/T.JL.ITapteika, U.N.ITomos. - M.: ®opym, 2017.

[Hanerun, B.®. MudopmanumonHas 0e30MacHOCTh KOMIIBIOTEPHBIX CHCTEM M CeTed: ydeOHoe
nocobue s ctyn. yupexa. CI1O. - M.: DOPYM: UHOPA-M, 2017.

[Hanerun, B.®. KommuiekcHas 3ammra MHQOpPMAIMM B KOPIOPATUBHBIX CHUCTEMax: ydeOHOe
nocodue. - M.: DOPYM: UH®OPA-M, 2017.

I[OIIOJIHP[TCJILHLIC HCTOYHUKMU:

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Aytentudukarus. Teopus u mpakTHkKa oOecrieueHus: 6e30MacHOTo A0CTyNa K WHGOPMAIMOHHBIM
pecypcam: yuebHOoe mocobue st By30B / A.A. Adanacees, JI.T.BenenoeB, A.A.BopoHmos [u mp.].
— M.: Topsiuas nunus—Tenexom, 2012.

bapanoga, E. K. OcHoBbI nH(bOpMaTHKH 1 3amuThl HHGOpMaIuu: yaedHoe nocodue. - M. : PUOP :
NHOPA-M, 2017.

bamer, T1. H. Uadopmarmonnas 6e3omacHocTh u 3amuTa nHdopmaruu: yaeonuk / I1. H. bamisr,
A. B. ba6am, E. K. Bapanosa. - M.: PUOP, 2013.

benos, E.b. OcHoBel nHbOpMarmonHoi Oe3onacHOCTH: yueOHoe mocooue st By30B/E.b.benos,
B.I1.JIock, P.B.Memepskos, A.A.lllenynanos. - M.: I'opsuas nunus-Tenekom, 2011.

lNamarenko, B.A. OcHoBbl nHpOpMannonHoi 6e3omacHoct/ B.A. I'amatenko. - M.: MHTEpHET-
VYuusepcurer Uadopmarmonnsix Texnonoruit (MHTYUT), 2016.

I'pummna, H.B. Nadopmarmonnas 6e30macHOCTh npeanpusatust: yaeonoe nocooue/H.B.I'pummmna.
- 2-e u3n., pom. - M.: ®opym: UHOPA-M, 2017.

Hessann, [I.H. Mopenu 06€301MacHOCTH KOMITBIOTEPHBIX CHCTEM. YTIPABICHHE OCTYIIOM U
MH(POPMAIIMOHHBIMH NTOTOKaMH. - M.: ['opsiuas nunus-Tenekom, 2013.

NymkuH, A.B. AnmapatHbele U MpOrpaMMHBIE CPECTBA 3alIUTHl HHPOpMaUK: yueOHOe TTocodue /
A.B.lymxkun, A.Konbuos, A.KpaBuenko. - Boponex: Hayunas xaura, 2016.

Kapmanosckuii,  H.C. Opranu3aniiOHHO-TIPABOBOE W METOJAMYECKOe  OOecreueHue
nHpopMalMoHHOI Ge3omnacHocTH: yuebHoe nocobue/ H.C. Kapmanosckuii, O.B. Muxaitnuyesko,
H.H. ITpoxoxes. - CII6.: Yausepcuter UTMO, 2016.

Kpemep, A.C. O6ecneduenne uHPOPMAIIMOHHON  0OE€30MACHOCTH TpPH  UCIOJIB30BAHUHU
TEeIIEKOMMYHHUKAITMOHHOTO 00opynoBanus: ydebHoe mocobue/A.C. Kpemep. - M.: MockoBckuii
TEXHUYECKUI YHUBEPCUTET CBSA3M U MHPopmaTuku, 2009.

Metoael u cpeactBa oOecredeHHs MPOrpaMMHO-AIMapaTHON 3alluThl MH(OPMALUW: HAy4YHO-
texHndyeckoe m3manue/ A.M. Acraiikun [u np.]. - Capos: Poccuiickuii eaepanbHblii saepHBINA
uentp — BHUNUDO®, 2015.

MongossiH, A.A. IIpoTokonbl ayTeHTH(QUKAIIMU C HYJIEBBIM pas[JalliecHueM CeKpeTa
/A.A.MonnossH, JI.H.Monnossn, A.b.Jleuna. - CII0.: Yausepcurer UTMO, 2016.

[Terpenko, C.A. Ilonutuku Ge3zomacHocT komnanuu npu padore B Uutepuer / C.A.Ilerpenko,
B.A.Kyp6atos. - Caparos: [IpodobpazoBanue, 2017.

IMpockypur, B.I'. 3ammra B ONEpalMOHHBIX CHUCTeMax: ydeOHOe TmocolOue  aus
By30B/B.I".Ilpockypun. - M.: I'opsiuas muans-Tenekom, 2014.

CaBenbeB AWM. Kommenrtapuii k ®PenepanbHoMy 3akoHy oT 27 wumionst 2006 r. Nel49-03 «O6
nHpopManuy, WHPOPMAIMOHHBIX TEXHOJIOTHSAX | 3amuTe HWHpopManuu» (MOCTaTeHHBIN)/
A.M.CasenweB. - M.: Cratyr, 2015.

Ckpunnauk, J[.A. O0mue Bompockl TexHudeckoi 3ammThl uHbopmaruu/ . A.Ckpunauk. - M.:
Wutepner-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.

Cwmonencknii, M.b. NUudopmarmonnoe npapo: yueonuk/ M.b.Cmonenckuii, M.B.Anekceesa. -
PoctoB-Ha-/lony: ®enuke, 2015.

Coxkonos B.I1. KonupoBanue B cuctemax 3amuTthl nHpopmaruu: yaeonoe nmocooue/ B.I1.Cokoinos,
H.I1.TapacoBa. - M.: MOCKOBCKUI TEXHUUECKUH YHHUBEPCUTET CBsI3U U nH(popmaTuku, 2016.
Texaudeckue cpeacTBa W METOABI 3alUThl HHPopManuu: ydeOHoe mocodue /A.Il.3aiines,
A.A lllenynanos, P.B.Memepskos u ap. — M.: T'opsuas JIunus—Tenexom, 2012.
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20.

21.

22.

[Hanbrun, B.®. 3anmra komnbioTepHoit nHGopMaru. J¢ddhekTuBHBIE METOBI U cpencTBa/ B.O.
[Tanprun. - Caparos: [Ipodobpazosanue, 2017.

[Hansrun, B.®. Muadopmanuonnas Oe3onacHocts W 3ammra uHGoOpmanun/ B.D. Ilanerun. -
Caparos: [IpodobpazoBanue, 2017.

Menyxun, O. . O6Hapy»)eHne BTOP>KEHUI B KOMIIBIOTEPHBIE CETH (CETEBbIE aHOMAIINN): YUeOHOE
nocobue ms By30B/O. W.lllenyxun, [. XK. Cakanema, A. C. ®ununoBa. - M.: ['opsiuast muHUS-
Tenexom, 2013.

OTeyecTBeHHBbIE )KYPHAJIBI:

Nk W=

Anroput™m 6€301acCHOCTH
3ammra uapopmanuu Inside
Nudopmannonnas 6€301macHOCTh
IlepBas mmis — Last mile
DIIEKTPOCBA3b

HNuTepHeT-pecypces:

1.

10.

11.
12.

13.

14.

15.

16.

MuHnuctepcTBO 1IM(POBOTO Pa3BUTHSI, CBSI3H M MAaCCOBBIX KOMMYHHUKanui Poccuiickoit deneparnun
[DnmexkTpoHHBIN pecypc]: odunManbHBI caiiT. - Pexxum nmocryma: http:/www.minsvyaz.ru/,
CBOOO/HBII.

®enepanbHoe areHTCTBO CBsA3U (PoccBsi3p) [DnekTpoHHBIH pecypc]: odpuuanbHelii caiT. - Pexxum
nocryna: http://www.rossvyaz.ru/, CBOOOTHBIH.

Comnews. HoBoctu TtenekomMmyHukanuii, Bemanus U UT [DnexkTpoHHBIM pecypc]: exenHeBHas
HNuTtepuer-razera. - Pexxum nocrtyma: http://www.comnews.ru/, CBOOOTHBIH.

Connect! Mup cBsa3u [OneKTpoHHBIM pecypc]: cereBod »KypHal. - Pexum pgocrymna:
http://www.connect.ru/, CBOOOTHBI.

CRN: UT-6u3Hec [D1eKTpOHHBIN pecypc]: ceTeBoe HHPOpMAMOHHOE U3/1aHue. - PexxuM gocrymna:
http://www.crn.ru/, cBOOOTHBIH.

Mobile Review [DnekTtpoHHBI pecypc]: mopTan MOOWIBHBIX TEXHOJNOTHH. - Pexum nocryna:
http://www.mobile-review.com/, CBOOOTHBIA.

PC-magazine [DaeKTpoHHBINH pecypc]: caldT xypHana. - Pexxum nocryma: http://www.pcmag.ru/,
CBOOO/IHBII.

I'TT Tenekom [DaekTpoHHBIA pecypc]: odunmanpHbli caiit. - Pexum  poctyna:
http://www.gptelecom.ru/, cBOOOTHBIA.

WuTepHeT-yHuBepcuTeT MHPOPMAUUOHHBIX TexHosoruit - Untynt (HaumonambHbIil OTKPBITHII
YHUBEPCUTET. bezonacHocTh [DnexTpoHHbIN pecypc]. - Pexum JOCTyMa:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service path=1/, cBoOOTHBII.
KoMmoHEeHTBI M TEXHOJOTHM [DJNEKTPOHHBIM pecypc]: ceTeBoM KypHan. - Pexum pocrymna:
http://www kit-e.ru/, cBOOOTHBIH.

OTKpBITBIE CUCTEMBI [ DIEKTPOHHBIN pecypc]. - Pexxum moctyma: http:// www.osp.ru/, cCBOOOHBIA.

Caiir xommanuu Cisco [DOnekTpoHHBIH pecypc]. - Pexum gocryma: http://www.cisco.ru/,
CBOOO/HBII.
Caiir kommnanuu D-Link [Dnektponnsiii pecypc]. - Pexxum pgocryma: http://www.dlink.ru/,
CBOOO/HBII.
Cern u cuctembl CBSI3M [DNEKTpPOHHBIM pecypc]: apXuB XKypHaia. - Pexum pgocrymna:

http://www.ccc.ru/, cBOOOTHBI.

CucteMbl yrpaBlieHHs, CBSI3U M 0€30MacHOCTH [DJIEKTPOHHBIA pecypc]: CeTeBOM 3IEKTPOHHBIN
XKypHal. - Pexxum moctyma: http://sces.intelgr.com/, cBoO6OIHBIIA.

CoBpemeHHble ~ TeneKoMMyHuKanuu  Poccum  [ONeKTpOHHBI  pecypc]:  OoTpacieBoi
WH(pOpPMaIMOHHO-aHATUTUYECKU OHJIaWH-XypHal. - Pexxum moctyma: http://www.telecomru.ru/,
CBOOO/IHBIM.
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17. CotoBuK.py [DNEKTpOHHBIH pecypc]: WHGOPMAIMOHHO-aHATUTUYECKOE areHTCTBO. - Pexum
nocryna: http://www.sotovik.ru, cBOOOTHBIH.

18. Dnextponnas Poccus [DnekTpoHHBIM pecypc]: uMH(bOpMAIMOHHBIN calfT. - Pexxum noctyna:
http://www.elrussia.ru/, cBOOOIHBIH.

19. DnexTpocBs3b [DIEKTPOHHBINA pecypc]: callT kypHana. - Pexxum goctyma: http://www.elsv.ru/,
CBOOO/IHBII.

4.3. O0mme TpeOOBAHUSA K OPraHU3anuy 00pa3oBaTeJILHOIO Mpolecca:

OO0s3aTenbHBIM yCIOBUEM JIOMyCKa K Yy4eOHOM MpaKkTHKe W TMpakTHKEe IS TOJy4YeHHUs
MEPBUYHBIX MPOPECCUOHAIBHBIX HABBIKOB B paMKaxX Mpo¢decCHOHaIbLHOIO MOAYJIS SIBISIETCS OCBOCHUE
TEOPETUYECKOM W BBINOJHEHUE MpakTHYeckod wyactu Moaynsa «ObecneueHue MHPOPMALMOHHOM
0€30MacHOCTH MHOTOKAHAJIbHBIX TEIEKOMMYHUKAIIMOHHBIX CUCTEM U CETEeH AIEKTPOCBSIZH.

OO0s3aTenbHBIM  YCIOBHEM JIOMMYCKAa K Y4EOHOM MpakTHKE Ui TIONYYEHHUS TEepPBHYHBIX
npodeccuoHaNIbHbBIX HAaBBIKOB SIBJISIETCS OCBOCHHE IIPOrpamMMBel COOTBETCTBYIOIIETO
MexaucumHapaoro kypea (MIK).

OO0s3aTeNnbHBIM ~ YCIIOBUEM  JIOMyCKa K  TNPOU3BOJACTBEHHOM  MIpakTHKE B  paMKax
npodeccuoHansHOr0 Moayst «O0ecneyenne HHPOPMANIMOHHONH 0€30MACHOCTH MHOTOKAHAIbHBIX
TeJ1eKOMMYHUKAIIMOHHBIX CHCTEM U ceTell 3JIeKTPOCBA3M» SBIISIETCS OCBOCHHE YUeOHOW MPaKTUKHU
B paMKax JaHHOTO MPO(eCcCHOHAIBHOTO MOTYJIS.

OcCBOEHHIO  JaHHOTO  MOAYJS  JOJDKHO  MNPEALIECTBOBATh  M3YYEHUE  JUCLUILIIUH:
npodecCHOHATBPHOTO IMKIa: Teopus HIEKTPUYECKHX Iemei; DIeKTpoHHas TexHuka; Teopus
3JIEKTPOCBA3M; BbrumciurensHas TexHuka, OCHOBBI TEJICKOMMYHHUKAIUMK; ODHEprocHabKeHHe
TEJIEKOMMYHUKALMOHHBIX CUCTEM; be3011acHOCTh KU3HEAEATEIBHOCTH.

OOHOBpEMEHHO C 3TUM 00yYaroIIMMHUCA JOKHA OCYIIECTBISATHCS CaMOCTOsATENbHas paboTa B
COUETAaHUM C YIpaBICHHMEM UM KOHTPOJEM CO CTOPOHBI IpernojaBaTelied M  MacTEpOB
IIPOU3BOJICTBEHHOTO 00YUEHHS.
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5.KOHTPOJIb 1 OHEHKA PE3YJbTATOB OCBOEHUA

IMPO®PECCHUOHAJIBHOI'O MOAYJIA

KoHTpoJib M oueHKka pe3ylbTaTOB OCBOCHHUS MEXAMCUUILTMHAPHBIX KYPCOB OCYIIECTBIISETCS
MpenoiaBaTesieM B MPOIECCE MPOBEICHUS 3aHATUM, MPOBEPKE JOMAIIHUX 3aJaHUil, KOHTPOIbHBIX
paboT, TECTUPOBAHHUSA, a TAKKE OICHKM BBHIMOJIHEHHS] OOYYaroIIMMHCS CaMOCTOSITENbHBIX paboT,

WHIUWBUIYAJIbHBIX

3alaHuM,

MPOEKTOB,  HMCCJIEIOBAaHUM.

IIpomexxyTouHas

aTTeCTanud 1o

MEXIMCHUIUTMHAPHBIM KypcaM MPoBOAUTCs B popme nudpepeHIupoBaHHbIX 3a4ETOB.

KonTpoas wu

OLICHKA

pe3yNbTaTOB  OCBOCHUS

po¢eCCUOHATBHBIX

KOMIIETEHINI

OCYIIECTBIISICTCS. TIPU MPOBEICHUU DK3aMEHAIIMOHHOW KOMHCCHEH 3K3aMeHa KBaTU(UKAIMOHHOTO C
UCIIOJIb30BaHUEM KOHTPOJIbHO-0IIeHOUHBIX cpeacTB (KOC) mno3BONSIONIMX OIIEHUTh OCBOEHHbBIE

KOMIIETCHITUH.
OCHOBHBIMHU TIOKa3aTeJsIM PE3yJbTaTOB IMOATOTOBKH SIBJSIOTCS OCBOCHHE MPOdhecCHOHATBHBIX
KOMIICTCHITU:
Pe3yabTaThl OcHOBHBbIE TOKA3aTeJH OLlEHKH ®opMbI U METOAbI
(ocBOEeHHbBIE pe3yjabTara KOHTPOJISA M OLlEHKH
npogdeccuoHaIbHbIE
KOMIIETEHIIMH)
Hcnoas3oBaTh e UYerkoe IIOHNMAaHUE npobiem Texymmii KOHTPONIL B
IPOrpaMMHO- MH()OPMAIIMOHHOI 0€30MacHOCTH B cepe dopme:
amnmapaTHbIC CPEICTBA TENIEKOMMYHUKAITUH. - 3aIUTHI
3aUTEl MHGOPMAMU B | e ['paMOTHO BBISIBIIATH, KJIACCU(MUIIMPOBATH n1abopaTOPHBIX U
MHOI'OKaHaJIbHBIX u aHaAJIM3UPOBATh YIPO36I MPAKTUYCCKUX
TCIICKOMMYHHUKAIITUOHHBI HH(bOpMaHHOHHOﬁ SaHSITI/IfI;
X CUCTEMAX, 0€30macHOCTH ¥ (JOPMBI HIX TTPOSIBJICHUSI. - KOHTPOJILHBIX paboT
MH(OPMAIIHOHHO- e BhI0Op MEXaHH3MOB U CpecTB obeceuenus | 10 TeMam MJIK;
KOMMYHUKaIMOHHBIX MH(POPMALHOHHOI 6e30aCHOCTH _ | mccaemoBaTEIBCKO -

CCTAX CBA3U.

MPOTPaMMHBIX U POTPaMMHO-AIaPATHBIX.

e ['paMOTHO OPOPMIIATH TOKYMEHTAIUIO
JUTSL TUTICH3UPOBaHUs paboT B 00J1acTH
nH(pOpMaITMOHHOM 06€30MMacCHOCTH.

e PazpabaTbiBaTh MOJIUTUKU B 00JIACTH
nH(pOpPMaIMOHHOM 0€30MMacCHOCTH.

IIpuMeHATH cucTeMbl
aHaJIM3a 3aIUIIEHHOCTH
C LIeJbI0 OOHAPYKEHUS
YSI3BUMOCTH B CETE€BOI
HH(PACTPYKTYPE,
BbIJIaBaTh PEKOMEHALNN
10 UX YCTPAHEHUIO.

e Pacuer puckoB B 061acT HHPOPMALTMOHHOM
0€30MaCHOCTH U BbIJ]aua pEKOMEH AN 10 UX
YCTPaHCHHUIO.

e Branets cepBrcaMu, 006ecreUnBaONIMH
MH(POPMALMOHHYIO 0€30MacHOCTh B
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAaxX M CEeTAX
CBSI3U.

e Branerp TexHONOTHEH ayTeHTU(PUKAIINH.

e OOecreunBaTh TEXHOJIOTUIO 3AIIUTHI
MEKCEeTEeBOr0 OOMeHa JTaHHBIMHU.

¢ [locTpoeHue cucTeMbl aHTUBHPYCHOU
3aIIATHl CUCTEM TEJIEKOMMYHHUKAITMOHHBIX
CHCTEM.

OOecneunBaTh
Oe3omacHoe
aJIMHHHCTPUPOBAHUE
TeHeKOMMYHI/IKaL[I/IOHHBI

e Boibop u  HUCHOIb30BaHUE  IAKETOB
MPUKJIAJHBIX MporpaMM Juisi 0e301acHOro
aJIMUHUCTPUPOBAHUS CETEBbIX

OINCPalIMOHHBIX CUCTCM.

ITIOMCKOBBIN XapaKTep
paboOTHI IO TEMATHKE
MOZYJIA €
WCIIOJIb30BAaHUEM
Internet.

3ayeTsl Mo yueOHOU
MPAKTHUKE U 110
KaX/I0MY U3 pa3JielioB
po¢eCCHOHATBHOTO
MOJTYJISI.

KBanuduxarmoHnHsrit
9K3aMEH 10 MOJTYJIIO.
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X CHUCTEM u | ¢ OOecneueHue POrpPaMMHBIMH u
nH()OPMAITMOHHO- MIPOrpaMMHO-aINIMapaTHBIMU METOAAMH
KOMMYHHKAIIMOHHBIX 0e30MmacHOCTH ceTei JI0CTyTIA,
CeTel CBS3U. OOBETMHEHHBIX CETeM ©  yIpaBJICHUS
TCIICKOMMYHUKAITUOHHBIMU CCTIMMU.

@DOpMbI U METOJBI KOHTPOJIS M OLIEHKU Pe3yJbTaToOB 00y4eHUs JOJDKHBI MO3BOJIHUTH MPOBEPKY Y
00y4Jarlommxcst He TOJNBKO C(HOPMHUPOBAHHOCTH MPOQECCHOHATBHBIX KOMIIETCHINH, HO M pPa3BUTHE
OOIIMX KOMITETEHIUH 1 00eCTIeYNBaIOIINX UX YMEHUH.

Pe3yabTaTsl OcHOBHBIE OKA3aTeJIU OLIEHKHU DopMBbI U METOAbI
(ocBOeHHBIE 001IME pe3yJbTara KOHTPOJIAA U OLlEHKH
KOMIIeTEeHIIHH)

IToHuMaTh CymIHOCTb U
COLMAJIbHYIO 3HAYUMOCTb
cBOCH Oymymei
npodeccuu, IpOsBIIATH K
HEW yCTOWUYMBBIN MHTEpEC.

e (CBOEBPEMEHHOE U KaUECTBEHHOE
IIPUMEHEHNE KOMIIETCHIINM, YMEHUN U
3HaHU, NIPUOOPETEHHBIX B PE3yiIbTaTe
OCBOEHUS IIPEIECTBYIOLIUX TEM,
pazaenos, aucuuiuind, MJIK, Momynei.

Opranu3oBbIBaTh
COOCTBEHHYIO
NesITeNIbHOCTh, BRIOMPATh
THUTIOBBIE METOJIBI U
CIOCOOBI BBIITOJTHEHUS
po¢eCCUOHATBHBIX
3a/1a4, OIICHUBATh UX

3¢ PEeKTUBHOCTD U
KaueCTBO.

¢ Bri0op u npuMeHeHue METO10B U
Croco00B peneHHst MPO(hecCHOHATBHBIX
3amay B oOJractu o0ecedeHus: 0e30IIaCHOCTH
CUCTEM BEI[aHUS;

e oreHKa Y (HEKTUBHOCTH U KauyeCcTBa
BBITTOJIHEHHS] CAMOCTOSITEIBHBIX U IOMAITHAX
3aJJaHuH.

[IpuHuMath pernieHus B
CTaHAAPTHBIX U

e PemeHne craHIapTHBIX U HECTaHIAPTHBIX
poeCCHOHABHBIX 3a]1a4 110

HECTaHJAPTHBIX obecrieueHHI0 6E30IaCHOCTH CUCTEM
CUTYaIUSIX U HECTH 32 HUX BEI[aHHUS.

OTBETCTBEHHOCTb.

Ocy1iecTBIATh HOUCK U e D¢ dexTUBHBINA TOUCK HEOOXOIUMOH
HCIIOb30BaHNE uH(pOpMaUy IS peLIeHus 3a71a4 B 001acTu
nH(popmManuy, ceTeBoM 0€30IacCHOCTH;

HEOOXOIMMOI [7Ist ® JCIIOJIb30BAHUE yUeOHOM, CIIPaBOYHOM
s dexruBHOTO JIUTEPATypPhl, HOPMATUBHO-TIPABOBBIX
BBIIIOJIHCHHA HCTOYHHUKOB M UHTCPHECT-PECYPCOB.
npodeccnoHaTbHBIX

3amad,

pohecCHOHATLHOTO U
JIMYHOCTHOTO Pa3BUTHSI.

Ucnonb3oBars
MH(pOpPMaIMOHHO-
KOMMYHHKAITUOHHBIE
TEXHOJIOTUH B
npodeccroHanbHOM
JIeSITENIbHOCTH.

e Pafora ¢ pa3nMYHBIMH ONEPALMOHHBIMU
CUCTEMAMHM U  CpelJaMH, IPOrpaMMHO-
anmnapaTHbIMU u IIPOrpaMMHBIMH
CpEICTBaMU.

PaboTaTh B KOJIEKTUBE U
KoMaH[ie, 3P (HEeKTUBHO
00IIaThCS ¢ KOJJIETaMH,
PYKOBOJICTBOM,

e BzaumosnelcTBe ¢ 00yJalOIMUMUCT U
MIPETNOIaBaTeNIIMK B XOJI€ OOyUEHHMsI, a TAKKE
C WJICHaAMMU KOJIJICKTHUBA HpGI[HpI/IHTI/IH BO
BpeMs TPOU3BOJICTBEHHON MTPAKTHKH;

DKcrnepTHOoe
HaOJIIOeHNE U
OIICHKA Ha
MPAKTUYECKUX U
n1a0opaTOPHBIX
3aHSATHUSX, POJIEBBIX
urpax, npu
BBHITIOJTHEHUH paboT
1o y4eOHOU U
MIPOU3BOACTBEHHOMN
MIPaKTHUKE;

KBanudukarmonasiii
SK3aMeH.
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MOTPEOUTEIISIMH.

® BHCCCHUC MHIHWBUAYAJIBbHOI'O BKJIaJa B
KOJUICKTHUBHOC PCIHICHUC 3aaa4.

Bpatb Ha cebs
OTBETCTBEHHOCTb 32
paboTy YIEHOB KOMaH/IbI
(MOTYMHEHHBIX ),
Pe3yJIbTAT BBITOJTHCHHUS
3aJaHUM.

e CamoaHanu3 U KOPPEKIUs pe3yIbTaToB
cOoOCTBEHHOW pabOTHI, OIICHKA ACSITEIHPHOCTH
10 KOHEYHOMY p€3yIbTaTy.

CaMocCTOSTEIbHO
OTIPEETISATH 337291

PO ECCHOHAIBHOTO U
JTUYHOCTHOTO Pa3BUTHSA,
3aHUMAThCS
caMoo0pazoBaHuEM,
OCO3HAHHO IIAHUPOBAThH
ITOBBIILICHUE
KBaTM(UKAITIH.

e [InaHupoBaHME U OpraHU3ALU
CaMOCTOSITEIIFHOTO 00YYEHHS TIPH OCBOCHUHU
po¢eCcCHOHATBLHOTO MOAYJIS.

OpueHTHpOoBaThCs B
YCJIOBHUSIX YaCTOW CMEHBI
TEXHOJIOTHH B
npo¢eCcCuOHATBHON

e TETbHOCTH.

e AHanM3 MHHOBAIUK B 00J1aCTH
POTPAMMHOTO 00ECIICUCHUS, Pa3BUTHS
OTpaciiu;

® pacuIMpeHHe Kpyro3opa B
npodecCHOHATBHON 1eATEbHOCTH.

[Tpunoxenue 1

KOHKPETHU3ALMA PE3YJIBTATOB OCBOEHHUA IIM

IIK 3.1. - Ucnoaib30BaTh NPOrpaMMHO-aNNapaTHbIE CPeAcTBa 3alUUThl HHGOpManuu B
MHOTOKaHAJbHBIX TeJEKOMMYHHKAIIMOHHBIX CHCTeMAaX, HH(GOPMAaMOHHO-KOMMYHHKAIIMOHHBIX

CEeTHAX CBA3M.

Hmemsv npakmuueckuii onvim:
® BEBIBJIICHUS KAHAJOB YTEYKH
nHpopmanuu;

Bunpl paboT Ha mpakTUKe:
® yCTaHOBKA, HACTPOWKA CIECIHATH3UPOBAHHOTO 000PYIOBAHHUS IO
3amuTe nHpopMaIuu;

[ ]

e ompeierieHUs HEOOXOAUMBIX | ®  BBISABICHHE BO3MOXHBIX aTaK HA aBTOMATH3UPOBAHHBIC CHCTEMEI,
CPEJICTB 3alIUTHI; e paboTa Ha SMYIATOPAX-CUMYIISITOPAX;
e [IpOBE/CHHUS aTTectanuy | ® pabora Ha 000pyIOBAaHUHU OOBEIMHEHHBIX CETEH 0 00ECIICYCHHUIO
00BeKTa; 3alIUTHI UH(OPMAITHH.
e 3amUTHl (IIPOBEPKU YPOBHS
3alIMUILIEHHOCTH);
e pa3paboTKu TIOJIATAKHU
Oe3omacHOCTH  [UILI  OOBEKTa
3aIUTHI,
® YCTaHOBKH, HAaCTPOWKHU
CHeIHNan3UPOBAHHOTO
o0OpyIoBaHUS 1O  3aIIUTE
nHpopmanuu.

Ymems: Temamuka 1adopamopuviX/npaKmuyecKux paoom:
e KJIaCCU(UIIMPOBATH YTPO3bI e AmnHanu3 puCcKOB HH(POPMAITMOHHOW OE30MACHOCTH.
nH(pOpMallOHHON e OOecneueHne WHPOPMAITMOHHON 0€30MaCHOCTH B BEAYIIMX
0e30MacHOCTH; 3apyOeKHBIX CTpaHax.
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® IPOBO/
3aIIHTH

® BBISIBIIC

e ompene
aTax;

e ocy1ieq
1o

UTh BBIOOPKY CpEACTB
[ B COOTBETCTBHU C
HHBIMH YTPO3aMU;
TSITh BO3MOXKHBIE BUJIBI

TBJISITH  MEPONPUSATHS
IIPOBEJIEHUIO

aTTeCTAIMOHHBIX PaboOT;

e pazpa0dy
6e3oma(
® BBHITIOJE

I'ThIBAThH HOJII/ITI/IKy
HOCTH OOBEKTa;
STh pacuer u

YCTaHOBKY

crieruaj
obopyn
MaKCHUM
3alIuI

TU3UPOBAHHOTO

OBaHMUS IS
aTLHOMU

CHHOCTH OOBEKTA.

e lI3ydenune HopMaTUBHO-TIpaBoBO 6a3wr UB.

e Jlocrpoenne  koHIenuu  WHPOPMAIMOHHONW  0€30MacHOCTH
MIPEANPUATHS.

e Aymut nHOOPMAIMOHHON 3aIIUTHI MPEAIPUITHUS.

e Aymut nH(pOpMaIMOHHON 0€30MacHOCTH MPEATIPUITHS.

e Pa3paborka TmMONOXKEHWA O 3alIUTe NEPCOHANBHBIX JIaHHBIX
pabOTHUKOB MPEATIPUATHH.

3namo:
e Ha3HA
KJIaco
TIPHHI
CITEIIK

JeHHE,

npukammro u
19500031 paboThl
[a]TI3UPOBAHHOTO

obopyoBaHus;

e IIpUH]

[TUIIBI ITOCTPOCHU A

HH(bopM;IuHOHHO

KOMMYH
®  BO3M(
HECAHKIIY
JOCTYTIA;
® HOpM
1 3aKOHO

KAIIMOHHBIX CETCH;
SKHBIE CITOCOOBI
[OHUPOBAHHOTO

ATHUBHO-IIPABOBBIC
NaTCIbHBIC aKThI

B O6J1aC1;j[ UH(POPMALIMOHHOM

Oesormac

OCTH.

Ilepeyensb Tem, BkiI4YeHHbIX B MJIK:

Tema 1.1. OcHOBBI HHGOPMALIMOHHOI 0€30MaCHOCTH.

Tema 1.2. IIpaBoBoe obecneueHne HHGHOPMAITMOHHON
bezonacHocTH.

Tema 1.3. OpranuzanmonHoe ooecnieueHre HHGOPMAITMOHHON
0€301MacHOCTH.

CamocTto

siTeIbHAsA padoTa:

1. Odopmnenne B BHIIE KOHCIEKTa OCHOBHBIX PYKOBOJISIINUX
JOKYMEHTOB 00 aBTOMaTU3UPOBAHHBIX CUCTEMAX.

2. Pazpabotka cxembl Kiaccu(UKali aBTOMaTU3UPOBAHHBIX CUCTEM.

3. H3yueHue KOHLENIUHA aBTOMaTU3UPOBAHHON CHCTEMBI.

4. CocraBieHue CXEMEI IIOJICHCTEMA 3alUTEI oT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

5. Odopmienre B BHUIE KOHCIIEKTa OCHOBHBIX  IPH3HAKOB
HECaHKIIMOHUPOBAHHOTO JJOCTYIA K HHPOPMAIIHH.

6. Paspabotka cxemsl [TaponbHOIl ayTeHTHDHUKAIMH.

7. Odopmienne B BHJIE KOHCIIEKTa OCHOBHBIX  TIOJIOKCHHI

O0IIEeMETOMONOTHYECKUX — MPUHIMIIOB  (OPMHUPOBAHUS  TEOPUH

3aILUTBHI.

Cocrapnenue nepevHs 3a7a4 TEOPUH 3alUTHI.

[IpuHOMIIBI TOCTPOEHUS 3AIUTHI B CETSX.

0 00

10. Odbopmiierre B BUJIe KOHCIIEKTa BOMPOCOB, KACAIOIIUXCS TTOHSTHS
CTpaTeruu 3amuThl HHGOPMAIMU U 0COOEHHOCTEN CTPaTErHuecKux
perieHui.

11. IloaroroBka nepeyHst TpeOOBaHUI K cepBUCaM O€30MaCHOCTH.

12. CocraBieHHEe CXE€Mbl OCHOBHBIX  COCTABJISIFOIIMX  TOJUTUKH
0€30MMacHOCTH.

13. OdopmiieHne B BUJIe KOHCIIEKTa OCHOBHBIX MOJIOKEHUH MexaHn3ma

27




ayTeHTH(UKAIIH.

14. PazpaboTka CTPYKTYpBl TIPOIECCOB TEXHOJOTMH YIPaBICHUS
nonacuctemoit 3amutsl OC.

15. IloHsiTHE CUCTEMHOTO aHaIU3a: MUKPOCKOMUYECKOE TTPEACTABICHUE
CUCTEMBI, HepapXUIECKOe MPEICTABICHUE CUCTEMBI.

16. Pa3paboTka kiaccuukammy MOJIEICH 3aIUThI.

17. Obopmnenne B BUIE KOHCIIEKTA OCHOBHBIX TpeOOBaHUU K
CpenctBaM U METOJIaM BBISIBIICHUS KOMITb-IOTEPHBIX BHPYCOB.

18. IloaroroBka apXUTEKTYpHOU MOZETN YTIPABICHUSI JOCTYIIOM.

19. Odpopmnenne B BuUIAE KOHCIEKTa OCHOBHBIX  TOJOXKEHUI
Aytentudukanuu B romeHax Windows.

20. CocraBnenue nepedss craguii CeTeBbIX aTak.

21. Onpenenenue TUMOBOM MOJIEIM CHUCTEMbI aBTOMATHU3HPOBAHHOTO
MIPOEKTUPOBAHMS 3AIUTHI HH(DOPMALIHH.

22. Pa3paboTka Mojenu 3auThl HH(pOpMaIUH.

23. Odopmrnenre B BHUIE KOHCINEKTa OCHOBHBIX  TOJOKEHUI
anmnapaTHBIX CPEJCTB 3alIUThl HHPOPMAIUH.

24. OdopmieHre B BHJE KOHCIEKTAa OCHOBHBIX BHJOB KOHTPOJIS
0€301MacHOCTH.

25. TloaroroBka tutaHa Aymuta. OcdopmieHne B BHIAE KOHCIIEKTa
OCHOBHBIX MOJIO’KEHUN MaTeMaTUYECKOM 3alUThl HHPOPMAIIIH.

26. CocTaBiieHHE MTEPEYHS] METOI0B KOAMPOBAHUS HH(POPMAITUH.

27. Pa3paboTka anropuTMa XeImmupoBaHHUs.

28. IloaroroBka nepeyHsi aHTUBUPYCHBIX TPOTPAMM.

29. Obopmienre B BHIE KOHCIEKTa OCHOBHBIX  TOJOKEHUI
WHXCHEPHO-TEXHIUYECKOH 3aIIUThl HHPOPMAIIHH.

30. CocTaBieHHE XapaKTEPUCTUK MTOJCUCTEM BBOJIA, XPAHEHUS,

perucTpanyy u yuera MHGopMaIum.

IIK 3.2. - [IpuMeHsATH cCHUCTEM

bl AaHAJIN3a 3AIINIIICHHOCTH C HEJIBIO oﬁﬂapymeﬂml YA3BUMOCTHU B

ceTeBoii HHPPaCTPYKTYpe, BbIAABATh PEKOMEHAALNH 110 HX YCTPAHEHHUIO.

Hmems

NpaAKmMuyecKuil Onvim:

® BBISIBJICHUS BO3MOXKHBIX aTak
Ha aBTOMAaTU3UPOBAaHHBIC

CHCTEMBI,

® YCTaHOBKHU U HACTPOWKHU

IPOTPaMMHBIX CPEICTB

3aIIUTHl ABTOMAaTH3HUPOBAHHBIX

CHCTEM U HH(OPMAIIHOHHO-

KOMMYHHKAITHOHHBIX

ceTeilt;

® KOH(UTYpUPOBAHHS

aBTOMATHU3UPOBAHHBIX

cucteM U nH(pOpMaIMOHHO-

KOMMYHHUKAIIMOHHBIX CETEH;

® TIPOBEPKH 3aIIUIICHHOCTH

aBTOMAaTH3UPOBAHHBIX

CHCTEM U HH(OPMAIIMOHHO-

KOMMYHHUKAITHOHHBIX CETEH.

Buowi pabom na npakmuxe:

¢ AIMUHUCTPUPOBAHUE TEICKOMMYHHUKAIMOHHBIX CUCTEM H
MH(OPMAMOHHO-KOMMYHHKAITMOHHBIX CETEH CBSI3U.

e AyreHTH(UKAIUS U HISHTUDUKALNS C UCTIOTH30BAHUEM CETEBBIX
OTIEPAIIMOHHBIX CUCTEM.

e Hactpoiika u konpurypupoBanue VPN-tynneneit L2, [P SEC

L3, 3amumennsie npuinoxenns L4 SSL, SSH.

e AyreHTH(UKANK, aBTOpU3AIUSI U aIMUHUCTPUPOBAHUE ICHCTBUI
MOJIb30BaTENEN.

MeTtosl ayTeHTU()HUKAITNH, UCITOJIB3YIOIIUE TTAPOIIH.
AyteHTH]UKaIUsI HA OCHOBE MHOTOKPATHBIX IMapOJIeH.
AyTeHTH(UKAIUS HA OCHOBE OJHOPA30BBIX MApPOJICH.

Konuenmus 31eKTpoOHHOr0 T0KyMEHTO000poTa.

3ammTa 60a3 1aHHBIX. MeTo bl TpeoOpa3oBaHMs TaHHBIX.

3amuTa KOH(PUIEHIUAIBHOCTH NEPEeJaBAaeMbIX WU XPAHHUMBIX B
MaMSITH TaHHBIX.

[TonTBeprkneHnE TEIIOCTHOCTH U MOAJTUHHOCTU JaHHBIX.
AyTteHTHUKaMs aOOHEHTOB TMpPH BXOAE B CHCTEMY U IIpH
YCTAaHOBJICHUU COCAMHCHHUS.

Ymemn:

e lcnosb30BaTh IporpaMMHbIC
MIPOJTYKTHI, BBISIBIISIONINE
HEIOCTATKU CHCTEM 3allUTHI;

Temamuka nadopamopuvix/npaxmuueckux paoom:
e Mertonsl 3amuThl uHGopmanuu. [ludp npocToii nepecTaHOBKH.

e Mertonup! 3amuTel uHGopmanuu. [ludp Lesaps.
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® [IPOU3BOAUTH

YCTaHOBKY U HACTPOMKY CPENICTB

3alIHTHI,
e KOH(pUTYypHUPOBATH

ABTOMAaTHU3UPOBAHHBIC CUCTEMBI

U MH(OpPMAITMOHHO-
KOMMYHHKAITIOHHBIE CETH B
COOTBETCTBUM C MOJIUTHKOM
UH(POPMALIMOHHOM
0€30IaCHOCTH.

Pe3epBHOE KonMpoBaHue HHDOPMALIHH.

OcHOBHbIE MPU3HAKU MPUCYTCTBUS HAa KOMIBIOTEPE BPEIOHOCHBIX
MIPOrPaAMM.

OrneHka 3auImeHHOCTH HH()OPMAIIUY IO aKYCTHYECKOMY KaHaIy.
OpnHOpa3oBbIie OIIOKHOTHI.

Cerpb Deitmrrensi.

[udpoBanue ¢ OTKPBHITHIM KITIOUOM U 3JIEKTPOHHAS U pOBast
noanuck Ha GPG. Meron mmdpoBaHus ¢ OTKPHITHIM KitouoM RSA.
Hcnonb3oBanue x3m-GpyHkuuit Ha npuMepe MDS. Onenka
YCTOMYHUBOCTHU MAPOJISL KO B3JIOMY.

MexaHu3Mbl KOHTPOJISI LIETOCTHOCTU JaHHBIX.

Texnuueckue  cpeactBa  OOHapyXeHHs,  JIOKAIM3aUUM U
HEUTpaTu3aluy paAuoOU3IydyalonINX CHEeIHaTbHBIX TEXHUYECKHUX
CPEICTB HETJIACHOTO MOTydeHUs: HHPOpMAIUH.

HccnenoBanue 3amuIieHHOCTH OECHPOBOJIHBIX CETEH Iepenadun
JAHHbBIX.

[IporpammHbIEe cpeacTBa aHaidu3a CETEW ¢ KOMMYTallMe MakeToB.
AHanu3 ceteBoro Tpaduka ¢ moMousio nporpamMmbl «Wiresharky.

3uamop:

e MpaBuia MPOBEICHUS
BO3MOXKHBIX ITPOBEPOK;

®  JTambl ONpEeIICHUs

KOH(UICHIIMATEHOCTH

JIOKYMEHTOB O0BEKTA 3aIIHUTHI;
® CTPYKTYPY CHCTEM YCIIOBHOTO

JOCTYTIA ¥ TIPHHIIATT HX
paboTHI;

e BO3MOXKHBIE CIIOCOOBI, MecTa

YCTaHOBKH U HACTPOMKHU
IIPOrPaMMHBIX IIPOAYKTOB.

Ilepeuenv mem, exnwouennvix 6 M/IK:

Tewma 2.1. IIporpamMmmHoO-amnmapaTHbIE CPECTBA 3aIUTH HH()OPMAITUH.
Tema 2.2. AAMUHHUCTPUPOBAHUE TEIEKOMMYHUKAIIMOHHBIX

CHCTeM U HH(OKOMMYHUKALIMOHHBIX CEeTell CBS3H.

CamocrosiTesibHas padora:

Nk WD

A o)

11.
12.
13.
14.

15.

16.

Odopmnenne B MTOJIOKEHUH
Kpunrorpaduu.

Pa3zpaboTka cxembr Mexann3ma apouTpax.

N3zyuenne cTpykTypsl CHMMETPUYHON CUCTEMBI MU (POBAHUSI.
CocrapieHue cxeMbl cepBepa MPUIOKECHHI.

OdopmiieHre B Bue KOHCIEKTa OCHOBHBIX ITOJIOKEHHH mpolecca
TeHEepaluy KITIOYEeH.

[ToaroroBka cxembl AGOHEHTCKOE MU(pPOBAHHE.
Pa3zpabotka cxembr [laketHoe mmdpoBanue.
Pazpabotka cxembl AyTeHTU(UKAIMS JaHHbIX.
Odopmienre B BUIE KOHCIIEKTa OCHOBHBIX
npeacTaBiIeHus andaBuTa B JBOUMYHOM KOJIE.
[ToaroroBka cxembl PYHKIIMOHUPOBAHUS FIEKTPOHHBIX TUIATEKHBIX
CHCTEM.

Odopmienue B Biie KOHCIIEKTa OCHOB KOJIUPOBAHHUS.

Pazpabotka cxembl OmHOHANpaBIEHHBIX XeII-(YHKIUH.
Pa3zpaboTka cxeMbl M(ppPOBaHKS C OTKPBITHIM KIFOYOM.
Odopmienne B Buae KoHcmekTa marepuana mno lludposanuto
METOJIaMHU 3aMEHBI.

Odopmienre B BHAE KOHCIEKTa MaTepuana 00 AOGOHEHTCKOM
mudpoBaHUU.

Pazpabotka cxembl MaTpHU4HOI MEpPECTAaHOBKH.

BUJC KOHCIICKTa  OCHOBHBIX

MOJIOKEHUH
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17.
18.
19.
20.
21.
22.

23.
24.

25.
26.

27.
28.

29.
30.

31.

Odopmiienre B Buie KOHCIIEKTa MaTepyuaa O KpUNTOAHAIU3E.
ITonroroBka k npaktuyeckomy 3aHsATuio «Konuposanue».
Pa3zpabotka cxembl YacToTHOTO aHanmM3a.

PazpaboTka cxeMbl KpUIITOAHATIN3A.

ITonroroska k npaxktudeckoMy 3ansaTuio «lIpocras 3amena».
OdopmieHre B BHJIE KOHCIIEKTAa Marepuajga O KOMIIBIOTEPHOM
mudpoBaHUU.

Odopmiienne B Bue KOHCIIEKTa Marepuaia o ['aMMupoBaHuH.
ITonroroBka K MpakTUYECKOMY 3aHATHIO «lIpOTOKOIBI yrpaBieHus
MapIIpyTU3ALUE.

[ToaroroBka MaTepuana 0 KpUNTOrpaUIeCKux NpoTOKOJax.
[ToaroToBka K MNPaKTUYECKOMY 3aHATHIO «AOCOMIOTHBIA MIUD.
[udpo6a0KHOTY.

[TonroroBka Matepuana o Tabnune Bukenepa.

ITouck m odopmieHne B BHJE KOHCIEKTa MaTEpUANIOB MO TEMeE
«IlepconanbHbIi HIEHTU(PUKALIMOHHBIH HOMEPY.

PazpaboTka cTpyKTypbI TeHEpAIUK KIFOYCH.

Odopmiienne B Buae KOHCIeKkTa Marepuana o CTpyKTYpHOI cxeme
M (POBaHUS C OTKPHITHIM KIIOYOM.

[ToaroroBka K mpakTU4eckoMmy 3aHATHIO (CTaHmapTsl UPpPOBOH
MIOATIMCH.

IIK 3.3. - O0ecnneunBaTh 0e30MacHOe aIMHHHCTPHPOBAHHE TEJICKOMMYHHUKAIMOHHBIX CHCTEM M
HHGOPMALMOHHO-KOMMYHHKANMOHHBIX CceTell CBA3HU.

Hmemo
npaKkmuy4eckuil onvim:

3aIUTEI 0a3 JaHHEIX;
OpraHHM3aluH 3alIUTHI B
Pa3INYHBIX;
OTIEPAIIOHHBIX CHCTEMaX

U cpenax;

mudpoBanus HHGOPMAITUH.

Buowi pabom na npakmuxe:

VYcTaHoBKa, HACTPOIKa CIEUUAIN3UPOBAHHOTO O0OpPYIOBAHUS IO
3amuTe HHPOPMaIIUH.

YcraHoBka M HAcTpolKa MPOrpaMMHBIX
aBTOMATH3UPOBAHHBIX CHCTEM "
KOMMYHHUKAI[HOHHBIX CETEH.
KondurypupoBanue aBTOMaTU3UPOBAHHBIX CHCTEM U
MH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX CETEH

[TpoBepka 3aMIIEHHOCTH aBTOMAaTU3UPOBAHH.BIX CUCTEM U
MH(POPMAIIMOHHO-KOMMYHUKALIMOHHBIX CETEH.

Opranu3anys 3alUThl B Pa3IHYHBIX ONEPAlMOHHBIX CUCTEMAX U
cpenax.
COBOKYITHOCTb
npeoOpa3oBaHMil.
3ammdposanue nHGpopmanuu. Pacimmdposanue napopmammu.
Mudpotekct. Kirou muppoBanus. Xs3mupoBaHHe.

bnounoe mmdposanue. IloTounoe mudpoBaHue.

CPeACTB  3alIUTHI
MH(pOpPMaIMOHHO-

KpUNTOTpapuIecKux

npoueayp U IpaBuil

Ymemes:

BrimonHsaTe TECTHpOBaHKE
CUCTEM C IIeJIbIO
oTpeziesieHus] YPOBHS
3alUIIEHHOCTH;
UCIIOJIb30BaTh IPOrPAMMHBIE

IPOAYKTHI 7S 3aIIUTHI 0a3
JIAaHHBIX;

IMPUMCHAITH
Kpunrorpaduieckue

METO/IbI 3aIUTH HH(OPMAITHH.

Temamuka nadopamopuvix/npaxmuueckux paoom:

[Tponenypa ayTeHTHU(UKAIIUH [TOJIB30BATENS HA OCHOBE MapOJIL.
HccnenoBanne W aIMHUHHCTPUPOBAHUE CPEICTB OOECTICUCHHS
nHpopManmonHoit 6e3omacHoct Microsoft ISA Security Server.
YcranoBka u kKoH(purypupoanue Opanamayspa ISA. Iloctpoenue
VPN-cetu Ha 6aze ISA.

AJTOPUTMBI IPEAYNPEXKICHHS U OOHAPYKEHHUS BUPYCHBIX YTPO3.
Opranu3anus HHXEHEPHO-TEXHUUECKOU 3alTUThl HH()OPMAIIHH.

3name:

Ilepeuenv mem, exnrwouennvix ¢ M/[K:
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e KOH(}UTrypauu

3aIlIMIIaEMBIX CETEH;

®  QITOPUTMBI PAOOTHI

TECTOBBIX MPOTPaAMM;

e COOCTBEHHBIC CPE/ICTBA
3aIUTHI Pa3TMYHBIX
OTIEPAITMOHHBIX CUCTEM U
cpex;

®  CIIOCOOBI U METOBI

mudpoBaHus HHYOPMAITUH.

Tema 2.1. IlporpammHo-anmapaTHble CPEACTBA 3AIUTHI
Nudopmanun.

CamocrosiTesibHas padora:

ok

1.

10.
11.

12.

13.

14.
15.

16.
17.

18.
19.
20.
21.

Cocrasnenue goknana o Crangapre mudposanms ['OCT 28147-89.
[ToaroToBka pedepara mo Teme «AOCOTOTHBINA MUDP».

Cxema «IIpocras 3ameHa».

Cxema «lIpocras 3ameHa ¢ KIH0UOM».

Cxema «Cucrema lle3aps ¢ kinrodom».

Cxema «CHUMBOJIBHOE KOJIUPOBAHUEY.

[MoaroroBka pedeparta mo Teme «OCHOBHBIE TIPOIEAYPHI HU(PPOBOIA
MOJITUCH.

[Toaroroska pedepara no TeMe «KoMmOuHupoBaHHas
KPUIITOCHCTEMAY.

Cxema cuMMeTpUYHOE mu(poBaHUeE.

Brimonaenue pedepara o teme «Kpuntosorusiy.

[ToaroroBka npe3enTanuii no reme «Kpunroanaimsy.

[ToaroroBka pedepara mo TemMe «ACHUMMETPUYHBIE KPUITOCHCTEMBI
Ha 0a3e UIUITUYECKUX KPUBBIX).

IMonroroBka mpe3eHTaUuil MO TeMe «DJEKTPOHHAsA LUpOBas
MOJIITUCH.

MaimrHHOEe KOJIUPOBAHUE.

[ToaroToBka pedepara mo teme «AyTeHTHUKAKSI a0OHEHTOB MPHU
BXO/JI€ B CUCTEMY U IPU YCTAHOBJIEHUU COECTUHEHUS.
AcummeTpuyuHOe mUQpPOBAHKE.

CocraBiieHrue MOKJIala O PAa3BUTUU KPUNTOrpaQUUEecKUX METOJI0B
3aKPBITUS UHPOPMAIIUH.

Poccuiickue cucremsl muppoBaHUsL.

Cxema: AropuT™bl ITU(POBOMA TTOITUCH.

CocraBnenue nokinaga «A3dyka Mopse».

IToaroroBka npe3eHTtanuii no TeMe «Onepanuu ¢ KIro4amm.
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5 cemecTp

Ne 3austusa

Pexomenayemble yueOHbIC H3TaAHUSA

IIM.03. «Ob0ecnieyenue HHPOPMAIMOHHON 0€30MIACHOCTH MHOTOKAHAJIBLHBIX
TeJeKOMMYHHUKALMOHHBIX CHCTEM M CeTeill JJIeKTPOCBI3W»

M/K.03.01. TexHosoruss npuMeHeHHUs MPOrPAMMHO-ANMNAPATHBIX CPEICTB 3AMUThHI
uHGopMaNu¥ B MHOTOKAHAJIbHBIX TEJIEKOMMYHUKAIIMOHHBIX CHCTEMAX M CETHAX

JICKTPOCBA3H.

3ausarue Ne 1

[1] c.c. 6-19; [5] c.c.5-64

3ausatue Ne 2

[1] c.c. 34-37, 44-48; [8] c.c. 21-35, 53-56

3ausarue Ne 3

[1] c.c. 15-22, 30-31

3ausarue Ne 4

[1] c.c. 12-13, 31-33; [2] c.c. 334-344

3anstue Ne 5 [8] c.c. 21-35
3auatue Ne 6 | [6] c.c. 10-29
3anstue Ne 7 [1] c.c. 15-19
3ansitue Ne 8 | [1] c.c. 15-19

3ausatue Ne 9

[4] c.c. 13-22,94-102

Saustue Ne 10

[1] c.c. 26-30; [7] c.c. 76-97

3ansitue Ne 11 | [1] c.c. 15-19

Sanstre Ne 12 | [4] c.c. 11-13, 51-64; [3] c.c. 116-156

3ausarue Ne 13 | [7] c.c. 61-75

Sanrstue Ne 14 | [7] c.c. 9-25;[1] c.c. 44-48; [3] c.c. 244-249, 334-350
3ausarue Ne 15 | [4] c.c. 66-78

3austue Ne 16

[3] c.c. 244-249

3austue Ne 17

[3] c.c. 94-109

3ausarue Ne 18

[7] c.c. 61-73;[8] c.c. 62-86

MJIK 03.02. TexHosoruss npuMeHeHUs] KOMILJIEKCHOM CHCTeMbI 32U THI HHGOpMauu.

3ausarue Ne 1

[6] c.c. 365-403

3ausartue Ne 2

[7] c.c. 334-343

3ausarue Ne 3

[7] c.c. 344-353

3ausarue Ne 4

[7] c.c. 121-141; [8] c.c. 86-94

3ausatue Neo 5

[7] c.c. 353-357

3ausarue Ne 6

[7] c.c. 367-377; [8] c.c. 492-510

3ausatue Ne 7

[8] c.c. 86-90

3ausarue Ne §

[8] c.c. 86-90

3ausatue Ne 9

[8] c.c. 527-530

3ausatue Ne 10

[8] c.c. 527-530

Sausatue Ne 11

[8] c.c. 94-110

Saustue No 12

[8] c.c. 111-123

3ausarue Ne 13

[8] c.c. 111-123

3austue Ne 14

[2] c.c. 257-275

3ausarue Ne 15

[2] c.c. 257-275

3austue Ne 16

[5] c.c. 96-158; [7] c.c. 97-121

3austue Ne 17

[7] c.c. 142-170

3ausarue Ne 18

[7] c.c. 333-353

3austue Ne 19

[8] c.c. 250-270

3ausarue Ne 20 | [8] c.c. 271-288
3anstue Ne 21 | [8] c.c. 492-507
3ausarue Ne 22 | [8] c.c. 441-479
3ansarue Ne 23 | [8] c.c. 407-440
3anstue Ne 24 | [2] c.c. 122-246
3ansarue Ne 25 | [2] c.c. 512-534
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3austue Ne 26

[3] c.c. 253-278

3austue Ne 27

[7] c.c. 142-170

3ausatue Ne 28

[7] c.c. 217-238

3ausatue Ne 29

[7] c.c. 179-192

3austue Ne 30

[2] c.c. 248-277
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