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1. IACIIOPT PABOYEM ITPOT'PAMMBI TPO®ECCHOHAJLHOT'O MOJYJISA
1.1. O06J1acTh NPpUMEHEHHs TPOrPAMMBI

Pabouas mporpamma mnpodeccruoHanbHOro Moayns «ObecrneyeHue HHMPOPMALMOHHOM
0€30MacHOCTH CHCTeM MOOWJIBHOM CBSI3W» (Jajee mporpamMma) sIBJISIETCS YacThbl0 OCHOBHOM
00pa3oBaTeNbHON MPOTPaMMBI: TPOrpaMMBbI IIOATOTOBKHU crienuanucToB cpeanero 3sexa (I1I1ICC3).

ITporpamma B cootrBercTBUU ¢ ®I'OC no cnenuansHoctr CITO 11.02.08 CpencrBa cBsI3H ¢
NOJABH:KHBIMM 00beKTaMu (6a30BOM NOArOTOBKM) CHOCOOCTBYET OCBOEHHUIO BHJA AEATEIbHOCTU:
«Oobecneyenne nHGOPMALMOHHOM 0€30MMACHOCTU CHCTEM MOOMJIbLHOM CBSI3M» U COOTBETCTBYIOIIUX
npodeccronanbHbx komnerenuii (I1K):

IIK 3.1. HMcnonb3oBaTh MpOrpaMMHO-aNIapaTHBIE CPEICTBA 3aIUThl WHGOPMAIMH B CHUCTEMax
MOOUITLHOM CBSI3H.

JIK 3.2. [IpuMeHATh CUCTEMBI aHAM3a 3alMIICHHOCTH JUIsI OOHAPY)KCHUSI YSI3BUMOCTEH B CETEBOM
UHPPACTPYKTYpE, 1aBaTh PEKOMEHIAIMU 110 UX YCTPAHEHUIO.

1K 3.3. OGecneunBath 0€30MacCHOE AIMUHUCTPUPOBAHUE CETECH BEIIAHMUS.

Omna siBiisieTcst euHON 171st BeeX hopm oOyuenust. Paboyast mporpamma CoAep>KUT TeMaTUYECKUN
mIaH W  CIOY)KUT OCHOBOM Juisi  pa3paboOTKM  KOHTPOJBHO-OleHOYHBIX  cpeAacTB  (KOC)
po¢eCCHOHATHLHOTO MOIYJIS.

[Tporpamma npoecCHOHaTBEHOTO MOAYJIS MOXKET ObITh HCIIOJIb30BAHA:

. B JIOTIOJIHUTEILHOM TPO(hecCHOHAIBHOM 00pa30BaHUU U MPO(HECCHOHAIBHOM MOATOTOBKE B
00JacTH TeIEKOMMYHUKAIIMHI MPU HAJTMYUU CPEIHEro (MOJHOTO) 00IIero 00pa3oBaHus, OMBIT PAOOTHI
He TpeOyeTcs;

o IIPU OpPTaHU3AIMH KYpCOB IMOBBIIICHUS KBaJU(UKAIUN U TMEPEIOATOTOBKE paOOTHUKOB CBSI3U
MIPU HATMYKUUA TPO(PECCHOHATIBHOTO 00pa30BaHUsI.

1.2. Heau u 3axa4u MOAYJisl — TPeOOBAHMS K pe3yJibTaTaM OCBOEHHSI MOTYJIS:

C 1menpl0 OBNAJEGHUS  YKa3aHHBIM  BHJIOM  JESATEIBHOCTH W COOTBETCTBYIOLIMMHU
poeCCHOHATHLHBIMU KOMITETCHIIUSIMU O0YUYAIOIIUNCS B X0JI¢ OCBOCHUS TPOPECCHOHATLHOTO MOTYJIS
JIOJKEH:

HMeTh MPAKTUYECKHI OMbIT:
® BBHISIBJIICHUS KAaHAJIOB YTEUKU HH(OPMAIIHH;
OIpeJIeNIeHUs] HEOOXOTUMBIX CPEJICTB 3aIUTHI;
MIPOBE/ICHUS aTTECTAllUU 00bEKTa 3aIIUTHI (TIPOBEPKU YPOBHS 3aAIIUIIIEHHOCTH);
pa3paboTKH MOTUTHKU OE30MAaCHOCTH IS 00bEKTa 3alTUTHI;
YCTaHOBKH, HACTPOWKH CHEIMATHU3UPOBAHHOTO 000pYI0OBaHUS 10 3alUTe HHPOPMALINY;
BBISIBJICHHSI BOSMOXKHBIX aTaK Ha aBTOMATU3HPOBAHHBIC CUCTEMBI;
YCTaHOBKM M HACTPOWKM TPOTPAMMHBIX CPEJICTB 3alIUTHl aBTOMATH3MPOBAHHBIX CHUCTEM W
UH(POPMAIMOHHO-KOMMYHHUKAITMOHHBIX CETEHH;
® KOH(QUTYPUPOBAHUS aBTOMATHU3WPOBAHHBIX CUCTEM U HH(OPMAIIMOHHO-KOMMYHHKAI[MOHHBIX
ceTeit;
® TMPOBEPKM  3AlIMIIEHHOCTH  aBTOMATU3MPOBAaHHBIX  CHCTEM W WH(POPMAIMOHHO-
KOMMYHHKAITHOHHBIX CETEH;
® 3alIUTHI 0a3 TaHHBIX;
e OpraHM3allf¥ 3aIIUTHI B PA3JIMYHBIX OMEPAIIMOHHBIX CUCTEMAX U Cpeaax;
e mudpoBaHus HHPOPMALINH;
yMeThb:
® KJIACCH(PHUIMPOBATH YIPO3bl HHPOPMALMOHHON OE3011aCHOCTH;
MPOBOJIUTH BEIOOPKY CPEICTB 3aIUTHI B COOTBETCTBUU C BHISIBIEHHBIMHU YTPO3aMU;
OTIpEeEISATH BO3MOXKHBIE BU/IBI aTaK;
OCYILIECTBISATH MEPOIIPUATHUS TI0 TIPOBEJICHUIO ATTECTAIIMOHHBIX paboT;
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pa3pabaTrhIBaTh MOJTUTHKY OE30MACHOCTH O0BEKTA,

BBITIOJTHATh PacueT W YCTAHOBKY CIICIIHATU3UPOBAHHOTO OOOPYIOBAHMS I MaKCUMAIbHOM
3alUIIEHHOCTH 00BEKTA;

HCITIOJIBb30BaATh HpOI‘paMMHBIe HpO,Z[yKTI:I, BbIABJIAIOIINEC HEAOCTATKHM CUCTEM 3allIUThI,
IIPOU3BOJUTH YCTAHOBKY U HACTPOMKY CPEICTB 3aLUTHI,

KOHq)I/II‘ypI/IpOBaTB aBTOMaTI/IBI/IpOBaHHBIe CUCTCMBI U I/IH(bOpMaI_[I/IOHHO-KOMMYHI/IKaI_[I/IOHHBIe
CETH B COOTBETCTBHUH C MOJIUTUKON MH(OPMAITMOHHON 6€30I1aCHOCTH;

BBITIOJTHATH TECTUPOBAHHUE CUCTEM C IEJIBIO ONPEICICHHS YPOBHS 3aIUIIICHHOCTH;
MCIIOJIb30BaTh MTPOrPAMMHBIC ITPOTYKTHI IS 3alTUTHI 023 JTaHHBIX;

MPUMEHATH KPUNTOrpaprueCKUe METOIbI 3aIUTHI HH(POPMAIIUH;

3HATb:

KaHaJIbl yTeYKU HH(OpMaLINY;

Ha3Ha4YeHHe, KJIacCU(UKALNIO U TPUHIIUIIBI paOOTHI CIIEHUATU3UPOBAHHOTO 000PYI0BAHMUS;
MPUHLIMIIBI TOCTPOEHUSI THPOPMAITMOHHO-KOMMYHUKAIIMOHHBIX ceTei

BO3MOKHBIE CTIOCOOBI HECAHKIIMOHUPOBAHHOTO JI0CTYIIA;

3aKOHO/ATEeNIbHBIE M HOPMAaTHBHBIE TPAaBOBBIC AaKThl B 00JaCTH  HMHGOPMAIIMOHHOM
0e30IMacHOCTH;

IpaBUJIA IPOBEICHHS BO3MOXKHBIX ITPOBEPOK;

3TaIbl ONpeAeIeHUs] KOHPUICHIINATLHOCTH JOKYMEHTOB OOBEKTa 3allHThI;
TEXHOJIOTUHU TPUMEHEHUSI TPOTPAMMHBIX IPOYKTOB;

3Tambl ONpeAeIeHUs KOHPHUICHINATLHOCTH TOKYMEHTOB 00BEKTa 3aIUTHI;
BO3MOJKHBIE CITOCOOBI, MECTa YCTAHOBKH U HACTPOWKH MPOTPAMMHBIX ITPOTYKTOB;
KOH(HUTypayy 3aIUIAeMbIX CEeTeH;

AJITOPUTMBI PA0OTHI TECTOBBIX MPOTPaAMM;

CpeZACTBa 3aIIUTHI PA3IMYHBIX ONEPALMOHHBIX CUCTEM U CPEL;

CIOCOOBI M METO/IbI MK (POBaHUS HHPOPMAITUH.

1.3. Kosim4ecTBO 4aCOB HA OCBOEHME NMPOTrPAMMBbI JUCUHUIIJIMHBI:

Bcero — 198 yacoB, B TOM uncie:

00s13aTeIbHON ayTUTOPHOHN yueOHOM Harpy3ku oOydatomerocs — 150 yacos;
yueOHO U TPOU3BOJCTBEHHON MPAaKTHKU— 36 + 18 vaca
CaMOCTOSITENIbHON paboThl o0ydaromierocss — 48 yacoB



2. PE3YJIBTATBI OCBOEHUSA TPO®ECCHUOHAJBHOI'O MOAYJIA

Pe3ynpraTroM OCBOEHUS TPOrpaMMbl MPOPECCHOHATHHOTO MOIYIS SIBISETCS OBIIAJICHHE
oOydJaronuMucs BUIOM AesaTelbHOCTH «O0ecnedyeHne MH(OPMALMOHHOI 0e30MAaCHOCTH CHCTEM
MOOHJIBLHOI CBA3W», B TOM urclie mpodeccruonanbHbiMu (I1K) u 06mumu (OK) koMmeTeHITUsAMU:

Kon HaumeHoBaHue pe3yjibTaTa 00yuyeHUust

OK 1. [lonnmarh CyIIHOCTH M COLMANbHYIO 3HAUYMMOCTh CBOEH Oyayuieil mpodeccuu,
IIPOSIBJISATH K HEW YCTOWYMBBIN HHTEPEC

OK 2. OpraHu3oBbIBaTh COOCTBEHHYIO JESTENbHOCTb, BHIOMpAaTh THUIOBBIE METOABI U
CIIOCOOBI BBIMOJIHEHHSI MPO(ECCUOHANBHBIX 3a/1a4, OLEHUBATh UX 3(P(PEKTUBHOCTh U
Ka4yeCTBO

OK 3. IIpuHUMaTh pelieHus B CTAaHJAPTHBIX U HECTAHAAPTHBIX CUTYyalUsAX U HECTHU 3a HUX
OTBETCTBEHHOCTh

OK 4. OcymecTBiaTh TOWUCK MW HUCHONb30BaHWE WH(OpMammu, HEOOXOAUMON st

3(PEeKTUBHOTO BBITTOHEHHUSI MPO(ECCUOHATBHBIX 3a/1a4d, MPOGEeCcCHOHATHHOTO H
JIMYHOCTHOI'O PA3BUTHA

OK 5. Hcnons3oBath MH(OPMaIIMOHHO-KOMMYHHUKAIIUOHHBIE TEXHOJIOTHH B
pohecCHOHABHOM IeSTEeIbHOCTH

OK 6. PaGorate B KOUIeKTHBE W KoMaHzae, 3(PGEKTHBHO O0OMATHCS C KOJIJICTaMH,
PYKOBOJICTBOM, OTPEOUTEISIMU

OK 7. Bbpates Ha cebsi OTBETCTBEHHOCTHh 3a pPabOTy WICHOB KOMAaHBI (IIOAYMHEHHBIX),
pe3yNbTaT BHINOJIHEHUS 3a1laHul

OK 8. CaMoOCTOATENbHO  ONpEeAeNsaTh 3aJaud  NPOPECCHOHATBHOTO M JUYHOCTHOTO
pa3BUTHA, 3aHUMAThCA CaMOOOpPa3OBaHHWEM, OCO3HAHHO IUIAHUPOBATH MOBBILICHHE
KBTU(DUKAITAH

OK 9. OpueHTHpOBaTbCS B YCJIOBHUSIX YacCTOM CMEHBI TEXHOJIOTMH B MpodeccCHOHaIbHOU
NEeSATEIbHOCTH

K 3.1. 1K 3.1. Mcnonps3oBaTh NporpaMMHO-annapaTHble CPeiCTBA 3alUThI HH(OpMalUY B
CUCTeMax MOOMJIBHOU CBSI3H

[IK 3.2. [TpuMeHsTh cucTEeMBl aHaIKM3a 3aIUILEHHOCTH 111 OOHApYKEHUS YI3BUMOCTEN B
ceTeBoi HH(MPACTPYKTYpE, TaBaTh PEKOMEH AN 110 UX YCTPAHCHHUIO

[IK 3.3. ObecneunBaTh Oe30MacHOE AIMUHUCTPUPOBAHNE CETEH BEIaHUS




3. CTPYKTYPA U COAEP KAHUE INTPO®PECCUOHAJIBHOT'O MOAYJIA
3.1. TemaTndeckwuii muaH npodeccuoHanbHOro Moyl «OoecneyeHue HHGOPMANMOHHOH 0€30NMACHOCTH CUCTEM MOOWIBLHOI CBS3H

O0bem BpeMeHH, OTBeICHHbIH HA OCBOCHHUE

IIpakTuka
MEKINCHUIIIMHAPHOT0 Kypca (KYpcoB)
O0s3aTeIbHAsA Ay IMTOPHAS CamocrosiTesbHA
yeOHasi Harpy3Ka s1 paboTa
Bcer y Py p IIpousBoacrBeHHa
Kon R o0yuawuierocst o0yuyarierocst a
nmpompecCuoHaIb HauMenoBanus a3aejioB B T.4. B T.4. B T.4.
po p % 4aco K > | YueOna (mo npoduiro
HBIX npo¢eccuoHATIBLHOT0 MOYJIsI J1adopaTopH | KypcoBa KypcoBa *
. B o, CIEeNNAJIBLHOCTH),
KOMNETEeHIHH Bcero | bie padoThI 1 | | *
NMPaKTHYECK adora Beero, adora Hacon
) Y p gacos | P 4acoB
4acoB | HWe 3aHATHSA, | (POEKT (mpoexT
4acoB ), ),
4acoB 4acoB
IIK 3.1-3.2 Pazpnen IIM 1. TexnoJsiorus 54 36 14 18 -
NpUMeHeHHs MPOrPaMMHO-
anmapaTHbIX CPeACTB 3aIUThI
uHgopmauum B
TeJIeKOMMYHUKAIIMOHHBIX
CHCTEMAX U CeTSX JIeKTPOCBA3U
IIK 3.2- 3.3 Pa3nen IIM 2. TexHosiorus 126 60 34 30 36
NPUMEHEHHs KOMILJIEKCHOM
CHCTEeMbI 3a1IUTHI HH(popManun
IIK 3.1, IIK 3.2, | IIpon3BoACTBeHHAsI IPAKTHKA, (110 18 18
IIK 3.3 NPOPUITI0 CIENHATBHOCTH), YACOB
Beero: [ 198 [ 96 | 48 | - | 48 [ - 36 18




3.2. Coagepxanne 00yyeHus 1o npodeccuoHaibHOMy MoayJaw «OodecnedeHue HHGOPMANUMOHHON 0€30MTACHOCTH CUCTEM MOOMJIBHOM CBS3W)

HaumeHoBaHue pa3ieioB

npodeccuoHaIBLHOT0 MOYJIA Conep:xxanue y4eOHOIro MaTepuaJa, JadopaTopHbie padoThl U MPAKTHYECKHE 3aHATHSA, O0bem | YpoBeHb
(IIM), MesKkIuCHUIITHHAPHBIX caMoCTosITeIbHAs padoTa 00y4yaommXxcs, KypcoBasi padoT (poeKT) 4acoB OCBOCHUSA
kypcoB (M/IK) u Tem
1 2 3 4
Pa3znen IIM 1. TexHosorus 54

NpUMeHeHHUs] TPOrPaMMHO-
anmapaTHbIX CPeICTB 3alIUThI
uHpopMauMn B
TeJIeKOMMYHUKAIHOHHBIX
CHCTEMAX U CeTHAX IeKTPOCBA3HU

MK 03.01 Texnoaorus 54—
NpUMEHEeHHUs MPOrpaMMHO- 5121;;1!{
alnapaTHbIX CPEACTB 3aLIUTHI 184.CP

uH(pOpMALUM B cUCTEMAax
MOOMJIbHOM CBSA3M

Tema 1.1. OcHOBBI Conepxanue 8

uHpopmanonHoi 6ezonacHocty | 1 | 3ausTue Ne 1. [lonsaTie nH(OPMANHOHHOI §€30MACHOCTH 1
12 (8+44.JI113) 1. [TonsiTne nHpOpMAITMOHHOM 0€30MMaCHOCTH, XapaKTEPUCTUKA €€ COCTABIISIOINX.

2. Mecto uH(popManmoHHONH 0€30IMaCHOCTH B CHCTEME HAIMOHAIBHON 0e30MacHOCTH.

KoHnenryanabHas MOJI€Nb 3aLIUThI HH()OPMALHH.

3. [Ipobnembl nHPOPMAIMOHHON OE30MAaCHOCTH B chepe TEIEKOMMYHHUKAINA: 00bEKTHI

3alUThI; BUJIbI 3aIIUThI; CUCTEMBI 3aLIUTHI HH()OPMALIHH.

2 | 3anaTue Ne 2. Knaceuduxauus yrpos Ub 1
1. Knaccudpukanmst wu  aHamu3  yrpo3  MHQOpMAnMoOHHON  Oe30macHOCTH B
TCIICKOMMYHUKAITUOHHBIX CUCTCMAX.

2. Bupl ys3sumocTi nHGopmaiyu 1 Gopmbl ee MposiBICHUS.

3 | 3ansaTue Ne 3. 3ammmaemblie HHPOPMAIIMOHHbIE AKTHBBI 2
1. [Tonsitne o KoHpUACHIMANHHOU WHPOpMauK (TpUdbI, 3aKOH O TOCYAapPCTBEHHOM
TailiHe, 3aKOH O JUYHOU TallHe, 3aKOH O KOMMEpPYECKOM TaliHe).

2. KareropupoBanue napopmMaiuu.




4 | 3ansaTue Ne 4. OcHOBHbIE NPUHIUNBI MOCTPOEHUSI CUCTEM 3AIMT HH(OPMALMHU

I. YpoBHH  WHPOPMAIIMOHHON  0E30MacHOCTH  —  3aKOHOJATEIILHO-TIPABOBOM,
aAMUHUCTPATUBHO-OPraHU3aLMOHHBIHI, IPOrPaMMHO-TEXHUYECKU .

2. [TpuHIMIBI TOCTPOCHUSI CUCTEM 3aIIUTHI MH()OPMAIIHH.

IIpakTnyeckue 3aHATHS

1.1.1 | 3ansaTue Ne 5. AHanu3 pruckoB HH(POPMALIMOHHOM 6€3011acCHOCTH

1.1.2 | 3ansaTue Ne 6. ObecrieueHre HHPOPMAIIMOHHOM 0€30MaCHOCTH B BEAYIIUX 3apyOeKHBIX
CTpaHax

Tema 1.2. IlpaBoBoe obecnieuenue | Conep:kaHue

uH(popManoHHo# O6ezonacHocTy | 1 | 3ausTue Ne 7. HopMaTHBHO-IPAaBOBAasi paMKa 0TPACIH 3aIUTHI HHPOPMAHT
12 (8+44.JI113) 1. Nudopmarnus kak 00bEKT mpasa.

2. HopmatuBHO-1IpaBoBbIe OCHOBBI HH(OPMAIIMOHHOM Oe30macHocTH B PO.

2 | 3anaTue Ne 8. HopmaTuBHO-paBoBasi paMKa 0TPac/H 3alUUTHI HHPOPMALUH
1. KoHCTUTYITMOHHBIE TapaHTUHU TMpaB TpaxaaH B o0mactTd WHOOPMAITMOHHOM
0€30MacCHOCTH.
2. [TonsiTre 1 BUIBI 3aTUIIaeMON WH(OPMAITUK 110 3aKOHOIATENHCTBY PD.

3 | 3ansaTue Ne 9. 3amuTa rocygapcrBeHHoii Taiinbl. KaTeropupoBanue uHpopmManuu
1. CucremMa 3alIUThl TOCYJAPCTBEHHON TalHBbI.
2. IIpaBoBOM PEKUM 3aLIUTHI TOCYAAPCTBEHHOM TAlHBI.

4 | 3ansatue Ne 10. Cranaapruzanus nH(POPMALMOHHOMH 06e30IaCHOCTH
1. JIuueH3upoBaHue U cepTU(HUKAIMS B 00IaCTH 3aIUTHl HH(POPMAITUH.
2. Cranmapruzanus ”HOOPMAITMOHHONW 0€301TaCHOCTH.

IIpakTHYecKHe 3aHATHSA

1.1.3 | 3anusitue Ne 11. M3ydyenne HopMaTUBHO-TIpaBoBOi 6a3er b

1.1.4 | 3auaTne Ne 12. IloctpoeHne KOHIENIUN WHPOPMANMOHHOW OE30MACHOCTH

e PUATHS
Tema 1.3 OpranuzannoHHoe Coaepxanue
obecneuenre HHGOpMauMOoHHON | 1 | 3amsirme Ne 13. IloHsiTHE NOJIMTHKH 0€301ACHOCTH
0e30MmacHOCTH 1. CymtHoCTh ¥ cepbl ACHCTBUS OpraHU3aIMOHHON 3aIUTHl HH(OPMAITUH.
12 (6+64.JI113) 2. MexanusMmsbl o0ecrieyeHus HH(POPMAIIMOHHOI 0€301MacHOCTH.
3. Pa3zpaboTka monuTrkyu 6€30MacHOCTH.
2 | 3anaTue Ne 14. Anau3 yrpo3 HH(pOpMALHOHHON (6e301acHOCTH
1. [IpoBenenne aHanM3a yrpo3 M pacdera pUCKOB B o0macTd WH(OpMAIMOHHON
0€30MaCHOCTH.




2. Br160p MexaHN3MOB | CpeJICTB obecreueHus] HHGHOPMAITMOHHONW 0€301TacCHOCTH.
3. Monenu 3amThl HHPOPMAIIMOHHBIX CUCTEM.

3 | 3anaTue Ne 15. OpranuszanuoHHoe odecneyenue HHGOPMAIUOHHOH 0€30MACHOCTH
1. [IpaBwua opranu3anuu padoT Mo Apa3aeieHrui 3aUThl HHPOPMAIIHH.
2. Pa3zpaboTka HHCTpYKIIHiA 110 pabOTE CO CPEACTBAMU 3AIIUTHI.
3. Opranuzanus paboThl NEpcoHaNa ¢ KOH(pUASHIMATHHON HH(OpMAITHEH.

IIpakTHyecKkue 3aHSITHS

1.1.5 | 3ansaTue Ne 16. Aynut nnpopMaoHHON 0€30IacHOCTH MPEATIPUITHS

1.1.6 | 3anstue Ne 17. Pa3paboTka MOJOXKEHWH O 3alUTEe TEPCOHAIBHBIX JaHHBIX
paOOTHUKOB NPEANPUATUN

1.1.7 | 3anustue Ne 18. PazpaboTka moauTuku 0€301MaCHOCTH TIPEATPUITHS

CamocrosiTesbHast paboTa npu u3ydenuu pasaena [IM

20X NNk WD —

O(bOpMJIeHI/Ie B BUJIC KOHCIICKTAa OCHOBHBIX pyKOBOI[HH_II/IX ,Z[OKYMGHTOB 06 aBTOMaTI/ISI/IpOBaHHBIX cucreMax.
PazpaboTtka cxembl KJlacCH(PHUKAIIUN aBTOMATU3UPOBAHHBIX CHCTEM.
N3ydeHune KOHIENIUY aBTOMAaTU3UPOBAHHON CUCTEMBI.
COCTaBHeHI/Ie CXEMBI 1oaAcucTeMa 3allmuThl OT HGC&HKI_[I/IOHI/IpOBaHHOI‘O I[OCTyrIa.
OdopmiieHne B BUie KOHCIIEKTa OCHOBHBIX IPU3HAKOB HECAHKLIMOHUPOBAHHOT'O I0CTYIA K WH(POPMAIIHH.
Pa3zpabotka cxemsl [laponsHoit ayTeHTH)UKAINH.
OdopmiieHne B BUJIE KOHCIIEKTa OCHOBHBIX MOJI0KEHUM 00IIEMETO0JIOTMYECKUX MMPUHIIUIIOB (POPMUPOBAHUS TEOPUN 3AIIHTHI.
CocraBnenue nepevHs 3a71a4 TCOPUH 3alTUThI.
HpI/IHLII/IHI:I HOCTpOGHI/I}I 3alIUTHI B CCTAX

. Odopmiienne B BHJAE KOHCIIEKTa BOMPOCOB, KACAIOMIMXCS MOHATHS CTPATErMM 3aIIUThl MH(MOPMALUM U OCOOCHHOCTEH

CTPATETUYECKUX PELICHUM.

. IToarotoBka nepeuns TpeOOBaHUil K cepBrcaM O€30MaCHOCTH.

. CocTaBiieHHEe CXeMbl OCHOBHBIX COCTABJISIOUINX MOJUTUKN OE30MaCHOCTH.

. Odopmiienne B Bujie KOHCIIEKTa OCHOBHBIX MOJIOXKEHUH MexaHu3Ma ayTeHTH(PHUKALINN.

. Pa3zpaboTka cTpyKTypbI IPOILIECCOB TEXHOJIOTHH YIIpaBiIeHUs moacucTemMoit 3amutsl OC.

. [loHsiTHE cHCTEMHOTO aHaIKM3a: MUKPOCKOIIMYECKOE MPEICTABICHHE CUCTEMBI, HEPAPXUUECKOE MPEACTABICHUE CUCTEMBI.
. Pazpabotka knaccudukanum Moaenei 3aiuThl.

. OdopmiieHne B Bujie KOHCIIEKTa OCHOBHBIX TpeOoBaHuUil kK CpeacTBaM M METO1aM BBISIBICHUS! KOMITBIOTEPHBIX BUPYCOB.
. IlogroroBka apXxuTEeKTYpHOU MOJENH Y IIPABICHUS JOCTYIIOM.

. OpopmreHue B BUIe KOHCIIEKTa OCHOBHBIX MOJIOKeHHH AyTreHTudukanuu B tomeHax Windows.

. CocraBnenue nepeuns craauii CeTeBbIX aTax.

. Onpeznenenne TUMOBOM MOJIENIM CHCTEMbI aBTOMAaTH3UPOBAHHOTO MPOESKTUPOBAHUS 3aIIUTH HH(DOPMAIHH.

. PazpaGoTka Mozienu 3aimThl HHGOPMAIIHH.

18
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23. OdopmiieHue B BUIE KOHCIIEKTa OCHOBHBIX MOJIOKEHUN aIllapaTHBIX CPEACTB 3alUThl HHPOPMAIIHH.

24. OopmiieHne B BUJIE KOHCIIEKTa OCHOBHBIX BHJIOB KOHTPOJISI 6€30MaCHOCTH.

25. IloaroToBka mnana Ayaura. OpopmieHue B BUJIe KOHCIIEKTa OCHOBHBIX IMOJI0KEHUH MaTeMaTHIEeCKOU 3alUThl MHPOpPMAIIUH.
26. CocTaBneHue nepeyHst MeToJ0B KOAUPOBAaHUS HH(DOPMAITHH.

27. Pa3paboTka anropuTMa XemupoBaHusI.

28. IloaroroBka nepevHsi aHTUBUPYCHBIX TPOIPAMM.

29. OdopmiieHre B BHJIE KOHCIIEKTa OCHOBHBIX IOJIOKEHUH WHKEHEPHO-TEXHUYECKOH 3aIUThl HHPOPMALIUH.
30. Pa3paboTKa CXeMBbI 3aIIUTHl OTICPAIIMOHHON CUCTEMBI.

31. OdopmiieHre B Buje KOHCIIEKTa OCHOBHBIX BUJIOB MMOTEHIIMAILHO OMACHBIX MPOTpamMm

TemaTnka 1TOMAaIIHUX 3aJaHUA

CocraBnenue A0KJIaga 0 KpUTEPUsIX 3allUThl HH)OPMALIUH.

[ToaroToBka pedepara nmo TeMe «JIMHEIHHAS CTPYKTYypa 3alUThl HHGOPMAITII.

Cxema «Knacchl 3a1IUThl aBTOMATU3UPOBAHHBIX CUCTEM.

Cxema «HopMaTuBHO-IIpaBOBOE PETyIMPOBAHUE 3ALIUTHI HH(OOPMALIUNY.

[MonroroBka npe3enranuii mo reme «HecaHKIIMOHUPOBAHHBIN TOCTYI K HH(OPMAIII.

IToaroroBka noknana «Mojaens 3amuThl Kitapka-Bunconay.

Cxema «MICTOYHHK HECAHKIIMOHUPOBAHHOTO JIOCTYTa K HH(POPMALIUN».

CocraBnenue noknana «Mogaenb 3anuThl banna-Jla [Tagynsn.

. IloaroroBka npe3eHTanuii «3ammra onepauoHHol cucteMbl Windowsy.

10. IToarororka pedeparta «CTaHaapThl 6€30MACHOCTH

11. Cxema «BBoj, XpaHeHue U y4eT HHPOPMALIUN».

12. TToaroroBka pedepara «Pe3epBHOE KOITUPOBAHUEY.

13. ToxroroBka npe3eHTtanuii «IIporpaMMbl BOCCTaHOBIICHHS HH(OPMAIII.

14. Cxema «Aygu».

15. CocraBnenue noknana «IIpoTOKOIbI 3aLIUIIEHHBIX KAHAJIOB

16. MexceteBoe 3xpaHupoBanue «PuiabTparus Tpapuka.

17. IloaroroBka npe3eHtauuii «MaTpuiua JocTymnay.

18. Cxema «ApxuTekTypa cpeactB 6e3onacHocTH [PSecy.

19. Tloaroroska pedepara «Cpexncrsa 3amutsl CYBJ] Oracley.

20. CocraBnenue noknana «ObecrnedeHrne KOHPUICHINATHHOCTU U LIETIOCTHOCTH AJIEKTPOHHBIX TOKYMEHTOBY.

21. IToaroroBka mpe3eHTAIMil «AyTeHTH(DHUKAINS, aBTOPU3AINS K aIMUHUCTPUPOBAHUE ACHCTBUH TTOJIb30BATEIICH.
22. TloaroroBka pedepata «JloMeH 6€30MaCHOCTH.

00N LR W~

Pa3zgen IIM 2. TexnoJiorus
NMPUMEHEHHUs] KOMILJIEKCHOM
CHCTEMBbI 321U THI HHGOPMAITUH

126=
90+36

11




MK 03.02 TexHoJjorus
NMPUMEHEHHUs] KOMILJIEKCHOM
CHCTEeMBbI 321U THI HHPOPMAITUH

90=
26+
344, JI113
+30u.
CP

Tema 2.1 IIporpamMmmHo-
anmaparHble CpeACTBa 3aIUThI
uHpOopMaIu
30 (12+184.JII13)

Conepxanue

1

3ansaTue Ne 1. 3amura ungopmannu B TKC

1. WNndpopmannonnas 6e30MaCHOCTh B TEICKOMMYHHKAIIMOHHBIX M HWH(OpPMaIMOHHO-
KOMMYHHUKAI[UOHHBIX CETSX.

2. OcHosuble HanpaBieHus 31 B TKC.

Sausarue Ne 2. 3amumennocts TKC

1. CTpyKTypHBIE CXEMBI CUCTEM 3aIlUThl MH(MOPMAIIUN B THUIOBBIX WH(OPMAIIMOHHBIX
cHCTEMax.

2. HOKaBaTeHI/I 3allIUIIICHHOCTHU TGJIGKOMMyHI/IKaI_II/IOHHBIX CUCTEM.

3ansaTue Ne 3. Ayaut 3ammmenHocta TKC

1. CepBuchl, o0ecrieunBaroIme MH(POPMALMOHHYIO 0€301acHOCTb B
TEJIEeKOMMYHUKAIIMOHHBIX CUCTEMAaX U  CETAX BEIlaHUs.

2. Orpannyenue GU3NIECKOTO TOCTYIA K aBTOMAaTH3UPOBAHHBIM CUCTEMaM.

3. Nnentudukanus u ayrTeHTUGUKAIUS TT0JIb30BATEIICH.

4. OrpanudeHue J0CTyIa B CUCTEMY; pa3rpaHUYEHHE JOCTYIa.

5. Peructparus coObiTuii (ayaur).

3ansTue Ne 4. OcHoBbI KpunTOrpaguu

1. Kpunrorpaguueckass 3ammuTa; KOHTPOJb LEJIOCTHOCTH; YIPABICHUE IOJIUTHKAMH
0€30MacHOCTH; YHUUYTOKEHUE OCTAaTOYHON MH(OpPMALNK; Pe3epBUPOBAHNE JAHHBIX; CETEBAas
3alUTa; 3alIMTa OT YTEUKH U IepexBaTa HH(OPMAIMH IO TEXHUYECKUM KaHallaM.

2. IToxcucremsl OE30IMACHOCTH.

3anstue Ne 5. Bpenonocnoe I10

1. TunoBble yJalleHHbIE CETEBbIE aTaKH U UX XapaKTepUCTHUKA.
2. KomMmiproTepHble BUPYCHI U 3alllUTa OT HUX.

3. AHTUBHPYCHBIE TPOTPAMMBI 1 KOMILICKCHI.

3ansatue Ne 6. 3amura ot Bpegonocuoro IO

1. [TocTpoenne cucrteM aHTHUBHUPYCHOM 3alIUThl TEIEKOMMYHUKAIMOHHBIX CHCTEM H
CETEH.

2. [Tporpammuoe obecrnieuenus 1151 60psObI ¢ BpeoHOCHBIM [10.

12

JlabopaTopHbie padoThl
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2.2.1 | 3ansaTue Ne 7. Meroasr 3amutsl nHGopmaruu. [Hudp npoctoii nepecTaHOBKH

2.2.2 | 3ansaTue Ne 8. Metons! 3amutel nHGopmanuu. [udp Lezaps

2.2.3 | 3ansaTue Ne 9. PezepBHoe konupoBaHue nHGOpMaIuu

2.2.4 | 3anaTue Ne 10. OcHOBHBIE NpPU3HAKU NPUCYTCTBHUS HAa KOMIBIOTEPE BPEJOHOCHBIX
IPOrpaMm

2.2.5 | 3ansaTue Ne 11. OnHopa3oBble OJIOKHOTHI

2.2.6 | 3anaTue Ne 12. Cetp Deiicrens

2.2.7 | 3anatne Ne 13. IlludpoBanue ¢ OTKPBHITHIM KIIOYOM W JJICKTPOHHAs IUdpOBas
noanuchk Ha GPG. Meron mmdpoBaHus ¢ OTKPHITEIM KiIr04oM RSA

2.2.8 | 3ansaTue Ne 14. OrneHka 3anuIIeHHOCTH HHPOPMAIIUH 110 aKYCTHIECKOMY KaHaTy

2.2.9 | 3ansaTue Ne 15. OneHka 3alMIEeHHOCTH HH(GOPMAIIMK 1O AJIEKTPOMarHUTHOMY KaHally

Tema 2.2 Conep:kanue 14
AJIMUHHCTPUPOBAHUE 1 | 3ansaTue Ne 16. TexHO10rMH 3aIMTHI JTAHHBIX
TEJIEeKOMMYHUKAIIMOHHBIX 1. TexHonoruu 3amuThl JaHHBIX.
CUCTEM U CeTeH 2. [Mpunuuner  kpunrorpadguyeckoi 3ammThl WHPOpMANMKU (CUMMETPUYHBIE U

CBA3HUN
30 (14+164.JI113)

aCHMMETPHUYHBIC  aITOPUTMBI  MM(POBaHMSA, DICKTPOHHAas [U(pPOBas  IOJIIKCE,
creraHorpadus).

2 | 3ansaTue Ne 17. AyrenTuduramnus
I. Paznuunbie TEXHONMOTHH ayTeHTU(DUKAITIH.
2. TexHOoI0rnM 3amThl MEXKCETEBOrO0 OOMEHA TaHHBIX.
3. TexHonorust odoecriedeHrsi 6e30MaCHOCTH CETEBBIX OMEPAIIMOHHBIX CHCTEM.
4. OCHOBBI TEXHOJIOTMU BUPTYaJIbHBIX 3aIMIICHHBIX ceTeil VPN.
3 | 3ansaTue Ne 18. TexHoJsioruu ooHapy:KeHUsI BTOP:KeHH i
I. TexHonorust oOHAPYKEHHsI BTOPKCHHUM (aHATN3 3alIUIICHHOCTH U OOHApYXCHHS
CETEBBIX aTakK).
2. TpeGoBaHwMsI 1O 3alIUTE OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA
3. Texuuueckue cpenctBa obecneueHUs] O€30MaCHOCTH  TEIEKOMMYHUKAMOHHBIX

CHUCTEM CeTeH BENIaHU
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4 | 3ansaTue Ne 19. 3amura KOpNOpPaTUBHBIX ceTei

1. MHoroypoBHeBasi 3alluTa KOPIOPATUBHBIX ceTeil. Pexxum (yHKIMOHMpOBaHUS
MEKCETEBBIX PKPAHOB U MX OCHOBHBIE KOMIIOHEHTHI. Mapupyruzaropsl. [1I1r0361 ceTeBoro
YpOBHsI. YCHIICHHAs ayTeHTU(PHUKAIIHS.

2. OCHOBHBIE CXEMBI CETEBOM 3alllUTHI Ha 0a3e MEXKCETEBBIX dKpaHOB. [IpuMeHeHmnE
MEXCETEBBIX JKpPaHOB I OpraHu3allid BHUPTYaJbHBIX KOPIOPATHBHBIX  CETEM.
[IporpaMMHble MeTOABI 3alIUTHl HWH(OpPMALMU. 3allUTa KOMIIBIOTEPHBIX CHUCTEM OT
yIaJEHHBIX aTak uyepe3 ceThb Intrnet.

5 | 3ansTue Ne 20. 3amuTa KOPNOPATUBHBIX ceTel

1. Knaccudukanus crnocoboB 3ammTbl UHPOPMALUU B KOMITBIOTEPHBIX CETSX.
[TonsiTne pazpymaromEero MporpaMMHOIO  BO3ACHCTBHS. Mojenu B3auMOJEHCTBUSA
MIPUKJIATHON POTPaMMBbI U IIPOrPAMMHON 3aKIIAKH.

2. Mertonpl mepexBara W HaBsA3bIBaHUS HHPOpManuh. MeToapl  BHEAPCHHS
MIPOrpaMMHBIX 3aKJIAJO0K.

6 | 3ansaTue Ne 21. IlonsiTHe KOMNIBIOTEPHOT0 BUPYyCa

1. KomnbroTepHbsle BHpPYChl Kak OCOOBIM Kiacc pa3pylIaoiuX MPOrpaMMHBIX
BO3JICUCTBUSL.
2. 3amuTa OT pa3pyllarlUX IPOrpaMMHBIX BO3/IEHCTBUM.
3. AHTUBHpYCHAsS 3aIlUTA B CETAX.
4. [ToHsATHE M30IMPOBAHHON POIPAMMHON CPEBI.
5. Pexomenmamu no 3ammre napopmanuu Internet.

7 | 3ansaTue Ne 22. Opranusanus 3alIUThI KOPNOPATHBHON HH(pOpManuu
1. Opranun3annoHHble TpeOoBaHUS K cuctemMaM uHbopmarronHon 3amutel UC.
2. TpeboBanust mo obecriedeHn0 WH(GOPMAIMOHHON O€30MacHOCTH K ammapaTHBIM
CpeACTBaM M NIPOrpaMMHOMY O0OECIIEUEHHUIO.
3. TpeboBanusi TO TNPUMEHEHHIO CIOCOOOB, METOJOB U CPEJACTB  3aIIUTHI
nHpopMaIuu.
4. TpeboBaHust K JOKYMEHTHPOBAaHHIO COOBITUM B CHCTEME U  BBIABICHHIO
HECaHKIIMOHMPOBAHHOTO JOCTYIIA.
S. Opranmsanus ayaura uHpopMmaunoHHoi Oe3omacHoctn MC u mpeanpusitus B
L[EJIOM.

JlabopaTopHbie padoThl

2.2.10 | 3ansTue Ne 23. Bunapl u kondurypupoBanus VPN-TyHHenen

2.2.11 | 3anatue Ne 24. TexHuueckue CpencTBa OOHAPYXKEHHSA, JIOKAIM3ALUU H
HeHTpan3aluy pagron3IydalolX CHeIUAIbHbBIX TEXHUYECKHX CPEICTB HETJIaCHOIO
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noJiydeHus nHdopmaluu

2.2.12

3ansatue Ne 25. MccrnenoBaHue 3alMINEHHOCTH OECIPOBOAHBIX CETEH mepenadu
JaHHBIX

2213

3anaTue Ne 26. IIporpammHble cpencTBa aHaiau3a ceTedl ¢ KOMMYTallMEW IakKeTOB.
AHanu3 ceteBoro Tpaduka ¢ moMomslo nporpaMmbl « Wiresharky

2.14

3anstue Ne 27. [Ipouenypa ayreHTH(QHUKAIMK TOJIH30BATENS HA OCHOBE MapoJIst

2.2.15

3austue Ne 28. YcranoBka u koHpurypupoBanue Opanamayspa ISA. IloctpoeHue
VPN-cetu Ha 6aze ISA

2.2.16

3ansaTue Ne 29. Anroput™Msl IpeaynpexaeHusi 1 00HapyKEHUs! BUPYCHBIX YIpo3

2.2.17

3anstue Ne 30. Opranuzanusi HHKECHEPHO-TEXHUYECKOM 3alTUThl HHPOPMaITUH

CamocrosiTesbHast paboTa npu u3ydenuu pasaena [IM

XN B W=

Odopmrenue B BUie KOHCIIEKTa OCHOBHBIX MOJOXKEHUI Kpunrorpapuu.

Pazpabotka cxembl Mexanuszma apouTpax.

Nzyuenune ctpykTypbl CUMMETPUYHOMN CUCTEMBI MU (DpOBaHUS.

CocraBieHue cXeMbl cepBepa MPUI0KECHUH.

OdopmiieHne B BUJIe KOHCIIEKTa OCHOBHBIX ITOJIOKEHUM MTPpOIIecca reHepaIiiy KIIFOUe.

[ToaroroBka cxembl AGOHEHTCKOE MU(pPOBAHHE.

Pa3zpabotka cxembr [laketHoe mmdpoBanue.

Pazpabotka cxembl AyTeHTU(DUKAIMSIIAHHBIX .

Odopmienue B BUJie KOHCIIEKTa OCHOBHBIX MOJIOXKEHHH MpeacTaBieHus aiaBuTa B JBOMUHOM KOJIE .

10. IToaroroBka cxembl (yHKIIMOHUPOBAHUS SJIEKTPOHHBIX TUIATEKHBIX CUCTEM.

11. Odopmnenue B BUIe KOHCIIEKTa OCHOB KOJIUPOBAHUSI.

12. Pa3zpaboTka cxembl. OTHOHAIIPABICHHBIX XEUI-(DYHKITHIA.

13. Pa3zpaboTka cxembl H(PPOBAHUS C OTKPHITHIM KITFOYOM.

14. Opopminenue B Bue KoHcIekTa Marepuaia o llnppoBanuio MeToiaMu 3aMEHBI.
15. Odopmnenue B BUie KOHCIIEKTa MaTepraiia 00 AOOHEHTCKOM MU(DPOBAHUH.

16. Pa3zpaboTka cxembl MaTpuuHOW IEpECTaHOBKH.

17. OpopmieHune B BUIe KOHCIIEKTa MaTepralia O KPUIITOAHAIH3E.

18. IToaroroBka k npaktuueckoMy 3aHsaTuio «Koguposanue».

19. Pa3zpaboTka cxembl YacTOTHOTO aHaAIM3a.

20. Pa3zpaboTka cXxeMbl KpUIITOAHAIH3A.

21. IToaroroBka Kk mpakTudeckoMy 3ansaTuio «IIpocras 3amena.

22. Odopmienne B Buae KOHCIeKTa Marepuaia o KommeiorepHoM mm@poBaHuu.

23. OdopmiieHre B BHIe KOHCIIEKTa MaTeprayia 0 I'aMMHpOBaHHH.

24. IloaroToBKa K NpakTUYeCKOMY 3aHATHIO «IIpOTOKOJIBI yIIpaBiIeHHs] MAPIIPYTU3ALUEY.
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15




25. TlogroroBka maTepuaiia 0 KpunTorpadhuyecKux mpoToKoIax.

26. IloarotoBka K NpakTH4ecKoMy 3aHATHIO «AOcomoTHbIN mudp. HuppodbaokHOT.

27. TlogroroBka matepuaina o Tabmauie Bukenepa.

28. Ilouck u oopmiieHUE B BUJIE KOHCIIEKTa MaTepHalioB 1o Teme «llepcoHanbHbIi ASHTU(UKAITMOHHBIA HOMEP»
29. Pa3zpaboTka CTPYKTYpBbI T€HEPAIMH KIFOUYCH.

30. Odopmiuenue B Buae KOHCIIEKTa Marepruana o CTpyKTypHOH cxeMe MUu(GPOBAHUS ¢ OTKPBITHIM KIFOYOM.

XN kW=

TemaTnka ToOMAIIHUX 3aXaHUNI
Cocrasnenue noknaga o Cranaapre mudposanus [OCT 28147-89
[TonroroBka pedepara mo Teme «AOCOTOTHBIN TUDPH.
Cxema «lIpocras 3ameHa.
Cxema «IIpocras 3ameHa ¢ KIII0UOM».
Cxema «Cucrtema Lle3aps ¢ KI1rouom».
Cxema «CHMBOJIBHOE KOJUPOBAHUE.
[Toaroroska pedepara o reme «OCHOBHBIE TPOLIETYPHI ITUGPOBOM MOIMTUCH.
[ToaroroBka pedepara no reme «KoMOMHUPOBAaHHAS KPUIITOCUCTEMAY.
Cxema cuMMeTpUYHOE MU (pOBaHUE.

. Bemomnnenue pedepara mo reme «Kpunromorus.
. [loaroroBka npe3enramuii mo TeMe «Kpunroanaausy.

. IlonroroBka pedepara mo Teme «ACUMMETPUYHBIC KPUTITOCUCTEMBI Ha 0a3€ UMM TUIECKUX KPUBBIX).

. [loaroToBka npe3eHTanuii mo TeMe «INEKTpOoHHAs ITU(POBas MOAIKCH.

. MammHHOE KOJIUPOBAHHUE.

. IlonroroBka pedepata no Teme «AyreHTrudukaiys aDOHEHTOB IPU BXOJI€ B CUCTEMY U MPU YCTAHOBJIEHUU COCTUHEHUS.
. AcummerpuuHoe mudpoBaHue.

. CocraBiieHre A0KIaaa O pa3BUTHH KPUMITOTPAPUUECKUX METOIOB 3aKPBITUSI MHGOPMAITUU

. Poccuiickue cuctemsr mmdpoBaHus.

. Cxema: Anroput™bl LU(GPOBOI MOIIHCH.

. CocraBnenue noknaga «A3z0yka Mopsey.

. Ilonroroska npe3eHTauuii no reMe «Onepanuy ¢ KIoyamMm.

YueOHas Buasbl pador:

NpaKkTHkKa TexHUYECKHE CPEICTBA 3aIUTH HHPOPMAIINH B KaHalIaX BemaHus (4acth 1)

TexHUYECKHE CPEICTBA 3aIUTHI MHQOpMAIMK B KaHajax Bemlanus (4acth 2)

JlmarHocTrka CEeTEBbIX MOAKIIOUECHUN C TTOMOIIBIO BCTPOCHHBIX YTHUJIUT ONEPAIMOHHON CUCTEMBI (4acTh 1)

JlnarHocTHKa CeTEeBBIX MOAKIIOYECHUN C ITOMOIIBIO BCTPOCHHBIX YTHIIUT OMEPAIIMOHHON CUCTEMBI (4acTh 2)

N[ B W[N|—

Microsoft Windows (uacts 1)
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6 | Microsoft Windows (dacts 2)

7 | Onpenenenue cpenHero ko3dduumenta 3arpy3kd AYIUIEKCHOTO KaHajla Iepefgaud Ha peanbHoW cetu Fast
Ethernet ¢ momorpio makeTHOro aHanu3aropa (4acth 1)

8 | Ompenenenne cpenHero ko3 (uIMEHTa 3arpy3Kd AYIUICKCHOTO KaHala Hepefayd Ha peaidbHOM ceru Fast
Ethernet ¢ momoIpi0 MakeTHOrO aHaIU3aTopa (4acTh 2)

9 | Wireshark: Briaenenne KiroueBBIX KaJpoB, COXpaHEHUE JTAHHBIX 3aXBara, IPOCMOTP KajJpa B OTIEIBHOM OKHE,
neyaTh (Jactp 1)

10 | Wireshark: BbIeneHne KIIOYEBBIX KaJIpoB, COXpaHEHUE JaHHBIX 3aXBaTa, IPOCMOTP Kajpa B OTACILHOM OKHE,
neyarh (4actp 2)

11 | Wireshark: ananu3 nporokona Ethernet

12 | Wireshark: ananu3 nporokona ARP

13 | Wireshark: ananus npotokosna [P

14 | Wireshark: ananu3 nporokona ICMP

15 | Wireshark: ananus npotokona TCP (uacts 1)

16 | Wireshark: ananus nporokona TCP (wacte 2)

17 | PaboTa Ha 000pyHOBaHNN O0OBETMHEHHBIX CETEH 1O 00ECIIeYeHHUO 3aMThl HH(popMaluu (Jactp 1)

18 | PaboTa Ha 000pyHOBaHNN O0OBETMHEHHBIX CETEH 1O 00ECIIEYEHUO AU Thl HH(pOopMaluu (JacTp 2)

Ipoussoacreen | Buabl padoT: 18
Hasl pAKTHKRA | ] | YVcraHOBKA, HACTPOMKA CIIEIMAIM3HPOBAHHOTO 000PYI0BAHUS 10 3aIlIUTE HHPOPMAIMH
cégz;ﬁoﬁﬁfn) 2 | BbIsBIeHHE BO3MOKHBIX aTaK Ha aBTOMATHU3UPOBAHHBIE CHCTEMBI
3 | YcTaHOBKa M HACTpOWKa MPOTPAMMHBIX CPEACTB 3aIUTHl aBTOMATU3WPOBAHHBIX CHCTEM M WH(OPMAIMOHHO-
KOMMYHHKAITMOHHBIX CETeH

4 | KondurypupoBaHue aBTOMaTH3UPOBAHHBIX CUCTEM U HH()OPMAIMOHHO-KOMMYHHKAIIHOHHBIX CETEeH

5 | IIpoBepka 3amUIIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM U HH()OPMAITMOHHO-KOMMYHHUKAIIHOHHBIX CETEeH

6 | Opranu3aiyy 3alIUThl B Pa3JIYHBIX ONEPALMOHHBIX CHCTEMax U cpesiax

7 | AIMHHHCTPHUPOBAaHUE TEICKOMMYHUKAITMOHHBIX CUCTEM U HH()OPMAITMOHHO-KOMMYHHKAIIHOHHBIX CETEH CBSI3U

8 | Hactpoiika u kondurypupoanue VPN-tynneneit L2, IP SEC L3, sammmennsie npunoxkenust L4 SSL, SSH

9 | AyreHTudukanys 1 UACHTUDHUKAIHS C UCIIOJIF30BAaHHEM CETEBBIX ONEPAIMOHHBIX CHCTEM

Bcero 198

JIJist XapaKTepUCTUKH YPOBHS OCBOCHHS Y4€OHOTO MaTepralia UCIIONB3YIOTCS CIeAYIOIUe 0003HAYCHIS:

1. — 0O3HAKOMHUTENHHBIN (Y3HaBaHUE PaHEE U3YUYCHHBIX OOBEKTOB, CBOMCTB);

2. — penpOoAYKTUBHBIN (BBIOIHEHHE ACATEIBHOCTH 110 00pa3ily, HHCTPYKLUHU WU IO/ PYKOBOJCTBOM)

3. — IPOAYKTHBHBIN (TUTAHUPOBAHKE U CAMOCTOSTEIIHLHOE BBHITIOJHEHHE JICATEIILHOCTH, PEIICHUE TPOOJIEMHBIX 3a1a4
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4. YCJIOBUMS PEAJIM3ALIMU ITPOTI'PAMMBbI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA

4.14.1. TpeGoBaHusA K MUHMMAJHLHOMY MATEPUAJIbHO-TEXHNYECKOMY 00eCIeYeHnI0:
Peanmaum{ nporpamMmmbl MOAYJIA MNPCANOJIaracT HAJIUYUC: Ka6I/IHeTa TGOpGTH‘-IGCKOfI IIOATOTOBKHN
kaOuHeTa obmenpodeccuoHaIbHbBIX TUCIUIUINH, KaOUHEeTa 0€30MacHOCTH CUCTEM B HH(GOPMAITMOHHO-
KOMMYHUKAIITUOHHBIX ceTen CBA3U, Ka6I/IHeTa MaTEMaTH4YCCKUX IMPUHIUITIOB MOCTPOCHUA
KOMITBIOTEPHBIX CeTel; 1abopatopun nHOOPMAITMOHHOW 0€301MacHOCTH

O6opynoBanue yueOHbIX KAONHETOB:

- IOCa/I0YHbIE MECTA MO KOJUYECTBY 00yUaIOLIUXCs,

- pabouee MecTO IpernoiaBaTes,

- IeYaTHBIE/NEKTPOHHBIE IEMOHCTPALIMOHHBIE TTOCOOUS,

- INJAKTUYECKUE MaTEepHUabl.

Texnuveckue cpeacTBa 00y4eHUs:

- KOMIIBIOTEP, JIMLIEH3MOHHOE MPOrPAMMHOE OOECIIEUEHHE;
- MyJIbTUMEIUWHBIN IIPOEKTOP;

- MyJIbTUMEIUNHBIE CPENCTBA.

OobopynoBanue jadoparopuu HHPOPMANMOHHON 0€30IIACHOCTH:
- MOCA/IOYHBIE MECTA MO KOJIUYECTBY 00 yUaIOIIUXCS;
- pabodee MeCTO IIPeToIaBaTes;
- IEYaTHBIE/INEKTPOHHBIE IEMOHCTPAIIMOHHBIE TIOCOOUSI.

J11s1 BBITOSTHEHUS TA00OPATOPHBIX U MPAKTHYECKUX Pa00T HEOOXOIUMO UMETH 000PYy10BaHMeE:

O0benuuennbix cereir (Cisco umu ap.), cereét gocryma (ETTH, ADSL, Wi Fi wu np),
BO3MOKHOCTh KOH(PHUTYpAIIMU U aJIMUHUCTPUPOBAHUS CETEBBIX OTEPAIMOHHBIX CHUCTEM, MEXKCETEBbIC
skpanbl, onepanuoHHbsie cucteMbl WINDOWS, LINUX, UNIX, NOVELL u np., aHTUBUPYCHBIE
MIPOTrpaMMbl, KPUIITOAJITOPUTMBI, 000PYIOBAHHE CHCTEM YCJIOBHOTO JIOCTYTIA.

Peanu3arust mporpaMmMbl MOIYJIS TIPEATIONATaeT 00sI3aTENbHYIO YUYEOHYIO U TIPOU3BOJICTBEHHYIO
MPaKTUKY, KOTOPAasi MPOBOAUTCS KOHIIEHTPUPOBAHHO MTOCJIE OCBOEHHUS BCETO MOTYJISI

4.2. MadopmanmnoHHoe odecnevyeHne 00y4eHusl.
Ilepeyens pexomMeHayemMbIX Yy4eOHbIX u3AaHul, VWHTepHeT-pecypcoB, JAONOJHHUTEIbHOMN
JIUTEPATyphl.

OcHOBHbIE HICTOYHHUKH:

1. bapanora, E.K. Undpopmanmonnas 6e3omacHOCTh M 3amuTa uHPOpManuu: ydeOHOE mocoome/
E.K.bapanosa, A.B.ba6am. — 3-e u3z., nepepab. u non. — M.: PUOP: UTHOPA-M, 2017.

2. byzos, I'.A. 3ammuTa nHGOpMaIIUA OTPAHUICHHOTO JOCTYIA OT YTE€YKH IO TEXHHUYECKUM KaHaJlaMm:
yuebHoe ocobue st By30B/I.A.By30B. - M.: 'opsiaas nunaus-Tenexom, 2014.

3. BacunbkoB, A.B. be3omacHocTh 1 ynpaBieHHE JOCTYIIOM B HH()OPMAIMOHHBIX CHCTEMaX: yaeOHOe
nocooue st CIT1O /A.B.Bacunskos, M. A.Bacunbkos. - M.: DOPYM, 2017.

4. 3mepema, B.II. Yuactue B maHMpOBaHWM W OpraHU3alMud PabOT MO OOECIEeYEHUIO 3aIUThI
uHpopmanuu: yueOHuK qia crya. yupexna. CIIO/ B.IIL. 3eepeBa, A.B. Hazapos. — M.: KYPC:
NHOPA-M, 2017.

5. WmeitHoB, B.fl. OcHOBHBIE TIONOXKEHUST WH(DOPMALIMOHHONW 0€30MacHOCTH: yuyeOHOe Mmocodue s
cryn. yapexa. CI1O /B.A.UmeitnoB, M.B.Menatynss. - M.: ®opym: UHOPA-M, 2015.

6. Ilapteika, T.JI. Madopmanmonnas 06e30macHOCTh: ydeOHOe mocobue mnst cryd. yupexna. CIIO
/T.JL.ITapteika, U.N.ITomos. - M.: ®opym, 2017.

7. Ianbrun, B.®. MudopmanumonHas 0e30MacCHOCTh KOMIBIOTEPHBIX CHUCTEM M CeTed: ydeOHoe
nocobue s ctyn. yupexa. CI1O. - M.: DOPYM: UHOPA-M, 2017.
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http://www.rektor.ru/katalog/products/shkolnye-uchebnye-kabinety-klassy/klass-matematiki/pechatnye-materialy/pechatnye-posobija-demonstracionnye
http://www.rektor.ru/katalog/products/shkolnye-uchebnye-kabinety-klassy/klass-matematiki/pechatnye-materialy/pechatnye-posobija-demonstracionnye

8.

[Hanerun, B.®. KommuiekcHas 3ammra MHQOpPMAIMUM B KOPIOPATUBHBIX CHUCTEMax: ydeOHOe
nocodue. - M.: DOPYM: UH®OPA-M, 2017.

I[OIIOJIHP[TCJILHLIC HCTOYHUKMU:

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Aytentudukarus. Teopus u mpakTHKa oOecrieueHus: 6e30MacHOTo JA0CTyNa K WHGOPMAIMOHHBIM
pecypcam: yuebHOe mocobue st By30B / A.A. Adanacees, JI.T.BenenoeB, A.A.BopoHmos [u np.].
— M.: Topsiuas nunus—Tenexom, 2012.

Bbapanoga, E. K. OcHoBbI HH(DOpMaTHKH U 3aUTHl HHGOpManun: yaeoHoe mocodwue. - M.:PUOP :
NHOPA-M, 2017.

bamer, T1. H. Uadopmarmonnas 6e3omacHocTs u 3anuTa nHdopmaruu: yaeonuk / I1. H. bamisr,
A. B. ba6am, E. K. Bapanosa. - M.: PUOP, 2013.

benos, E.b. OcHoBbl nHbOpMarmonHoi Oe3onacHOCTH: yueOHoe mocooue st By30B/E.b.benos,
B.I1.JIock, P.B.Memepskos, A.A.lllenynanos. - M.: I'opsuas nunus-Tenexkom, 2011.

lNamarenko, B.A. OcHoBbl nHpOpMannonHoi 6e3omacHoctr/ B.A. TI'amatenko. - M.: MHTEpHET-
VYuusepcurer Uadopmarnmonnsix Texnonoruit (MHTYUT), 2016.

I'pummna, H.B. Nadopmarmonnas 6e30macHOCTh npeanpusatust: yaeonoe nocooue/H.B.I'pummna.
- 2-e u3n., pom. - M.: ®opym: UHOPA-M, 2017.

Hessann, [I.H. Mopenn 06e€301MacHOCTH KOMITBIOTEPHBIX CHCTEM. YTIPABJICHHE OCTYIIOM U
MH(POPMAIIMOHHBIMH NTOTOKaMH. - M.: ['opsiuas nunus-Tenexkom, 2013.

NymkuH, A.B. AnmapatHple U MpOrpaMMHbBIE CPECTBA 3alIUTHl HHPOpMaIUK: yueOHOe TTocodue /
A.B.lymxkun, A.Konbuos, A.KpaBuenko. - Boponex: Hayunas xaura, 2016.

Kapmanosckuii,  H.C. Oprann3anioHHO-TIPABOBOE W METOJAMYECKOe  OOecreueHue
nHpopManMoHHOH Ge3omacHocTH: yuebHoe nocobue/ H.C. Kapmanosckuii, O.B. Muxainuyenko,
H.H. ITpoxoxes. - CII6.: Yausepcuter UTMO, 2016.

Kpemep, A.C. O6ecneueHne WHPOPMAIIMOHHON  0O€30MACHOCTH TpPH  WCHOJIB30BAaHUU
TEeJIEKOMMYHHUKAITMOHHOTO 00opynoBanus: ydebHoe mocobme/A.C. Kpemep. - M.: MockoBckuii
TEXHUYECKUI YHUBEPCUTET CBSA3M U MHPopmaTuku, 2009.

Metoael u cpeactBa oOecredeHHs MPOrpaMMHO-AIMapaTHON 3alluThl MH(OPMALUW: HAy4YHO-
texHndyeckoe m3ganue/ A.M. Acraiikun [u nap.]. - Capos: Poccuiickuii eaepanbHblil saepHBINA
uentp — BHUNUDO®, 2015.

MonnosstH, A.A. IIpoTokonbl ayTeHTH(QUKAIIMK C HYJIEBBIM paslIalliecHueM CeKpeTa
/A.A.MonnossH, JI.H.Monnossn, A.b.Jleuna. - CII0.: Yausepcurer UTMO, 2016.

[Terpenko, C.A. IlonuTuku 6e30MacHOCTH KOMIAHUU Tpu padbote B MHTepHET [DeKTpOHHBIH
pecypc]/ C.A.Ilerpenko, B.A.Kyp6aros. - Caparos: [Ipodo6pazosanue, 2017.

IMpockypur, B.I'. 3ammra B ONEpalMOHHBIX CHUCTeMax: ydeOHOoe TmocoOue  Aus
By30B/B.I".Ilpockypun. - M.: I'opsiuas muans-Tenekom, 2014.

CasenbeB AWM. Kommenrtapuii k ®PenepanbHoMy 3akoHy oT 27 wumionst 2006 r. Nel49-03 «O6
nHpopManuy, HWHPOPMAIMOHHBIX TEXHOJIOTHSAX | 3amuTe HWHpopManuu» (MOCTaTeHHBIN)/
A.M.CasenbeB. - M.: Cratyr, 2015.

Ckpunnauk, J[.A. O0mue Bompockl TexHudeckon 3ammThl uHbopmaruu/ . A.CkpunHuk. - M.:
Wutepner-Yuusepcurer Mudopmarmonnsix Texnonoruit (MHTYUT), 2016.

Cwmonenckuii, M.b. Undopmanmonnoe npapo: yueOonnk/ M.b.Cmonenckuii, M.B.Anekceesa. -
PoctoB-Ha-/lony: ®enuke, 2015.

Coxkonos B.I1. KonupoBanue B cuctemax 3amuthl nHpopmaruu: ydyeonoe nmocooue/ B.I1.Cokoios,
H.I1.TapacoBa. - M.: MOCKOBCKHI TEXHUUECKUH YHHUBEPCUTET CBsI3U U nH(popmaTuku, 2016.
Texaudeckue cpeacTBa W METOABI 3alMThl HHPopManuu: ydeOHoe mocodue /A.Il.3aiines,
A.A lllenynanos, P.B.Memepskos u ap. — M.: T'opsuas JIunus—Tenexom, 2012.

[Manprun, B.®. 3amura komnbioTepHoi nHPopManuu. DPpdheKTHBHBIE METOIBI U cpeacTtBa/ B.O.
[Hanbrun. - Caparos: [Ipodobpazosanue, 2017.

[Manprun, B.®. Madopmanronnas Oe3omacHocTh M 3amurta uHpopMmaruu/ B.®. Hlanbrun. -
Caparos: [Ipodobpazosanue, 2017.
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22.

Menyxun, O. . O6Hapy»)eHne BTOP>KEHUI B KOMIBIOTEPHBIE CETH (CETEBBIE aHOMAIINN): YUeOHOE
nocobue mis By30B/O. W.lllenyxun, [. XK. Cakanema, A. C. ®ununoBa. - M.: ['opsiuast TuHUS-
Tenexom, 2013.

OTeyecTBeHHBbIE )KYPHAJIBI:

DAl

Anroput™m 0€301acHOCTH
3amura uapopmanuu Inside
Nudopmannonnas 6€301macHOCTh
IlepBas muiiss — Last mile
DIIEKTPOCBA3b

HNuTepHeT-pecypces:

1.

2.

10.

11.
12.

13.

14.

15.

16.

17.

18.

19.

MunkomcBsi3zb Poccun  [DnekTpoHHBIM pecypc]: oduiuManbHbIl calWT. - Pexum moctyma:
http://www.minsvyaz.ru/, CBOOOIHBIH.

®denepanpHoe areHTCTBO cB3M (POCCBs3b) [DNeKTpOHHBIN pecypc]: odUIUaIbHBIN CallT. - Pexum
nocryma: http://www.rossvyaz.ru/, cBOOOHBIH.

Comnews. HoBoctu tenekoMMmyHukanui, Bemanus u UT [DnekTpoHHBIN pecypc]: exemnHeBHAs
WutepHer-razera. - Pexxum pocryna: http://www.comnews.ru/, cBOOOIHBIN.

Connect! Mwup cBsI3u [DJIEKTpOHHBIM pecypc|: ceTeBoil KypHaln. - Pexum pocryna:
http://www.connect.ru/, CBOOOHBIH.

CRN: UT-6u3nec [DnekTpoHHBIN pecypc]: ceTeBoe nHpOopMaImoHHOe u3aanue. - Pexxum mnocryma:
http://www.crn.ru/, cBOOOIHBIIA.

Mobile Review [DnexTpoHHBI pecypc]: mopTan MOOWJIBHBIX TEXHOJIOTHH. - Pexxum mocryna:
http://www.mobile-review.com/, cBOOOIHBIIA.

PC-magazine [DnexTpoHHBIH pecypc]: callT xkypHana. - Pexum mocrtyma: http:// www.pcmag.ru/,
CBOOO/THBIM.

I'TT Temekom [DneKTpoHHBIH pecypc|: odunumanbHbIA  cailt. - Pexum  gocryma:
http://www.gptelecom.ru/, cBoOOIHBIIA.

NHTepHeT-yHUBEpCUTET MHPOPMANMOHHBIX TexHojorui - MaTynt (HamumonampHBIH OTKPBITHINA
YHUBEPCUTET. bezomacHocTh [DneKTpOHHBIH pecypc]. - Pexum JOCTyMa:
https://www.intuit.ru/studies/courses?service=0&option_id=9&service path=1 /, cBo60HBI1.
KoMmoHeHThl M TeXHOJOTMU [DNEKTPOHHBIM pecypc|: cereBoil xkypHai. - Pexum pgocryna:
http://www .kit-e.ru/, cBOOO HBIH.

OTKpBITBIE CUCTEMBI [ DIEKTPOHHBIN pecypc]. - Pexxum nocrtyna: http://www.osp.ru/, cBOOOIHBIIA.

Caiir xomnanuu Cisco [DnekTpoHHBIM pecypc]. - Pexum mocryma: http://www.cisco.ru/,
CBOOO/THBIH.
Caiir xommanuu D-Link [Dnextponnsnii pecypc]. - Pexum pocryma: http://www.dlink.ru/,
CBOOO/THBIH.
Cetn u cucteMbl CBSI3M [DJIEKTPOHHBIM pecypc]: apxuB KypHaia. - Pexum pocryna:

http://www.ccc.ru/, cBOOOIHBIH.

Cucremsbl yrpaBlieHUs, CBS3HM U OE30MACHOCTH [DJIEKTPOHHBIM pecypc|: CeTeBOW 3JIEKTPOHHBIN
KypHai. - Pexxum nocryna: http://sccs.intelgr.com/, cBOOOIHBIH.

CoBpemeHHbIE  TeleKOMMYHUKaluu  Poccun [OnexTpoHHbId  pecypc]: OTpacyeBoOn
MH(POPMALMOHHO-aHAIUTHYECKUH OHJIalH-KypHal. - Pexxum nocryna: http://www.telecomru.ru/,
CBOOO/HBII.

CotoBHK.py [DnekTpoHHBIH pecypc]: HHPOPMANMOHHO-aHATUTUYECKOE AareHTCTBO. - Pexum
nocryna: http://www.sotovik.ru, cBOOOTHBIH.

Onexkrponnass Poccusi [DnekTpoHHBI pecypc]: MHPOpPMAaLMOHHBIM calfT. - Pexxum pocryma:
http://www.elrussia.ru/, cBOOOIHBIH.

OneKTpocBA3b [DNEeKTpOHHBINH pecypc]: cailt xypHana. - Pexum nmocryna: http://www.elsv.ru/,
CBOOO/HBII.
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4.3. O0mue TpeOGOBaHUSI K OPraHU3AIMM 00Pa30BATEJBLHOIO MpoLecca

OO0s3aTeNbHBIM YCIIOBUEM JIOMMyCKa K Y4YeOHOW MpakTUKE s TMONYYCHHUS TEPBHYHBIX
npodeccuoHaIbHBIX HAaBBIKOB SIBJISIETCS OCBOCHHE IIPOrpamMMBel COOTBETCTBYIOLIETO
MexaucunHapaoro kypca (MIK).

OOs13aTeNIbHBIM ~ YCIIOBUEM  JIONyCKa K  IMPOM3BOJACTBEHHON TMpakTUKE B  paMKax
npodeccuonansHoro  moxyis «Qoecnedenne HWHGOPMANMOHHONH  0€30MACHOCTH  CHCTEM
MOOMJILHOM CBSI3U» SABIIETCS OCBOCHHE y4eOHON MPAKTUKHU B paMKax JaHHOTO Mpo¢eCcCHOHAIBLHOIO
MOJZYJIS.

OCBOEHHIO  JaHHOTO  MOAYJS  JOJDKHO  MPEALIECTBOBATh  M3YYEHUE  JUCLHUILIIUH:
npodecCHOHATBHOTO IUKIa: Teopus HIEKTPUYECKHX Iemei; ONeKTpoHHas TexHuka; Teopus
AJIEKTPOCBA3M; BprumciurensHas TexHuka, OCHOBBI TEJICKOMMYHHUKAIUMK; ODHEprocHabKeHHe
TEJIEKOMMYHUKALMOHHBIX CUCTEM; be3011acHOCTh KU3HEAEATEIBHOCTH.

OnHOBpEMEHHO C 3TUM 00yYaroIIUMHUCA JOKHA OCYIIECTBISATHCS CaMOCTOsTENbHas paboTa B
COUETAaHUM C YIpaBICHHMEM U KOHTPOJEM CO CTOPOHBI IpernojaBaTelied M  MacTepoB
MIPOU3BOJICTBEHHOTO O0YUEHUS.

5. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUA
IMPO®PECCHUOHAJIBHOI'O MOAYJIA

KoHTpoJIb M OLleHKA pPe3ylIbTaTOB OCBOCHUS MEXIHCIUILTUHAPHBIX KYPCOB OCYIIECTBIISCTCS
mperojaBaTesieM B IMPOIEcce NMPOBEIACHHS 3aHATHH, MPOBEPKE JOMAIIHHMX 3aJaHHi, KOHTPOJBHBIX
paboT, TECTUPOBAHUS, a TAKXKE OICHKH BBHIMOTHEHHS] OOYJAOIIMMHCS CAMOCTOSITENBHBIX paboT,
WHIWBUAYAIBHBIX — 3aJaHHWA, MPOCKTOB, HCCIICIOBAHUM. [TpoMexxyTouHass arTecTalys IIo
MEXIUCIUIUTMHAPHBIM KypcaM MPOBOAUTCS B popme A PepeHIIMPOBAHHBIX 3aU4ETOB.

KoHTpoJib M OHmEHKAa pe3y/IbTaTOB  OCBOCHHUS  MPOPECCHOHAIBHBIX  KOMIICTCHIIUH
OCYIIECTBIISICTCS. TIPU MPOBEICHUU DK3aMEHAIIMOHHOW KOMHCCHEH 3K3aMeHa KBaTU(UKAIMOHHOTO C
UCIIOJIb30BAaHUEM KOHTPOJIbHO-0IICHOYHBIX cpeacTB (KOC) mo3BONSIOMNX OICHHTh OCBOCHHBIC
KOMITCTCHIIHH.

OCHOBHBIMH TIOKA3aTEJISIMA OCBOCHUS MPO(EeCCHOHATBHBIX KOMIETSHIIHA SBIISIOTCS:

Pe3yabTaTsl OcHOBHbBIE MOKA3aTEN OI[EeHKHU DopMBbI U METOABI
(ocBOEeHHBIE pe3yJbTara KOHTPOJISA ¥ OLIEeHKH
npogdeccuoHaJIbHbIE
KOMIIETEHLIMH)
IIK 3.1. Ucnons3oBaTh Yerkoe [IOHUMAaHUe npo6iiem | TeKyIuii KOHTPOIIb B
MIPOrPaMMHO- nH(OpPMaIIMOHHOK Oe30MacHOCTH B cdepe dopme:
amnmapaTHbIC CPECTBA TEJICKOMMYHUKAITUI; - 3QIIUTHI

3amuThl HHQOPMAITUHU B
CUCTeMax MOOMIbHOMN
CBSI3U

['paMOTHO BBISIBIIATH, KIACCHPHUIINPOBATH

u AHATU3UPOBATH YIPO3bI
nH(}pOpMaITMOHHOM

0€301acHOCTH U (POPMBI UX TPOSIBIICHHUS;
Br160op MexaHU3MOB U CpeCTB oOecriedeHus
UH(POPMALIMOHHOM 0e30macHOCTH -
IIPOTPAMMHBIX M ITPOrPaMMHO-AIAPaTHBIX;
I'pamoTHO OhOPMIATH JOKYMEHTAIUIO

JUTSL TUTICH3UPOBaHUs paboT B 00J1aCTH
nH(pOpMaIMOHHOM 0€30MMacCHOCTH;
PazpabaTbIBaTh MONIUTUKU B 00JIACTH
UH(OPMALIMOHHOM 6€30MacHOCTH;

1a00paTOPHBIX U
IIPAaKTUYECKUX 3aHATUH;
- KOHTPOJBHBIX PaboT
o teMam MJIK;;
HCCJIEIOBATEIBCKO -
IIOMCKOBBIN XapaKkTep
paboTHI IO TEMATHKE
MOJyJIs C
HCIIOJIb30BaHUEM
Internet.

3a4eTsl 10 y4eOHOMH

21




I[IK 3.2
CHCTCMBbI
3aIUIIEHHOCTH
OOHapyKEHHS
YS3BUMOCTEHN B CETEBOMU
HH(PACTPYKTYPE,
naBaTh PEKOMEHIAINH
10 X YCTPAHEHHUIO.

[IpumeHsTH
aHanu3a
TUISE

e Pacyer puckoB B 007acTu HHGHOPMAITMOHHOM
0€30MacHOCTH U Bbl1aya peKOMEHAAINH 10 UX
YCTpaHEHUIO;

e Buagets cepBrucamu, 00eCeunBaOIUMU
nH(pOopMaIMOHHYIO 0€30MaCHOCTh B
TEJICKOMMYHUKAIIMOHHBIX CHCTEMaX U CETIX
CBSI3H;

e BianeTth TexHOIOTHEH ayTEHTU(DUKALINM;

e (OOecrneunBaTh TEXHOJIOTHIO 3aITUTHI
MEKCETEBOI'0 OOMEHAa TaHHBIMU,

e [locTpoeHue cUCTEMBI aHTUBUPYCHOM
3aIIUTHI CUCTEM TETIEKOMMYHUKAITMOHHBIX

CHCTEM.
IIK 3.3. OGecneunBarh | ¢ BpiGOp W HCIONB30BAaHHE  MAKETOB
Oe3omacHoe IPHUKJIAAHBIX MPOrpaMM i 0e30MacHOro
aJMUHUCTPUPOBAHHUE aIMUHHUCTPUPOBAHUSI CeTEeBBIX
ceTeil BeIaHms. ONEPALMOHHBIX CHCTEM;
e OGecreueHue POrpaMMHBIMH u
IPOrpaMMHO-aNIapaTHBIMK MeToaMu
Oe3omacHoCTH cereit J0CTyIa,
OOBEAMHCHHBIX ~CeTel M  yIpaBJICHHUS

TCIICKOMMYHHUKAIIMOHHBIMU CCTAMMU.

IMPAKTHUKE U 110

KKJIOMY U3 pa3eiioB

poeCCHOHAIBHOTO
MOZYJISL.

KBanmudukarmoHnHbIit
9K3aMEH 10 MOJTYJIIO.

@opMBI 1 METO/IBI KOHTPOJIS ¥ OLIEHKH PE3yIbTaTOB O0YUYEHHUS JOJDKHBI O3BOJISATH IIPOBEPATH
y 00y4aromuxcst He TOJBKO CPOPMHPOBAHHOCTH MPO(ECCHOHATBHBIX KOMIIETEHINH, HO U pa3BUTHE

00X KOMITETEHIIUN U 00€CTICUNBAIOIIUX UX YMEHUH.

Pe3yabTaTsl OcHOBHBIE TOKA3aTeJH OLlEHKH Dopmobt u
(ocBOEHHBIE 00IIME pe3yjabTara Memoobl
KOMIIeTECHIIUH) KOHmMpona u
OUeHKU
IToHrMaTh CymHOCTb U ® CBOEBPEMEHHOE U KAY€CTBEHHOE OKcnepTHOE
COIMATHHYIO 3HAYUMOCTH CBOCH MIPUMEHEHHUE KOMIIETEHIINI, YMEHUH U HaOJII0ICHUE U
Oynymeit npodeccun, 3HAHUU, TPUOOPETEHHBIX B PE3yJIbTATE OLICHKA Ha
MPOSIBIIATH K HEM YCTOMYUBBIN OCBOCHHMS MIPEIIECTBYIOLUX TEM, IIPAKTUYECKUX U
HHTEPEC pazaenos, nucuuiuine, MJIK, mogymnen. 1ab0paTOPHBIX
Opranu3oBbIBaTh COOCTBEHHYIO 3aHATHAX,

NeSITeIIbHOCTD, BEIOUPATh
TUITOBBIC MCTOAbI U CHOCO6BI
BBITTOJTHEHHSI
npodeccHoHaIbHBIX 33/1ad,
OIICHUBAThH UX YP(HEKTUBHOCTH U
Ka4eCTBO

® BBIOOp M MPUMEHEHHE METO/IOB U
Croco00B perreHus: TPohecCUuOHATEHBIX
3amay B o0JracTu o0ecreueHust
0e30IMaCHOCTU CUCTEM BEILAHMS;

e oreHKa 2 (HEKTUBHOCTH U KauyeCcTBa
BBITIOJTHCHHST CAMOCTOSTEIIBHBIX U
JOMAaIIIHUX 3aJaHui.

pOJIEBBIX UTpaXx,
IIPU BBITIOJTHEHUH
pabot o yuebHoit
u
IMPOU3BOACTBCHHO
1 MPaKTHUKE;

[IpuHUMaTh penieHus B
CTaHJAapPTHBIX U HECTAaHAAPTHBIX
CUTyalUsAX U HECTH 3a HUX
OTBETCTBEHHOCTh

o pemeHHe CTaH,Z[apTHbIX n
HECTaHIAPTHBIX MPO(PECCHOHATBHBIX
3a7a4 1o o0ecredeHno 0e30I1acHOCTH
CUCTEM BEIIIAHNUSA,

KBanudukanmonn
BII DK3aMeEH.

OcCymecTBIISITh TIOUCK U
UCTIOJIb30BaHUE UH(OPMAIIHH,
HEOOXOaAUMOM IS

e > heKTUBHBIN TOUCK HEOOXOAMMOM
nH(opMaIuu sl penieHus 3a1a4d B 00J1acTh
ceTeBoM 0€30I1aCHOCTH;
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3 PEKTUBHOTO BBHITIOTHEHUS
npodeccuoHaIBHBIX 33/1ad,
poeCCHOHAIBHOTO U
JIMYHOCTHOT'O Pa3BUTHUA

® JICIOJIb30BaHUE YUeOHOM, CIIPAaBOYHOM
JUTEpPaTypbl, HOPMATUBHO-IIPABOBBIX
WCTOYHUKOB U HHTEPHET-PECYPCOB.

Hcnonb3oBath
UH(POPMALIMOHHO-
KOMMYHHUKAIIMOHHBIE
TEXHOJIOTHH B
npodecCHOHATbHON
JESITEIIbHOCTH

e paboTa Cc pa3IMYHBIMHU ONEPAMOHHBIMU
CUCTEMaMH U  CpelaMH, IPOrPaMMHO-
annapaTHbIMU u MPOrpaMMHBIMU
cpencTBamMu

PabGorarth B KOJIJIEKTHBE U
KOMaH[e, 3pHEKTUBHO
00IIaThCA C KOJIJIEraMH,
PYKOBOJICTBOM, TMIOTPEOUTEISIMU

® B3aWMOJICHCTBHE C 00YUYAIOIIUMHUCS 1
MIPETNoIaBaTeIIMH B XOJI¢ O0yUeHHUs, a
TaK)Ke C WICHaAMH KOJUIEKTUBA MPEANPUSITHS
BO BpeMs TPOU3BOICTBEHHOMN MPAKTUKH,

® BHECEHHE MHIMBHUIYAIbHOTO BKJIAJa B
KOJUIEKTUBHOE peIlIeHHE 3aau.

Bpatb Ha ce0s1 OTBETCTBEHHOCTh
3a paboTy WICHOB KOMaHIbI
(MTOMYMHEHHBIX ), PE3YJIbTAT
BEINOJIHEHUS 3aJaHUN

® CaMOaHAJIN3 ¥ KOPPEKIUS pe3yIbTaTOB
COOCTBEHHOM pabOThI, OLIEHKA
JEATEIBHOCTH 110 KOHEYHOMY Pe3yJIbTary.

CaMoCTOATENBHO ONPEAEIATh
3a1auu MPo(PeCcCHOHATIEHOTO U
JMYHOCTHOTO Pa3BUTHA,
3aHUMAThCs CaMOOOPa30BaHUEM,
OCO3HAHHO IJIAHUPOBATH
TIOBBIIIICHUE KBATU(UKAIIH

¢ [UIAHUPOBAHUC U OpTraHU3aluA
CaMOCTOSITEILHOTO O0y4YeHUs IPU OCBOCHUH
poeCCHOHATBHOTO MOYJISI.

OpueHTHpOBaThCS B YCIOBUSIX
YacTOM CMEHBI TEXHOJIOTHI B
npodecCuoHATBHOM
eITEIIbHOCTH

e aHaJIM3 MHHOBAIUI B 00JaCTH
POTPAMMHOTO 00ECIICUCHUS, Pa3BUTHS
OTpacIIH,

® pacuiMpeHHe Kpyro3opa B
po(heCcCHOHALHON IS TEIILHOCTH

HcnonHsaTh BOMHCKYIO
0053aHHOCTB, B TOM YHCJIE C
MPUMEHEHHUEM TMOJTy4eHHBIX
poeCCHOHAIBHBIX 3HAHUM
(st FoHOIIIEH)

® C YCCTBHIO BBIIIOJJHATH Fpa)K,Z[aHCKI/Iﬁ d0Jr
B Jo0oii  chepe  meATEIBHOCTH  C
NpUMEHEHHEM MOJTY4EHHBIX
po(hecCHOHATBLHBIX KOMIIETCHIIUH.
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IMPUJIOKEHHUE 1.

KOHKPETU3ALIUA PE3YJBTATOB OCBOEHUS IIM

IIK 3.1. Ucnonb30BaTh NPOrpaMMHO-aNNAPaTHBIE CPEICTBA 3alIMTHI HH(POPMALIMH B CHCTEMAX
PaIHOCBA3U U BelIaHUA

Hmems npaxmuttecxuﬁ onsim:

® BLIBJICHUS  KaHAIOB  YTCUKH
uHpOpMaLnu;
® OIpeaeneHus HEOOXOMMBIX

CPEJICTB 3alIUTHI;
® TIPOBEJICHUS aTTECTAIINHN O0BEKTA;

® 3aIIUTHI (mpoBepkun YPOBHS
3aIIUIIEHHOCTH),
e pa3paboTKu HOJIUTUKU

0e30macHOCTH JUIsi 00BEKTA 3aIUTHI;

® YCTaHOBKH, HaCTPOMKHU
CICIUAM3UPOBAHHOTO 000PYIOBAaHUS
10 3aIuTe HHPOPMAITUN

Bunbr paboT Ha mpakTHKeE:

YVV VV V

YCTaHOBKA, HACTPOWKA CIEIHATH3UPOBAHHOTO
000pyI0BaHUS 110

3anTe HHPOpPMaLny;

BBISIBJICHHE BO3MOXKHBIX aTaK Ha aBTOMAaTU3HPOBAHHBIC
CHCTEMBI

paboTa Ha SMYIATOPAX-CHMYIISITOPaxX

paboTta Ha 000pyIOBaHUH O0BEAMHEHHBIX CETEH 110
00€ecCTIeueHNIO 3alUThl HHPOPMAITHHI

Ymemeo:

Temamuxka nadopamopHuvix/npaKmuiecKux paoom:

® KJIacCU(UIIMPOBATH YTPO3BI

UH(POPMALIMOHHOM 0€30MacHOCTH;

® IPOBOJIUTH  BBIOOPKY  CPEICTB
3aIIMTH B COOTBETCTBUU C

® BBISIBIICHHBIMU YIPO3aMU;

® ONpe/eNATh BOZMOXKHBIE BU/IBI aTaK;

® OCYLIECTBISATh  MEPOIPHUATHA  TI0
MIPOBE/ICHUIO aTTeCTAllMOHHBIX
pabor;

e pazpabaThIBaTh MOJINTUKY

0€30IaCHOCTH 00BHEKTA;

® BHIMOJIHATh pacyeT W YCTAaHOBKY
CHCIIMATU3UPOBAHHOTO
00OpyMOBaHUs IS MaKCHMAaJIbHOM
3aIUIICHHOCTH 00bEKTa

>

>
>
>

YV VYV

3amura u 00paboTKa KOH(PUACHIMAIBHONW JOKYMEHTAITUN
Opranuzanus aTTeCTallud BBIJCICHHOTO MOMEIIEHUS 10
tpeboBarusim OCTOK

N3ydenne MUPOBBIX CTaHIAPTOB MO 3aLTUTE HHPOPMALIUU
HccnenoBanue cuCTeMbl aHalW3a PUCKOB U IMPOBEPKHU
HOJIUTUKU MH(POPMALMOHHOM 0e30macHOCTH
IPENpUATHS

AymuT nH(OPMAITMOHHOHN 3aIIUTHI TPEAITPUATHS

AHanu3 nHPOPMALIMOHHBIX PUCKOB MPEANPUITUS
PazpaboTka TmONIOKEHUH O 3amUTe MNEPCOHATIBHBIX
JAHHBIX PAaOOTHUKOB MPEAIPUATHH

3namo:

e Ha3HAueHHWE, KIACCUPUKALUIO U
IPUHLIMIIBI paboThI
CHEIUATN3HPOBAHHOTO

000opyI0BaHNS;

® TIPUHIUIBI TOCTPOCHUS
UH(POPMALIMOHHO
KOMMYHHKAIIHOHHBIX CETEH

®  BO3MOXHBIE CIIOCOOBI
HECAHKIIMOHMPOBAHHOTO JAO0CTYIIa,

® 3aKOHOJATEIbHBIC 1 HOPMATUBHBIC
IpaBOBbIE aKTBl B  00JaCTH
UH(POPMALIMOHHOM 6€30MaCHOCTH

Ilepeuensb Tem, BKiI4YeHHbIX B MJIK:

Tema 1.1. OcHOBBI HH(pOPMALIMOHHOH 0€30MacCHOCTH

Tema 1.2. IlpaBoBoe obecrnieueHne HHGOPMAITMOHHON
0e30MmacHOCTH

Tewma 1.3 Opranu3zanonHoe ooecneueHne HHGHOPMAITMOHHON
0e30MmacHOCTH
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CamocrosiTesbHast padoTa

11.

12.

13.

14.

15.

16.
17.

18.

19.

20.

21

22.
23.

24.

25.

26.

27.

Odopmnenne B BUAEC  KOHCIIEKTa  OCHOBHBIX
PYKOBOJSIIIMX JOKYMEHTOB 00 aBTOMAaTHU3UPOBAHHBIX
CHCTEMaX.

Pa3zpaboTka CXEMBI KJIacCU(PUKAITHI
ABTOMATU3UPOBAHHBIX CHCTEM.

N3ydeHune KOHIENIUH aBTOMAaTU3UPOBAHHON CUCTEMBI.
CocraBieHre  CXeMbl  MOJACHCTEMAa  3alUTBl  OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA.

OdopmneHne B BHAE KOHCIEKTa OCHOBHBIX MPHU3HAKOB
HECaHKIMOHUPOBAHHOTO JOCTYIAa K HH(POpMAILIHH.
Pa3zpabotka cxemsol [laponbsHoit ayreHTHDUKAIIAN.
OdopmneHne B BUIE KOHCIIEKTa OCHOBHBIX IOJOKEHUN
00IIEeMeTOOJIOTUYECKNX — MPUHIMIIOB  (OPMHUPOBAHUS
TEOPHUU 3aTUTHI.

CocraBneHue nepeyHs 3aja4 TEOPUH 3aIIUTHI.
[TpuHIHIBI TOCTPOCHUS 3aITUTHI B CETSIX

. OdopmieHune B BHIe KOHCIIEKTa BOMPOCOB, KACAIOIIIUXCS

MOHATHUSL ~ CTpaTeTMu  3aluThl  UHGOpMauu U
OCOOEHHOCTEHN CTPATETUYECKUX PEIICHHM.

[TonroToBka mepeuHsi TpeOOBaHWI K  cepBUCAM
0€30IacCHOCTH.

CocraBneHue  CXeMbl  OCHOBHBIX  COCTaBJISIOIIHUX
MOJIUTUKU OE30MaCHOCTH.

Odopmienne B BHIEe KOHCIEKTa OCHOBHBIX ITOJIOKEHUM
MexanuzMma ayTeHTU(UKAIIH.

Pa3paboTka  CTpyKTyphl  MpOIIECCOB  TEXHOJOTUU
ynpasieHus nojgcucremon 3amursl OC.

[lonsiTHE CHCTEMHOrO aHaiaM3a: MHUKPOCKOIMHYECKOE

MPEJICTAaBICHUE CUCTEMBI, HEPAPXUUECKOE MPEACTaBICHUE
CUCTEMBI.

Pa3zpaboTka kmaccudukamiy Moieeit 3aiuThI.
OdopmieHue B BuIe KOHCTIEKTa OCHOBHBIX TpeOOBaHUMN K
CpeactBaMm HM MeTOJaM BBISIBICHUS KOMIIBIOTEPHBIX
BHPYCOB.

IlogroroBka apXWUTEKTYpHOM MOACIH  YIIPABJICHUS
JOCTYTIOM.

OdopmneHne B BUIE KOHCIIEKTa OCHOBHBIX IOJOKEHUN
Aytentudukanuu B tomeHax Windows.

Cocrasnenue nepeuns cranuii CeTeBbIX aTak.

. Onpenenenne TUIIOBOM MOJENNA CHCTEMBI
ABTOMATU3UPOBAHHOT'O IMPOCKTUPOBAHUA 3alIUThI
uHpopmanuu.

Pa3zpaboTka Moaenu 3ammTsl HHOOPMAITUH.

OdopmneHne B BUIE KOHCIIEKTa OCHOBHBIX IOJOKEHUIN
amnmapaTHBIX CPEICTB 3alTUThl HH(POPMAIIHH.
Odopmnenne B BHIE KOHCIEKTAa OCHOBHBIX BHJIOB
KOHTPOJIsI 0€3011aCHOCTH.

[MonroroBka mmana Ayaurta. OdopmieHue B BuUae
KOHCIICKTAa OCHOBHBIX TIOJIOKCHUM MaTeMaTHYCCKOU
3aMUThl UHOOPMALIUH.

CocraBieHue MepevHs METOI0B KOJIMPOBAHUS
uHpOpMaLIUH.

Pa3zpaboTka anroputma XemupoBaHUsI.
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28. IloaroroBka nepevyHsi aHTUBUPYCHBIX MPOTPaMM.

29. OopmiieHre B BHJI€ KOHCIIEKTa OCHOBHBIX ITOJIOKECHUM
WHKEHEPHO-TEXHUYECKOH 3aIIUThl HHPOPMAIIIH.

30. CocTaBineHHne XapaKTEPUCTUK MTOACUCTEM BBO/IA,
XpaHEHUs1, perUCTpallui U yuyeTa HHPOpMaIiu.

IIK 3.2. IIlpuMeHATH CHCTEMbI AHAJIM3A 3AIMMIIEHHOCTH JIsi O0HApY)KeHHsl YSI3BUMOCTeill B
ceTeBOil HHPPACTPYKTYpe, 1aBATh PeKOMEHAAIHUY M0 UX YCTPAHEHHU IO

Hmemo
npaKkmuueckuii Onvim:

® BBISIBJICHHA BO3MOXKHBIX AaTaKk Ha

aBTOMAaTHU3HPOBaHHbBIE
CHCTEMBI;

® YCTaHOBKHU U HACTPOUKHU
POTPaMMHBIX CPE/ICTB
3aIIUThl aBTOMATH3UPOBAHHBIX
cucteM U nH(OpMaAIMOHHO-
KOMMYHHKAI[MOHHBIX

CeTeH;

e KOH(MUTYpUPOBAHUS
ABTOMATHU3MPOBAHHBIX

CHCTEM H HH(OPMAIIMOHHO-
KOMMYHHUKAIIHOHHBIX CETEH;

® [IPOBEPKH 3ALIUIIEHHOCTH
ABTOMATHU3UPOBAHHBIX

cucteM U nH(OpMaAITMOHHO-
KOMMYHHKAIIMOHHBIX CETeH

Buowt paoom na npakmuxe:

» AIMUHHCTPHPOBAHHE TEJICKOMMYHUKAIIMOHHBIX CHCTEM
U

MH(OPMaLMOHHO-KOMMYHUKAIIMOHHBIX CETEeH CBA3HU

» AyteHtuuKkanus U UACHTU(UKAIUS C UCTIOIb30BAHUEM
CETEBBIX

OIIEPALIMOHHBIX CUCTEM

» Hacrpoiika u xoHpurypuposanue VPN-tynneneii L2, IP
SEC

L3, 3amumennsie npuinoxenus L4 SSL, SSH

AyTteHTudukanus, apTopuzanys U aAMHUHHUCTPUPOBAHUE

JNEUCTBUH MOJIL30BaTEIEH

Metoap! ayTeHTU(UKAITUH, UCTIOIb3YIOIHE MapOJIH.

AyTeHTH(HKAIMI HA OCHOBE MHOTOKPATHBIX ITapOJICH.

AyTeHTH(HKAIMI Ha OCHOBE OJJHOPA30BbIX MapOJIeH.

Konnenuus 31eKTpoHHOTO TOKYMEHTO000pOTa.

3amura 6a3 1aHHBIX. MeTobl TpeoOpa3oBaHus JaHHBIX

3amuTta KOHOUIACHIMAIBLHOCTA  IE€pPEelIaBaeMbIX  WIIU

XPaHUMBIX B MaMSTH JaHHBIX

[TonTBeprk1eHUE LIETOCTHOCTH U MOATUHHOCTHU JaHHBIX.

AyteHTH(UKaIMg a0OHEHTOB NpPU BXOJE B CHCTEMY U

IIPY YCTAHOBJIEHUH COEIMHEHUS.

VV VVVVVV VY

Ymems:

e lcnonb3oBaTh NporpaMMHbIE
MPOJYKTHI, BHISBIISAIONINE
HEJOCTaTKU CUCTEM 3alllUThI;

® MPOU3BOIUTH

YCTaHOBKY U HACTPOUKY CPENICTB
3aIUTHI,

e KOH(DUTYypHUPOBATH
ABTOMATHU3UPOBAHHBIE CUCTEMBI U

Temamuka nadopamopuvix/npaKmuueckux paoom:
Metonpt  3amuthl  wHGopManmu. ludp mnpoctoii
MEePECTaHOBKHU

Mertoap! 3amuthl nHGopmanuu. [udp Lesaps
PesepBHOE KonMpoBaHue HHGOpMAIIH

OcHOBHBIE TPHU3HAKU MPUCYTCTBUS Ha KOMIIBIOTEpE
BPEIOHOCHBIX MTPOTPaMM

B3nom MoHoangaBUTHOTO MOACTAaHOBOYHOTO IHdpa
METOJIOM YaCTOTHOM aTaKu

OnHOpa30BbIE OIOKHOTHI

Certp Deitmrens

[udpoBanue ¢ OTKPHITHIM KIIOYOM U AJIEKTPOHHAS
mudposas noanuck Ha GPG. Meroa mmdposanus ¢
OTKPBITHIM KJIF04OM RSA

Hcnonp3oBanue xsmm-pyHkuuit Ha mpumepe MDS.
O1ieHKa YCTOMYHUBOCTH TAPOJIsSl KO B3JIOMY

VVV VWV VVY V

UH(pOPMaLMOHHO- » Bunsl u koudurypuposanusi VPN-TyHHENnEH
KOMMYHUKAIIHOHHBIE CETH B » Texuuueckne cpeacTBa OOHApPYXKEHUS, JIOKATU3ALUU MU
COOTBETCTBUH C IOJTUTUKOMN HEWTpalIM3all  PaJAMOM3IIyYaloNIMX  CHEIHAIbHBIX
UH()OPMAIIMOHHOW TEXHHYECKHX CPEICTB  HETJAacCHOTO  TIOJNyYCHHS
0€30I1aCHOCTH uHpopMaun
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» UHccrnenoBaHue 3allMIICHHOCTH OECHPOBOIHBIX —CeTei
nepeaavn JaHHBIX

» IlporpaMmHbIe CpelncTBa aHAIM3a CeTeil ¢ KOMMYyTalHen
MakeToB. AHalW3 ceTeBOro Tpaduka C TOMOIIbIO
nporpammbl « Wireshark»

3name:
e TIpaBuUJIa MPOBEJCHUS BO3MOXKHBIX
MIPOBEPOK;

®  JTambl ONpEeIICHUs

KOH(UICHIIMATLHOCTH JJOKYMEHTOB

00BEKTa 3aIIUTHL;

® CTPYKTYPY CHUCTEM YCIOBHOTO
JIOCTYTIa U TIPUHITUTT UX paOOTHI;

e BO3MOXKHBIE CIIOCOOBI, MecTa
YCTAHOBKH U HACTPOUKHU
MIPOTrPaMMHBIX MTPOJTYKTOB

Ilepeuenv mem, exnrouennvix ¢ M/IK:

Tema 2.1 IlporpamMHoO-anmapaTHble CpPEACTBA 3alIUTHI
uHpopmaruu

Tema 2.2 AAMUHUCTPUPOBAHUE TEIEKOMM YHUKAIIMOHHBIX
CHCTEM M MH()OKOMMYHUKALIMOHHBIX CETEH CBSI3U

CamocrosiTesbHast padoTa

1. OdopmieHue B BHae KOHCIIEKTa OCHOBHBIX ITOJIOKECHUM
KpUNITOrpaduu.

2. Pa3zpabotka cxembl Mexanu3ma apOuTpax.

3. HW3yuenme  crpykTyppl  CHMMETPUYHONH  CHCTEMBI
muGpoBaHUSL.

4. CocraBiieHHE CXEMBI CEpBEpa MPUIIOKEHH.

OdopmieHue B BHI€ KOHCIIEKTa OCHOBHBIX ITOJIOKEHUN

Ipolecca reHepanuu KIIo4uen.

[ToaroToBka cxeMbl AGOHEHTCKOE mu(poBaHUE.

PaspaboTtka cxemsl. [lakeTHOE mMppoBaHue.

Pa3zpaboTka cxeMbl AyTeHTH(UKAIHS TaHHBIX

Odopmiienne B BHJIE KOHCIEKTa OCHOBHBIX IOJIOKEHUH

npecTaBieHus ajadaBuTa B IBOUYHOM KOJE

10. IoxroroBka cxembl (QYHKIMOHUPOBAHHS SJICKTPOHHBIX
IJTATEKHBIX CHCTEM.

11. Odopmienne B Buie KOHCIIEKTa OCHOB KOJIUPOBAHUS.

12. Pa3zpabotka cxembl OIHOHANpPaBICHHBIX XeNI-()YHKITHI.

13. Pa3paboTka cxembl UPPOBAHUS C OTKPBHITHIM KITIOUOM.

14. Odopmnenne B BHAE KOHCIEKTAa Marepuaiga Ii0
HIudpoBaHuio METOJaMH 3aMEHBI.

15. Odopmnenne B BHAE KOHCIIEKTAa MaTepuaiga o0
AOGOHEHTCKOM MHU(POBAHHH.

16. Pa3paboTka cxeMbl MaTpruyHO#l MepeCcTaHOBKH.

17. Odopmnenne B BHAE KOHCIEKTAa Marephaia o
KpUNITOAHATHU3E

18. Iloaroroska K IIPAKTUYECKOMY 3aHATHUIO
«KoaupoBanuey.

19. Pa3paboTka cxembl HacTOTHOTO aHaM3a.

20. Pa3paboTka cxeMbl KpUIITOAHAIIA3A.

21. IlogroroBka Kk mpakTHueckoMy 3aHsaTuio «IIpocras
3aMEHay.

22. Odopmienne B BHJAEC KOHCIEKTAa Marephalia o
Kommprorepaom mmudpoBanum.

23. Odopmienne B BHJAEC KOHCIEKTAa Marephalia o
["'ammupoBanuu.

24. IloaroroBka K NpPakTHYECKOMY 3aHATHIO «IIpOoTOKOJIBI

9]

0 %0 N o
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YIPABJICHUS MapIIPyTU3ALUACH.

25. TloaroroBka  MaTepuajia O  KPHUITOrpadUIecKUx
MIPOTOKOJIAX.

26. IloaroroBka K MPAaKTHYECKOMY 3aHSATHIO «AOCOIIOTHBIN
mdp. [HndpodmokHOT.

27. Tloaroroska matepuana o Tabnuue Buxenepa.

28. Ilouck u odopmiieHHE B BHJIE KOHCIIEKTa MAaTEPHAIIOB 10
teme «llepcoHanbHbIi HACHTUDUKAIIMOHHBIN HOMEP)

29. Pa3zpaboTka CTpyKTypbl T€HEpAIlUH KITFOUCH.

30. OdopmiieHrne B BHIE KOHCIIEKTa MaTepuaga o
CtpyKkTypHO# cxeMe MUGPOBAHUS C OTKPBITHIM KITFOUOM.

31. TloarotoBka K MNPaKTUYECKOMY 3aHATHIO «CTaHIapThl
1(POBOY TOJIHCH.

IIK 3.3. O0ecnneunBath 0€30nacHOe A/IMUHUCTPUPOBAHME CeTell BelaHus.

Hmems

npaKkmuueckuii Onvim:
3aIUTHI 0a3 JaHHEIX;
OpTaHHU3AINH 3aIIUTHI B
Pa3ITUYHBIX
OTIEPAIIMOHHBIX CUCTEMAaX
U cpelax;
mudpoBaHus nHGOpMaIUn

Buowt paoom na npakmuxe:

» VYcTaHOBKa, HacTpoirKa CIIELIMAIIM3UPOBAHHOTO
000pyI0BaHUs 110 3amuTe HHpOpMaIuu

» YcraHOBKa M HAcTpoOiiKa MPOrPaMMHBIX CPEICTB 3aIIUTHI

aBTOMATH3UPOBAHHBIX CHUCTEM M  HMH(OPMAIIMOHHO-

KOMMYHHKAIIHOHHBIX CETEH

Kondurypupoanue aBTOMaTH3UPOBAHHBIX CHCTEM H

MH(OPMaLIOHHO-KOMMYHUKAIIMOHHBIX CeTeH

[TpoBepka 3alUIIEHHOCTH aBTOMAaTH3WPOBAHHBIX CHUCTEM

U

MH(OPMaLMOHHO-KOMMYHUKAIIMOHHBIX CeTeH

Opranuzanus 3aliUThl B Pa3jMYHBIX OMNEPANMOHHBIX

cucTremMax u

cpenax

COBOKYIHOCTH MPOLEAYP U MPABUJI KPUNITOTpapuuecKux

npeoOpa3oBaHUA

ammdpoBaHne nH(popmaIuu. Pacmmdpoanue

uHpopmaruu

[udporekct. Kinrou mudpoBanus. XsumpoBaHue

bnounoe mudposanue. IlorouHoe mudppoBanue

YVV V VV VV VYVYVYVY

Ymems:

e BHINOJHATH TECTUPOBAHUE CUCTEM
C LEJBIO ONPEIeTICHUs YPOBHS
3alIUIIEHHOCTH;

® JCIOJI30BaTh IPOrpaMMHBIE

MPOIYKTHI IJIs 3alIUTHI 033 NaHHBIX;

®  TMPUMEHATH KpUnTorpadhuueckue

METO/IbI 3aIUTH HHGOPMAITIH

Temamuka nadopamopuvix/npaKmuueckux paoom:

» CkpeiTas nepeaada nHpopmaruu B JPEG nzodpaxeHusx

» MUcciaenmoBanue W aIMUHHCTPHUPOBAHHUE  CPEICTB
obecrieuenust nHpopmarmoHHOM 6e30macHoCTH Microsoft
ISA Security Server. YcraHoBka u KOH(pUTypUpOBaHUE
opannmayspa ISA. I[Toctpoenrne VPN-ceTn Ha 6aze [SA

» MHoropyHKIIMOHATBHBIH TOUCKOBBIA ipudop ST-031
«ITupanbs». KoHTposb 3 heKTHBHOCTH 3aITUTHI PEUCBOM
uH(OpPMAIIUHU C TTOMOIIBIO TPOTPAMMHO-AIIIAPATHOTO
koMmiutekca «CITPYT-MUWHN»

» Opranuzanus WH)XCHEPHO-TEXHUUECKOMN 3aIUTHI
nHpopmaruu

3namo:

e KoH(pUrypamumn
3aIIMIIaEMBIX CETEH;

®  AITrOPUTMBI pabOTHI
TECTOBBIX NMPOTPAMM;

Ilepeuenv mem, exnrouennvix ¢ M/IK:
Tema 2.1 ITporpamMmHoO-anmapaTHbie CPEACTBA 3aIUTHI
uHpopmaruu
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® COOCTBEHHBIE CPEICTBA 3AIUTHI
pa3IMYHbBIX
OTIEPAIMOHHBIX CHCTEM H CPE/l;
®  CIIOCOOBI U METOIBI
mudpoBaHus HHGOpMaIUU

CamocrosiTesbHast padoTa

Nowkwbd

1.

10.
11.

12.

13.

14.
15.

16.
17.

18.
19.
20.
21.

CocraBnenue noxiana o Crannmapre mudposanus ['OCT
28147-89

[Toarororka pedepara mo Teme «AOCOMIOTHBIA MUDP».

Cxema «IIpocTas 3ameHay.

Cxema «IIpocras 3ameHa ¢ KIF0OUOM.

Cxema «Cucrema Llezaps ¢ kiirouomy».

Cxema «CHUMBOJIBHOE KOJTUPOBAHUE.

[TonrotoBka pedepara mo teme «OCHOBHBIE HPOIETYPHI

(G poBOI TTOATHCH.

[MonrotoBka pedepara mo Teme «KoMOMHMpOBAaHHAS

KPHUIITOCHCTEMA.

Cxema cuMMeTpUyHOE U pOBaHUE.

Brimonnenue pedepara o teme «Kpunromorusi».

ITonroroBka npesenTanuii no reme «Kpunroanaums».

[TonrotoBka pedepata 1o TeMe «ACHMMETPUYHBIC

KPUNTOCHCTEMBI Ha 0a3e SJUTMNTHYECKUX KPUBBIXY.

IlonroroBka mpe3eHTaUuid 1O TeMe «DJIEKTPOHHAs

nudpoBas MOIMUCHY.

MamnHHOE KOJIUPOBAHUE.

[TonroroBka pedepara 1o Teme «AyTEHTH(PHUKAIMSA

aOOHEHTOB MpPH BXOJ€ B CHUCTEMY M IpPH YCTaHOBJICHUH

COEIUHEHUS .

AcummMmerpuyHoe mudpoBaHue.

CocraBieHue J0KJIana O Pa3BUTUU KPHUNTOTpaduyecKux

METOJIOB 3aKpBITHS HH(OpMaLIUU

Poccuiickue cuctemsl uppoBaHUsL.

Cxema: ANropuTMBI ITU(POBOM MOITHCH.

CocraBinenue noknaga «A3oyka Mopsze».

[TonroroBka mpe3eHTanuii no Tteme «Onepamuu ¢

KJIFOUaMM.

[Tpunoxenue 2

HNupopmanuoHHbIe pecypchl, HCMOAb3yeMble IPH BbINOJHEHUH CAMOCTOATEIbHOI padoThI*
*peKoOMeH1yeTcs T0JIb30BaThCsl IHTEpHET-pecypcaMul IPU caMOCTOSITENbHOM paboTe Mo BceM

pasaciiaM IUCHUIIIINHbBL

5 cemecTp

Ne 3ansaTus |

Pexomennpyemble yueOHbIE H3IaHUS

IIM.03. «Ob6ecneyenue MHGPOPMAITMOHHOI 0€30MIACHOCTH CUCTEM MOOMJILHOI CBA3M»

M/K.03.01. TexHosoruss npuMeHeHHUs MPOrPAMMHO-ANMAPATHBIX CPEICTB 3AMMUThHI
HHGpoOpMALNH B TEJIEKOMMYHUKAIIMOHHBIX CHCTEMAX H CETAX 3JIeKTPOCBA3H

3anstue Ne 1 [1] c.c. 6-19; [5] c.c.5-64

amsatue Ne 2 | [1] c.c. 34-37, 44-48; [8] c.c. 21-35, 53-56

Jamarue Ne 3 | [1] c.c. 15-22, 30-31

Sanstne Ne 4 | [1] c.c. 12-13, 31-33; [2] c.c. 334-344

3ansarue Ne 5 [8] c.c. 21-35

3anstue Ne 6 [6] c.c. 10-29
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3ansitue Ne 7 [1] c.c. 15-19

3anstue Ne 8 | [1] c.c. 15-19

Jamarue Ne 9 | [4] c.c. 13-22, 94-102

3ausarue Ne 10 | [1] c.c. 26-30; [7] c.c. 76-97

3anmstue Ne 11 | [1] c.c. 15-19

Samstie Ne 12 | [4] c.c. 11-13, 51-64; [3] c.c. 116-156

3ausarue Ne 13 | [7] c.c. 61-75

Sanstne Ne 14 | [7] c.c. 9-25; [1] c.c. 44-48; [3] c.c. 244-249, 334-350

3ausarue Ne 15 | [4] c.c. 66-78

3anarue Ne 16 | [3] c.c. 244-249

3ausarue Ne 17 | [3] c.c. 94-109

3anstue Ne 18 | [7] c.c. 61-73; [8] c.c. 62-86

MK 03.02. TexHosorusi npuMeHeHUs] KOMILJIEKCHOM CHCTeMbI 32U ThHI HHGOpMAUKH

3ansarue Ne 1 [6] c.c. 365-403

3anstue Ne 2 [7] c.c. 334-343

3ansarue Ne 3 [7] c.c. 344-353

3anstue Ne 4 [7] c.c. 121-141; [8] c.c. 86-94

3ansarue Ne 5 [7] c.c. 353-357

Sanatne Ne 6 | [7] c.c. 367-377; [8] c.c. 492-510

3ausarue Ne 7 | [8] c.c. 86-90

3ansarue Ne 8 [8] c.c. 86-90

3ansitue Ne 9 [8] c.c. 527-530

3ansarue Ne 10 | [8] c.c. 527-530

3anstue Ne 11 | [8] c.c. 94-110

3ansitue Ne 12 | [8] c.c. 111-123

3anarue Ne 13 | [8] c.c. 111-123

3anarue Ne 14 | [2] c.c. 257-275

3ausarue Ne 15 | [2] c.c. 257-275

3anstue Ne 16 | [5] c.c. 96-158; [7] c.c. 97-121

3ausarue Ne 17 | [7] c.c. 142-170

3anarue Ne 18 | [7] c.c. 333-353

3ausarue Ne 19 | [8] c.c. 250-270

3ausarue Ne 20 | [8] c.c. 271-288

3anarue Ne 21 | [8] c.c. 492-507

3ausarue Ne 22 | [8] c.c. 441-479

3ansarue Ne 23 | [8] c.c. 407-440

3anstue Ne 24 | [2] c.c. 122-246

3anarue Ne 25 | [2] c.c. 512-534

3ausarue Ne 26 | [3] c.c. 253-278

3ansarue Ne 27 | [7] c.c. 142-170

3anarue Ne 28 | [7] c.c. 217-238

3ansitue Ne 29 | [7] c.c. 179-192

3anarue Ne 30 | [2] c.c. 248-277
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