
OT3LIB 
oqnn~a.JlbHoro onnoHeHTa TaTapH1il<OBOH TaTD.SIHbI MHxalinoBHI>I Ha 

):(HccepTilllHlO Ko3HHa MBatta Cepreeslflla Ha TeM)' «Mero.n; 06ecrreqeHID1 

6e:mnacHOCTH .D;aHHhIX npH HX o6pa6oTKe B 6no~eHH-CHCTeMe 3a cqer 

npHMeHeHIDI HCKyCCTBeHHbIX HeHpOHHbIX CeTeH» ITO cneuHan.bHOCTH 2.3.6 -
Mero,11;.b1 H cHcreM1>1 3fill01Thl HHcpopM~, HHcpopM~oHHru1 6e3orracHOCT.b 

AKT}'aJlbHOCTb TeMbl ,nuccepTaI(HH 
06ecneqeHHe 6e3onaCHOCTH .n;aHH.bIX npH HX o6pa6oTKe B 6noKqeJ:iH-CHCTeMe B 

HacTo.sn.1.~ee BpeM.sr HBJU1eTc.s1 aKT}'aJI.bHOii 3a,n;aqeif. Bo3pacTarom11ii HHTepec K JToH: 

o6naCTH o6ycnoBJieH B03MO:>KHOCTSIMH, KOTOpbie OTKp.bmaeT npHMeHeHHe 

pacnpe.n;erreHHOH o6pa60TKH ,llaHHbIX. 

Heo6xo.n;HMOCT.b o6pa6oTKH .n:aHH.bIX B 6rroKqeJ:IH-CHCTeMax npe.n:nonaraeT 

HOB.bIH 3BOJIJOUHOHH.bIH :nan o6ecrreqeHIDI 6e3onaCHOCTH HHcpopMaL(HH, 

o6ycnoaneHH.bIH TIOSIBJieHHeM .n:onoJIHHTeJibHbIX rpe6oBaHHH K HHcpOpMal.{HOHH.blM 

CHCTeMaM, HOB.bIMH TeXHOJIOrHSIMH o6pa60TKH HHcpopMaUHH H cneuHcpHl.leCKHMH 

3a,n;aqaMH, TaKHMH KaK HCTIOJI.b30BaHHe B.bP-IHCJIHTeJI.bH.bIX pecypCOB M06HJibHbIX 

ycrpOHCTB, a TaIOKe Henpep.bIBH.bIM pacIII.HpeHHeM cneKrpa TIOTeHUHaJI.bH.bIX yrpo3 H, 

KaK CJie,llCTBHe, ycrapeBaHHeM cymeCTBYJO~HX MeTO.D;OB 3amHTbI .n;aHH.bIX. 

B HaCTOSlmee BpeMSI B He,llOCTaTOqHQH CTerreHH H3yqeHbl MO,lleJIH B.blllBJieHIDI 

aKT)'a.JlbH.blX yrpo3 HapymeHIDI HHcpopMaUHOHHOH 6e3onaCHOCTH ,llaHHbIX B 6JIOKl.feHH­

CHCTeMe, MeTO,ll.bl o6ecneqeHIDI 6e3onaCHOCTH ,llaHH.bIX B 6no~eHH-CHCTeMax, a TaIOKe 

MeTO,llHKH aHaJIH3a CaHKUHOHHpOBaHHOro nose.n:eHIDI TIOJib30BareneJ:i. ,[(aHH.ble 

06CTOS1TeJlbCTBa HaxO.D;SITCSI B npOTHBOpel.flfli c o6neKTHBHOH norpe6HOCTblO 

06ecneqeHID1 6e3onaCHOCTH ,llaHH.bIX npH HX o6pa6oTKe B 6no~eHH-CHCTeMe H 

o6ycnoBJIHBaIOT aKT)'a.JlbHOCTb TeMbI .UHCCep'I'fill.HH. 

Hosu1ua uaylfHblX nono~euuii, BbIBOAOB H peKoMen,nau,uii 
Hayqttru1 HOBH3Ha .n:HccepTaUHOHHoH: pa6oThI Ko3HHa H.C. onpe.n:en.s1eTc.s1 

npe.n:MeTOM HCCJie,llOBaHIDI - MeTo,naMH o6ecneqeHIDI 6e3onacHOCTH .n:aHHhIX npH HX 

o6pa6oTKe B 6JIOKtJeiiH-CHCTeMe, B 60JlbilleH CTerreHH 3a,D;atJaMH onpe.n:eneHIDI 

aKTYaJI.bH.bIX yrpo3 ,llaHHbIM, o6pa6aTbIBaeMblM B 6JIOKl.feHH-CHCTeMe H aHaJIH3a 

noae.n:eHIDI noJI.b30BaTeneii. KoHKpeTH.bie pe3yJIDTaThI, o6na.n;arol.I.J)ie HaYl.fHOH HOBH3HOH, 

COCTOSIT B cne.zzyiomeM: 

l ) npe.n:cTaBneHHe yrpo3, OTJIWrnoe OT KJiaCCWieCKOro, npe,a:JIO)l(eHHOro <l>CT3K 

PoccHH yqeToM crreuHcpHtiecKHx yrpo3 ,n;aHHhIM, o6pa6aTbIBaeMhIM a 6noKqeiiH­

cHcTeMe, qHCJIOBbIX 3Hal.feHHH CTerreHH onacHOCTH HapymeHHSI OT,lleJibHbIX 

xapaKTepHCTHK 6e3onaCHOCTH (KOHcpH.n:e~aJI.bHOCTH, uerrOCTHOCTH, ,llOCTYfiHOCTH, 

,llOCTOBepHOCTH); 

2) KOHL(enTyaJihHO HOBhIM no.n:xo.n:oM K ,llOCTH)l(eHHIO KOHCeHcyca, BKJIIOl.faIOmHM 

npoue.n:ypy aBTOMaTH3HpOBaHHOH oueHKH pHCKOB BHeCeHIDI H o6pa60TKH 

He,a:OCTOBepHbIX ,llaHHbIX, pa3pa6oTaHHYJO c MCilOJib30BaHHeM TeopHH HCKyCCTBeHHbIX 

HeiipOHHbIX cereli Ii TeopHH HeqeTKHX MHO)J(eCTB; 

3) yHHKaJihHhIM cocTaBOM cpopManH3oBaHHbIX xapaKTepHCTHK rroae.n:eHIDI 

IIOJib30Barem1, KOTOpbie SIBJUIJOTCSI BXO,llH.blMH xapaKTepHCTHKaMH HeiipOHHOH ceTH H 

napaMerpaMH HelipoHHoii cenL 



06~aH CTPYKTYPa u co,nep~anae ,nuccepTaQHonuou pa6oThI 
B uenoM, co.n.ep)l(aHHe H o<t>opMneHHe .n.HccepTaIJ;HH H aBTopecpepaTa 

COOTBeTCTB)'lOT c npHIDITbIMH .ll.JUI HayqHhIX KBaJIHcpHKaIJ;HOHHbIX pa6oT HOpMaMH 11 

rpe6osaHID1MH. ,ni.tccepTaUIDI COCTOliT H3 sse.n.eHIDI, IUITl1 rnas, c BbIBO.D.aMl1 no 

Ka)l(.lJ.OH, 3aKmoqeHHjJ_, CTIHCKa JIHTepazypbl 11 qeTbipex npHJIO)l(eHHH. 

B pa6oTe co.n.ep)l(HTCSI o63op OCHOBHbIX COBpeMeHHblX rpe6osaHHJ1 K pa3pa60TKe 

11 3aiu;HTe HHcpOpMau;HOHHblX CHCTeM, BbI.D.eJieHbI KmO'!{eBbie He.n.ocTaTKH 

cymecTB)'lOiu;HX Mep 3amHThI, a TaJOKe npe.n.no)l(eH1>1 pemeHHSI, HanpasneHHbie Ha 

ycTpaHeHHe Bb'UIBJieHHbIX He.D.OCTaTKOB, a HMeHHO: MO.D.eJib BbISIBJieHIDI aKT)'aJibHbIX 

yrpo3 HapymeHIDI HHcpOpMaIJ;HOHHOH 6eJonaCHOCTH .n.aHHbIX, o6pa6aTbIBaeMbIX B 

6nol0ieHH-CHCTeMe; MeTO.IJ. 06ecneqeHID1 .lJ.OCTOBepHOCTH rrepcoHaJibHbIX .n.aHHbIX, 

o6pa6aTbIBaeMbIX B 6JIOKqeiiH-CHCTeMe; MeTO.D.HKa aHaJIH3a caHKIJ;110HHpOBaHHOro 

IlOBe.n.eHIDI IlOJib30BaTeneii HH<i>opMall.HOHHOH CHCTeMbI. 

B pa6oTe npe.n.cTaBneHbI cBe.n.eHIDI o BHe.n.peHHH nonyqeHHbIX pe3yJILTaTOB, a 

TaK)l(e npoeKT rrpHJIO)l(eHH.H K 3MsneHmo Ha none3Hyro Mo.n.enb aBTOMaTH3HpOBaHHOH 

CHCTeMbI ynpaBJieHIDI 3aiu;HTOH HHcpOpMaUHH B TeppHTOpHaJU,HO pacnpe.n.eneHHOH 

HHcpOpMau;HOHHOH CHCTeMe. 

TeopeTHlfecKaH H npaKTHlfecKaH 3HalfHMOCTb 
TeopeTHtfecK~ 3HacrnMOCTb .D.HccepTaUHOHHOH pa6oThI cocTOHT a cne.lI.)'lOmeM: 

1) y CTilHOBneHa H cpOpManH30BaHa 3aBHCHMOCTb Me)l(.lJ.y: yrp03aMH, a.KT)'aJibHbIMH 

,lJ)UI .lJ.aHHbIX, o6pa6aTbmaeMbIX B 6JIOJ(CieHH-CHCTeMe; ymep6oM OT IlOTeHIJ;HaJibHbIX yrpo3 

6JIOK'!{eHH-CHCTeMe; creneHblO onaCHOCTH HapymeHIDI OT.D.eJIDHbIX xapa.KTepHCTHK 

6eJonacHOCTH; COCTaBOM .n.eCTp)'KTHBHbIX BOJ.D.eHCTBHii; CTeneHblO Ba)l(HQCTH .lJ.aHHblX. 

2) PacmHpeH KJiacc MeTo.n.os o6ecrreqeHIDI .n.ocTOBepHOCTH .n.aHHbIX B qacTH 

Bbl.HBJieHIUI He)J.OCTOBepHbIX rrepCOHaJibHblX .n.aHHbIX rrpH RX BBO.D.e B 6nOKtfeHH­

CHCTeMy 6naro.n.ap.H npHMeHeHmo HCKYCCTBeHHOH HelipOHHOH cen1. 

3) <l>opMaJIH30BaHO noae.n.eHHe IlOJib30BaTeJUI H. .lJ.OKa3aHa B03MO)l(HOCTb 

BbISIBJieHIDI aHOMaJIHH B nose.n.eHHH IIOJib30BaTeJUI c rrpHMeHeHHeM H.CKYCCTBeHHblX 

HeHpOHHbIX ceTeH. 

flpaKTHtfeCKaSI 3Ha'!{HMOCTb .lJ.H.CcepTaUHOHHOH pa60Tbl COCTOHT B TOM, YTO ee 

pe3yJibTaTbl II03BOJI.HJOT: 

a) onpe.n.enHTb yrpo3hI, aKT)'anbHbie .II.JUI 6noKqeJiH-CHCTeM, a TaK)l(e 

OKa3bIBalOiu;He BJIIDIHHe Ha .lJ.OCTOBepHOCTb .n.aHHbIX; 

6) o6ecneqHTb .lJ.OCTOBepHOCTb .lJ.aHHbIX rrpH HX o6pa6oTKe B 6JIOKtfeHH-CHCTeMe 

KaK Ha ypOBHe opraHH3aUHH pa3JI~HblX cpopM co6cTBeHHOCTH, TaK H Ha ypoBHe 

rocy.n.apcTaa B uenoM; 

B) orrepaTHBHO Bbl.HBJI.HTb aHOMaJIHH B rroBe.n.eHHH IlOJib30BaTeJieii; 

r) B qacTHOCTH B PoccHH.: 

I) 06ecneq11Tb BbIITOJIHeHHe rpe6osaHHH rocy.n.apcTBeHHhlX cTaH.n.apToB B qacTH 

onpe.n.eneHHSI aKTyanbHbIX yrpo3; 

2) BbillOJIHHTb rpe6osaHIDI <l>CT3K PoccHH: 

- no KOHTpOJllO OllJH60'!{HbJX .n.eiiCTBHH IIOJib30BaTeJieH rrpH BBO.D.e 

nepCOHaJibHblX .n.aHHblX B qacTH aHaJIH3a 3aperHCTpHpOBaHHbJX co6bITHH 

6e3onaCHOCTH H pearnposaHIDI Ha HHX (PCE.5); 

- IIpH 3aIIJ,HTe OT yrpo3, npe.n.cTaBJieHHbIX B 6aHKe .n.aHHbIX yrpo3 <l>CT3K 



PoccHH, CBH3aHHhIX c IIO.llMeHoH .n;oaepeHHoro rroJib30BaTem1 (YEM.128) H ero 

.n;eikTBHH rryTeM o6MaHa (YEM.127); 
3) ,l1.0IIOJIHHTb MeTO,l1. orrpe.n;eneHHH aKT)'anbHbIX yrpo3, npe.n;JIO)f(eHHblH <l>CT3K 

PoccHH. 

Pe3yn1>TaT1>1 H BhIBO,l1.hI, rrpe.n;cTaaneHH1>1e B .n;HccepTaU.HOHHOH pa6oTe, MoryT 

HaiiTH npHMeHeHHe rrpH onpe.n;eneHHH aKTYanhHbIX yrpo3 6nOJ<qeHH-CHCTeMaM H npH 

pa3pa60TKe cpe,l1.CTB 3aIIJ,HTb1 HH<i>OpMauHH, rrpe,l1.Ha3Hal.leHHblX ,l1.JUI o6ecrrelfeHHH 

,l1.0CTOBepHOCTH .n;aHHbIX, BBO.n;HMbIX B 6JIOKl.leHH-CHCTeMY, a TaK)f(e aHanH3a 

noae.n;eHHH IIOJih30BaTeJieH HH<i>OpMaU.HOHHOH CHCTeMbI. 

CTeneHb o6ocnoeaunocru u .nocroaepnocru uay'IHbIX nonoJKenuii, 
BblBO,llOB H peJyJJbTilTOB, c<j>OpM)'JJHpOBaHHblX B ,llHCcepTaUHOHHOH pa6oTe 

060CHOBaHHOCTb H ,l1.0CTOBepHOCTb BbIHOCHMbIX Ha 3aI.l(lfI'y IIO.Jl)'l.f.eHHbIX HOBhIX 

IIOJIO)l(eHJti:f, BbIBO,l1.0B H peKOMeH.n;au.Hii o6ycnoBJieHb1 H IIO,l1.TBep)K)J.aIOTCH 

KOppeKTHOCTblO MareMaTHl.leCKoro o6ocHOBaHIDI rrpoae.n;eHHbIX HCCJie.n;oBaliHH H 

CHCTeMHbIM no.n;xo.n;oM K peweHHIO IIOCTaB.JieHHbrx 3a.n;aq, B TOM lfHCJie: MareMaTHl.{eCKHMH 

,l1.0Ka3aTeJibCTBaMH H pe3yJibTaTClMH 3KCIIepH:MeHTanbHOH npoBepKH, aHanH30M pa6oT H 

cornacOBaHHOCThlO c H3BeCTHbIMH peweHIDIMH B ,l1.aHHOi1 npe,l1.MeTHOH o6naCTH, 

o6cy)K)J.eHHeM B OTKpbITOH ne1:1aTH H anpo6rumeii Ha poccHiicKHX KOH<i>epeHI.I,WIX. 

IloJJHOTa ny6JJHKaUHH nay'IHblX pe1yJJbTaTOB ,llHCCepTaO.HH 
0CHOBHbie pe3yn1>TaTb1 pa60Tbl ony6nHKOBaHbI B 11 HaytiHbIX pa6oTax, B TOM 

lfHCJie B 5 pa6oTax 113 Ilepel.lffg BAK Pocci-m, 06cy)f(,l1.an11c1> Ha .n;Byx KOH<i>epettu.Hgx, 

arrpo611poBaHbI npH npoBe.n;eHHH HaytiHO-HCCJie,l1.0BaTeJlhCKOi1 H OIIbITHO­

KOHCTp)'KTOpCKHX pa6oT Ha npe.n;npm1nuix IIAO «l11nenTeX>>, 000 «CHT'MA», 

Hcnonb30BaHbI a y1.1e6HoM npou.ecce <1>r AOY BO «CI16fY ATh>. 

3aMe'laHHH no .nuccepTauuouuoii pa6oTe 
1) TeMa ,l(HCCepTilll.HH c<i>opMJJIHPOBaHa TaK, 1:JT0 MO)f(HO nOIDITb TaK: Mero.n; 

o6ecne1.1effJig 6e3onacHOCTH .n;aHH:Drx npH HX o6pa60TKe a 6noK1.1eiiH-cHcreMe rrpe.n;naraeTCH 

3a cqeT npHMeHeHHH HceyccrseHHhrx HeHpoHHhIX cereii. KIDKeTCH, l.ITO )'MeCTHee 61>mo 61>1 

yn01pe611Tu «Mero,n. ... Ha ocHOBe», «Mero.n; ..... c npHMeHeHHeM>>. Ee3onacHOCTb 

o6ecnetrnBaeTCH, CKOpee, 6.riaro.napH npHMeHeHHIO HCKJCCTBeHHbIX HeHpoHHbIX CeTeit 

2) IlpH OIIHCaHHH BbI6paHH1>1X HeHpOHHbIX ceTeii (rnaBhl 3 H 4) He npHBe.n;eHO 

o60CHOBaHHe BbI6opa KOHKpeTHblX apXHTeKTyp HeHpOHHbIX ceTeH, a TaK)f(e OIIHCaHHe 

nopH,l1.Ka 06Jl.{eHHH HeHpOHHbIX ceTeH. 

3) MeTO,l1.HKa aHamna noae.n;eHHH noJlb30BaTeneii (rnaBa 4) B u:enoM npHMeHHMa 

CKOpee He ,l1.JUI 6JIOKlfeHH-CHCTeMbI, a ,l1.JUI HH<i>opMaQHOHHbIX CHCTeM, 

no.n;.n;ep)f(HBaJOIIJ,HX pa6ozy 6JIOKl.leHH-CHCTeM. 

4) HeiipoHHaH CeTb a pa6oTe - 3TO ocHOBHOH HHCTPJ'MeHT 06ecne1.1eHHH 

6e3onacHoCTH .n;aHHhIX, ceTb 06J1:1aeTCH no reXHonorHH o6ytieHHH c Jl.IHTeneM. B pa6oTe 

IIHWeTCH 0 BbI60pKe 06Jl.leHHH, 0 ee 6oJibWOH pa3MepHOCTH, HO He roaopHTCH 0 TOM, KaK 

rronyqeHa o6yqaromaH BbI6opa: CaMOCTO.SITeJlbHO Ha MaKere, HCIIOJlb30BanCH JIH fOTOBblii 

,n.araceT, Ha CKOJlbKO MO)f(HO ,l1.0BepHTb 3TOM)' ,n.aTacezy H T.,l1.. 

5) He npHBe,neHo o6ocHoBaHHe Bbl6opa MerpHKH .n;JIH C)')K)J.eHHH o Kaqecrae o6yqeHHH 

HeHpoHHOH CeTH. Ilpe)J)IO)f(eHO HCIIOJib30BaTb MHororrapaMerpHl.leCeyIO MerpHey, 

BKJII01:1aIOI.IJYIO 3HalfeHHe rapMOHHtiecKH cpe,l1.Hero Me:>K.,Dy TOlffiOCTblO H IIOJIHOTOH, 3HaqeHMe 

pa.36poca H 3HaqeHMe CMemeHHH. IloqeM)' 3TH, a He rrpocro Cpe,l1.HIOIO OWH6ey o6ytieHHH? 



BbIBO~bl 

OrMeqeHHbie He,AOCTaTI<H He CHIDKaJOT u.eHHOCTH pe3yn1>TaTOB .AHCCepTaU.HH 

.AIDI TeopHH H rrpaKTHI<H. ,l(HccepTaI.J,HoHHaJI pa6oTa Ko3HHa HBaHa Cepreeswrn 

«MeTO.A o6ecnel.leHIDI 6e30IIaCHOCTH ,u.aHHbIX npH HX o6pa60TKe B 6nOKlJeHH­

CHCTeMe 3a cqeT rrpHMeHeHIDI HCKyCCTBeHHbIX Hei1pOHHbIX ceTeH» SIBIDleTC.sl 

3aKoHqeHHOH HaYl.fHO-KBanH<l>HKaI.J,HOHHOH pa6oTOH. ,l(HCCepTaU.H.sl COOTBeTCTByeT 

cne.zzyroll(HM IIYffKTaM rracrropTa cneu.HanbHOCTH 05 .13 .19 - MeTO.Abl H CHCTeMbI 

3aII,UfTbl HH<l>OpMaUHH, HH<l>opMaU.HOHHaJ16e3orraCHOCTb: 1-3, 5, 7, 9, 13, 14. 
B ,AHccepTaU.HH pemeHa Hayt:1Ha.s1 3a,Aaqa pa3pa6oTKH MeTO.AOB o6ecneqeHH.sl 

6e3onaCHOCTH ,AaHHbIX rrpH HX o6pa6oTKe B 6noKtieHH-CMCTeMe, MMeIO~Wl BruKHOe 

3HaqeHHe B ycnOBIDIX nepeBo,Aa HH<l>opMaU.HOHHbIX CHCTeM H HH<l>opMaI.J,110HHbIX 

pecypcoB Ha 06na':IH1>1e rrnaT<l>opM.bI. ,l(HccepTaU.H.sl OTBeqaeT KpHTepIDIM, 

H3llO:>KeHHbIM B rr. 9 «IIono:>KeHIDI 0 rrpHCJ:>K,AeHHH yqeHblX CTeneHeH», 

yTaep:>K.AeHHoro rrocTaHoBneHHeM IIpasHTenbCTBa PoccHHCKOH <l>e.AepaU.HH oT 24 
ceHT.s16p.S1 2013 ro,Aa .M~ 842 B pe,AaKI.J,HH OT 11.09.2021. ABTOpe<l>epaT nonHOCTbIO 

OTpa:>KaeT OCHOBHOe CO,Aep:>KaHHe ,AHCCepTaI.J,HOHHOH pa60Tbl. 

,l(HccepTaU.HOHHa.sl pa6oTa «MeTO,LJ; o6ecrre'lleHIDI 6e3orraCHOCTH ,AaHHblX rrpH 

HX o6pa60TKe B 6noKqeliH-CHCTeMe 3a cqeT rrpHMeHeHIDI HCKYCCTBeHHhIX 

HelipoHHbIX ceTeih> 3acny:>KHBaeT rrono>KHTeJlbHOH ou.eHKH, a ee aaTop - Ko3HH 

HBaH CepreeBl{q rrpHcaoeHIDI Yl.feHoii cTerreHH KaH.AH.AaTa TeXHHqecKHX HayK no 

cneu.HanbHOCTH 2.3.6. MeTO.Af>I H CHCTeMbI 3al.I..(HTbI HH<l>opMaU.HH, 

.HH<l>OpMaU.HOHHa.SI 6e30IIaCHOCTb 

TaTapHHKOBa T.M. 
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