
OT3bIB O<I>HQIIAJThHOro OIIIIOHEHTA 

.n;oKTopa TexH.WiecKHX Hayi<, ,n;ou;eHTa JiayThI Onera CepreeBWia 

Ha .n;HccepTau;mo Illapm<:oBa IIaBna H1mHOBWia 

Ha TeMy «Pa.3pa6oTKa CTpaTmpHIJ;HpOBaHHbIX MeTO)l;HK C03)l;aHIDI M BJIO)l(eHIDI 

ycTOWIMBOfO K aTaKaM .n;eKOMITMIDIIJ;MeH M o6cpycKau;HeH IJ;HcppoBoro BO,WIHOro 

3HaKa B 6ai1T-KO)l; class-cpai'inoB java-npHJIO)l(eHHH M MHcpopMaIJ;MOHHbIX CMCTeM» 

no cneu;HanbHOCTM 2.3 .6 - «MeTO)l;.bl M CMCTeMbl 3aID;MTbl HHcpOpMaIJ;MM, 

MHcpOpMa:r.m:oHHruI 6e3onaCHOCTb» 

AicryaJibHOCTh TeMbI uccne,ll;oBanuH 

B HacTrn1m;ee Bpewr HHcpopMaIJ;MOHHbre cHcTeMbl Haxo.n;5IT noBceMeCTHoe 

rrpHMeHeHHe. QqeBM)l;HO, qTo no.n:o6Hble rocy.n;apCTBeHH.bie, 6aHKOBCKMe 

HHcpopMaIJ;MOHHbie CMCTeMbI 5IBIDI10TC51 u;eJibIO .n:mr aTaK 3JIOYMDIIIrneHHMKOB c 

u;enbIO Kpa)l(M MHcpopMaIJ;MM, .n:ecTa6MJIM3aIJ;MM pa60Tbl CMCTeMbI, KOMnpoMeTaIJ;HM 

MCXO)l;HOfO KO)l;a .n:mr KOilHpoBaHM51 Hapa60TOK M )l;anbHeRIIIero cpopMMpOBaHM51 

IlOJIHOIJ;eHHOH KOITMM MHcpOpMaIJ;MOHHOH CMCTeMbr c cpHrrrn:HrOBbIM Be6-caMTOM. 

Ha TeKym;Mii MOMeHT o.n;Ho:H: M3 aKTyanhHbIX npo611eM 51BJI51eTC51 3aIIm:Ta 

aBTOpCKMX npaB Ha MCXO)l;HbIR KO)]; MHcpopMaIJ;MOHHbIX CMCTeM, pa.3pa6oTaHHbIX Ha 

513bIKe nporpaMMHpOBaHM51 Java, B CB513M c TeM, qTo 60JibIIIMHCTBO 

MHcpOpMaIJ;MOHHbIX CMCTeM cnpoeKTHpOBaHbI M pa.3pa6oTaHbI Ha .n;aHHOM 513bIKe 

nporpaMMMpOBaHIDI, a CKOMITMJIHpoBaHHbie cpaHJibl .n;aHHOfO 513bIKa 

nporpaMMMpOBa:HM5! 6e3 oco6oro Tpy.n:a .n;eKOMITMJIMpyIOTC51. TaKMM o6pa.30M, 

.n;HccepTau;HoHHa51 pa6oTa IllapHKOBa IIaBJia HBaHOBWia, .~IBmreTC51, 6e3yc110BHO, 

aKTyanhHOM. 

OcnoBHbie uay11ub1e pe1ynLTaTbI u ux HOBH3Ha 

B npe.n:cTaBJieHHOR .n;HccepTaIJ;MOHHOR pa6oTe npe.n;Jio)l(eHbI HOBhre MeTo,nHKM 

C03,AaHM51 M BJIO)l(eHIDI IJ;HcppOBOfO BO,A51H0f0 3HaKa B MCITOJIH51eMbie cpaHJibl 513bIKa 

nporpaMMHpoBaHIDI Java. B npe,nJIO)l(eHHbIX MeTO.AMKax 3KBMBaneHTHO 

3aMeH51IOTC51 onepau;HOHHbie KO.Ahl BMpTyanbHOM MaIIIBHbl Java .n:mr C03,AaHIDI M 

cKpbIToro BJIO)l(eHIDI IJ;McppoBoro BO)l;51Horo 3HaKa, B 3aBMCMMOCTM OT CTPYKTYPhI 

MCIIOJIH51eMoro class-cpaiiJia M B3aMMOCB513eM Mo,nyneH: MHcpopMaIJ;MOHHOM CMCTeMbI. 

HayqHa51 HOBM3Ha ,nMccepTaIJ;MOHHOM pa6oTbI 3aKJIIOqaeTC51 B npe,nJIO)l(eHHhIX 

aBTOpOM MeTO)l;HK C03,AaHM51 M BJIO)l(eHM51 IJ;HcppoBoro BO,A51HOfO 3HaKa B class

cpaHJibl java-npMJIO)l(eHMH M HHcpopMaIJ;MOHHbIX CMCTeM. A MMeHHO, B MeTO)l;MKe 

co3,Aa:HIDI M BJIO)l(eHM51 u;McppoBoro BO,A51Horo 3HaKa YBeJI:aqeHHoro o6oeMa 3a ClfeT 

paCIIIHpeHHOfO Ha6opa 3KBHBaneHTHblX 3aMeH OITKO)l;OB; B MeTO.I(MKe C03,AaHIDI M 

BJIO)l(eHIDI u;mppOBOfO BO)l;51HOro 3HaKa ycTORlfMBOro K aTaKaM .n;eKOMITMIDIIJ;MeR B 

class- cpaibrbI java-npMJIO)l(eHIDI Ha OCHOBe aHaJIM3a CTPJ'KTYPhI java-npMJIO)l(eHIDI M 



ero class-cpaHJIOB, RX B3RHMOCB5I3eH, HCnOJib30Bamrn cp)'HKI.{HH, 3aTpy,ll;IUilOmRX 

pa6ozy .z:i:eKOMIIMAATOpoB; B MeTO.IJ:HKe C03.IJ:aHM5I H BJIO:>KeHM5I u:mppoBoro BO.IJ:5IHOro 

3HaKa ycToWnffioro K aTaKaM o6cpycKarureli B class-cpalillhI 11HcpopMau;110HHOH 

CHCTeMbI 3a cqeT aHan113a B3a.MMOCB.H3eH java-npHJIO:>KeHHH BffYTPH 

HHcpOpMaQHOHHOH CHCTeMbI, C03.IJ:aHM5I H BJIO:>KeHM5I .IJ:Byx BH.IJ:OB U:HcppOBbIX 

BO.IJ:5IHbIX 3HaKOB B class-cpaHllbI HHcpopMaQHOHHOH CHCTeMbI Ha OCHOBe 

nonyqeHHOM HHcpopMaU:HH. 

"QeJib JJ.HCCepTaU:HOHHOH pa60Thl H ee CTpyKrypa 

Qerrb .IJ:HCCepTaQMOHHOH pa6oTbI - nOBbIIDeHHe o6oeMa u:wcppoBoro BO.IJ:5IHOro 

3HaKa H ero ycTOHtflIBOCTb K aTaKaM, npe.z:i:rro:>KHB MeTO.IJ:HKH C03.IJ:aHM5I H BJIO:>KeHH.H 

u:11cpp0Boro BOMHOro 3HaKa Ha OCHOBe 3KBlmaneHTHbIX 3aMeH onepal.{MOHHhIX 

KO.IJ:OB 6aliT-KO.IJ:ajava. 

,[(11ccepTau;110HHa.H pa6oTa cocTOHT 113 BBe.IJ:eHM5I, qeThipex rnaB, 3arunoqeHM5I, 

CIIMCKa COKpameHHH H o6o3Haqemill:, cnHCKa JIBTepaTYPhI, npMJio:>KeHHH. 

MaTepHanbI ocpopMJieHhI Ha.z:i:rre:>KaIQHM o6pa3oM 11 npe.z:i:cTaBJI.HIOT co6oli 

3aKOffqeHII)'IO pa6ozy c .srcHoli nocTaHoBKOH 3a,n;aqH H ee pemeHHeM. TaIOKe 

npHBe.IJ:eHO npaKT~eCKOe nO.IJ:TBep:>K.IJ:eHHe .IJ:OCTOBepHOCTH norryqeHHbIX 

pe3yJibTaTOB. 

Bo BBe.r:i:eHHH aBTop pacKphmaeT aKT)'anhHOCTh wccne.r:i:oBaHM5I, cTeneHh 

pa3pa6oTaHHOCTH TeMbI, CTaBHT HayqttyIO 3a.z:i:aqy, pacKphrnaeT HayqttyIO HOBH3HY 

pe3yrrhTaTOB. ABTopoM ccpopMYJIHPOBaHhI nono:>KeHM5I, BhIHOCHMbie Ha 3aru;11Ty, 

KOTOpbie OTpa:>KaIOT 3Ha1IBMOCTh, HayqttyIO H rrpaKTHqecKYIO u;eHHOCTb. 

B nepBoli rrraBe aBTop npoBerr aHaJIH3 cymecTBYIQIQRX rry6rr11Kau;Hli no 

TeMaTHKe .IJ:HCCepTaU:HOHHOH pa60ThI, npOH3Be.IJ:eH o63op cymeCTBYIQmHX MeTO.IJ:HK 

H HX pa36op Ha npHMeHHMOCTb H aKT)'anbHOCTh Ha TeKyID;RX BepcH.HX .H3hIKa 

rrporpaMMHpOBaHM5I Java H BHpTyanhHOH MalllliHhI Java. 

Bo BTopoli rnaBe rrpe.z:i:rro:>KeHa MeTO.IJ:HKa no co3.z:i:amno 11 Brro:>Kemno 

l.{McppoBoro BO.IJ:.HHoro 3HaKa yaerr11t.J:eHHoro o6oeMa B class-cpalillhI. MeTO.IJ:HKa 

OTJI~aeTC.H OT cymeCTBYIQmRX HCnOJih30BaHHeM pacIDHpeHHoro Ha6opa 

onepaQHOHHbIX KO.IJ:OB .IJ:AA 3KBHBaJieHTHbIX 3aMeH H 6oJibI.IIHM o6oeMOM u:11cpp0Boro 

BO.IJ:.HHOro 3HaKa. QHcppoBOH BO.IJ:.HHOH 3HaK co3.z:i:aeTC.H Ha OCHOBe aHaJIH3a OIIKO.IJ:OB 

class-cpalirra, qTo n03BOAAeT u:wcppOBOMY BO.IJ:.HHOMY 3HaKy .HBJI.HTbC.H HeOTheMJieMOM 

qacTbIO class-cpalina, TaK KaK He co3.z:i:aeTC.H .z:i:onOJIHHTeJibHbIX cymHOCTeH, 3aMeHhl 

npoH3BO.IJ:.HTC.H c cymecTBYIQID;HMH onKO.IJ:aMH class-cpalina. 

B TpeTheli rnaBe rrpe.z:i:no:>KeHa MeTO.IJ:HKa co3.z:i:aHM5I 11 BJIO:>KeHM5I u:11cpp0Boro 

BO.IJ:.HHoro 3HaKa ycTo~oro K aTaKaM .z:i:eKOMIIMll5II.J;Heli B class-cpalirrhI java

rrpwrro:>KeHM5I, 3a cqeT HCnOJib30BaHM5I .z:i:onoJIHHTeJihHhIX cpyHKUHH, 3aTpy.IJ:H.HIOmRX 

.r:i:eKOMIIHAAU:HIO CKOMIIHJIHpOBaHHOro KO.IJ:a. IIpoBe.IJ:eHbI 3KCnepHMeHThI Ha 

peanhHDIX 11cnonH.HeMhIX cpalinax Java, npo.r:i:eMOHCTpHpoBaHa B03pocma.H 



cnmKHOCTh y,n:arreH1u1 u:w<l>poBoro Bo,z::vrnoro 3HaKa nocpe,n:cTBOM aTaK 

,n:eKOMITMIDIU:Meit 

B tJeTBepToli rnaBe npe,n:no)l(eHa MeTo,n:HKa co3,n:amui w BilO)l(emui n:w<l>poBoro 

Bo,n:.srnoro 3HaKa ycTOHtJMBoro K aTaKaM · o6<l>ycKau;weli B class-<l>aiiilhI 

MH<l>opMaU:MOHHOH CMCTeMbI, COCTO.sm:i;eli M3 Ha6opa java-npHnO)l(eHMH. 

IlpOM3BO.lJ:MTC.sI aHaJIM3 B3aMMOCB.sI3eH class-<l>aiirroB BH)'TPM java-npHJIO)l(eHHH, 

aHanM3 B3aMMOCB.sI3eii Mo.n:yneli MH<l>OpMaU:HOHHOH CMCTeMbI. Ha OCHOBe 

pe3ynbTaTOB aHaJIH3a C03,n:aeTC.sI ,n:Ba BH)J.a U:H<l>poBbIX BO.lJ:.sIHbIX 3HaKOB, KOTOpbie 

IlOMeni;aIOTC.sI B KpHTHtJeCKH Ba)l(Hble <l>YHKUHH HH<l>opMaU:MOHHOH CMCTeMbI. 

,ll;onOnHHTeilbHO npOH3Be,n:eH 3KcnepHMeHT Ha BbI6opKe pearrbHbIX MCITOJIH.HeMbIX 

class-cpaiirroB. 

B 3aKnIOtJeHHE: aBTop no,n:Bo,n:HT HTOr pe3ynhTaTOB pa6oTbI, ,n:enaeT Bhmo.n: o 

,n:OCTM)l(eHMH IIOCTaBneHHbIX 3a,n:atJ. 

CTeneHh o6ocHoBaHHOCTH H .r.ocTosepHOCTH HaY1IHhlX nonoJKeuHii, 

BhIBo.r.oB H peKOMeH.r.aQHH, c<l>OPMYJJHpOBaHHhIX B .r.HccepTaQHH. 

l1cxo,n:.si H3 aHarrH3a Ka:>K,n:oro Hay-qHoro pe3ynhTaTa, cne,n:yeT c,n:enaTb Bhrno.n:, 

tJTO HaYtJHbie IlOJIO)l(emUI, BbIBO.lJ:bI M peKOMeH,n:au:HH, cq)OpMY1IMpoBaHHbie B 

pa6oTe, .n:ocTaTOtJHO o6ocHOBaHbI, o6na,n:aIOT HOBM3HOH H .lJ:OCTOBepHOCTbIO. 

06oCHOBaHHOCTb nonyqeHHbIX HaYtJHbIX pe3yJibTaTOB no,n:TBep)l(.lJ:aeTC.sI 

KOppeKTHbIM IIpHMeHeHHeM MeTO.lJ:OB U:H<l>poBOH CTeraHorpa<l>MM, 

MH<l>OpMaU:HOHHOH 6e3onaCHOCTH B nporpaMMHbIX cpe,n:ax, TeopHE: yrrpaBnemui, 

coBpeMeHHbIX MeTo,n:oB M cpe,n:cTB pa3pa6oTKH nporpaMMHoro o6ecnetJemui, 

TeopMM rpacl>oB, TeopHH anropHTMOB. 

,ll;oCTOBepHOCTb H CTeneHb o6ocHOBaHHOCTH HaYtJHbIX pe3ynhTaTOB, 

rrpe,n:cTaBneHHhIX B ,n:wccepTau;woHHOH pa6oTe, no,n:TBep)l(,n:aeTc.si: pe3ynhTaTaMM 

IIOCTaBneHHbIX 3KCrrepHMeHTOB Ha peanbHbIX HCIIOilH.HeMbIX class-<l>alinax .sI3bIKa 

rrporpaMMHpOBaHH.sI java. Ily6nHKau;H.sIM B OTetJeCTBeHHblX M 3apy6e)l(HbIX 

peu;eH3HpyeMbIX H3,n:aHH.HX, arrpo6au;Heli pe3ynhTaTOB pa60TbI Ha Me)l(.lJ:yttapo,n:HbIX 

M poCCMHCKHX KOH<l>epeHU:M.HX, CBM,n:eTeJibCTBaMM 0 per11crpau;MM rrporpaMM ,n:IDI 

3BM M aKTaMM 0 BHe,n:peHMM. 

3aMeqaHHH no .r.HccepTaQHOHHOH pa6oTe 

B ,n:11ccepTau;110HHoli pa6oTe BhrnBneHbI He,n:ocTaTKH: 

1. B ,n:HccepTaU:HOHHoli pa6oTe B He,n:ocTaTotJHoli Mepe pacKpbIThI 

rrpHHU:MIIbI aHaJIH3a B3aHMOCB.sI3eH Me)l(.lJ:Y class-<l>aiinaMM. 

2. B MeTO.lJ:MKe no co3,n:aHMIO M BilO)l(eHMIO u:11<l>p0Boro Bo,n:.siHoro 3HaKa 

yaenMtJeHHoro o6oeMa 3a ctJeT pacnmpeHHoro Ha6opa orrepaUHOHHbIX KOMaH,n: He 

B ITOJIHOH Mepe o6o3HatJeHbl KpMTepMM BbI6opa OITKO.ll:OB .ll:IDI 3KBMBarreHTHbIX 

3aMeH. 




