4
e

Telecom IT

SPb
June 2022 Vol. 10 Iss. 2 ISSN 2307-1303 http://ijitt.ru/ .

oV sy

Artificial Intelligence Driven 5G
and Beyond Networks

Ali R. Abdellah® 2, A. Koucheryavy?*

1 Al-Azhar University, Qena, Arab Republic of Egypt

2 The Bonch-Bruevich Saint-Petersburg State University of Telecommunications,
St. Petersburg, 193232, Russian Federation

*Corresponding author: akouch@mail.ru

Abstract—5G networks and beyond are expected to meet numerous service requirements in various
aspects of our daily lives. At the same time, the functional complexity of 5G telecommunication net-
works increases by an order of magnitude compared to existing networks. 5G data rates are dramat-
ically faster, connection density is higher, and latency is much lower, among other improvements.
An efficient 5G network cannot be complete without incorporating artificial intelligence (AI) tech-
niques. All this requires the use of new technologies, including artificial intelligence, to ensure the sta-
ble operation of telecommunication networks, methodology, system analysis, and key results. Scien-
tific tasks for 5G communication networks are identified where the use of artificial intelligence, in-
cluding machine and deep learning, seems appropriate. Practical Relevance. The results of the work
may be useful in training in networks and telecommunication systems and in defining new scientific
tasks for PhD students.
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AHHoTauua—CeTu csi3v nsiToro (5G) 1 nocneaytoLwymx NoKoNeHUi 6yayT COOTBETCTBOBaTb MHOMOYMC-
NEHHbIM TPebOoBaHMSIM K YC/yraM B pas/iMyHbIX acnekTax Hallei MOBCeAHEBHOM XMN3HM. [pun 3ToM dyHK-
LIMOHanbHasi CIIOKHOCTb TENIEKOMMYHUKALMOHHbBIX CETeM 5G BO3pacTaeT Ha MopsiaokK Mo CPaBHEHUIO
C CyLlecTByHOLWMMU ceTAMU. OCHOBHbIE AOCTVXKEHWS B CETSIX NSTOrO NOKOMEHMS! COCTOSIT B TOM, YTO CKO-
pOCTb Nepeaayn AaHHbIX 3HAUUTENbHO BblILLE, MIOTHOCTb YCTPOMCTB AOCTMraeT 1 M/H Ha KB. KM, a 3a-
AEPXXKa U3 KOHLA B KOHELl HAMHOTO Hibke. IhEKTUBHOCTb CETU 5G B CyLLLECTBEHHOW CTEMNEHW 3aBUCUT
OT NMPUMEHEHNS METOAOB MCKYCCTBEHHOro MHTennekta (MW). B ctatbe onpeaeneHbl HayyHble 3aaay
ANsi ceTen CBsi3n 5G Anst Tex NpUNoXeHUM, rae UCrosb30BaHNe MCKYCCTBEHHOIO MHTENNEKTa, BKoYast
MalUMHHOE U ry6okoe obydyeHue, NPeacTaBNSeTCs LenecoobpasHbiM. MpakTuyeckast 3HaYMMOCTb pa-
60Tbl COCTOUT B TOM, YTO pe3y/bTaTbl CTaTbW MOTYT 6biTb MOME3HLI NPU 06yYeHUN TexHonornsm U
B 0611acTv C ceTel U cMCTEM TeNIeKOMMYHMKaLMIA, @ Takxke NpY NMOCTaHOBKE HOBbIX Hay4HbIX 3a4ay ne-
pea acnuMpaHTamu.
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Introduction

5G and beyond networks are expected to meet various service requirements in
different areas of our daily lives, from housing to work and leisure to transportation.
Due to the enormous range of 5G requirements in terms of user experience, efficiency,
performance, and complex network environments, the design and optimization of 5G
networks becomes a major challenge. The future 5G network requires robust intelli-
gent algorithms to adapt network protocols and resource management for different
services in different scenarios. Artificial intelligence (AI), defined as any process or
device that recognizes its environment and takes actions that maximize the chances
of success for a predefined goal, is a practical solution for designing emerging complex
communication systems. Recent developments in deep learning, convolutional neural
networks, and reinforcement learning show promise for solving very complex problems
that were previously considered intractable [1, 2, 3, 4].

There is now an opportunity to incorporate Al technology into 5G and beyond
networks to address optimal physical layer design, complex decision making, network
management, and resource optimization in these networks. In addition, the emerging
Big Data technology provides us with an excellent opportunity to study the fundamen-
tal characteristics of wireless networks and help us gain a clearer and deeper
knowledge of the behavior of 5G wireless networks! [5].

In studying 5G wireless technologies and communication systems, AI will be a ro-
bust tool and an interesting research topic with several potential application areas,
such as wireless signal processing, channel modeling, and resource management.
Here, we first introduce some popular Al techniques. Al techniques include interdisci-
plinary techniques such as machine learning (supervised learning, unsupervised learn-
ing, and reinforced learning), deep learning, improvement theory, game theory, and
metalogics. Among them, machine learning and deep learning are the most common
Al subfields that are widely used in wireless networks? [5].

The deployment of 5G networks is fraught with many difficulties. One way
to overcome them is to integrate artificial intelligence into the networks. More than
50 % of mobile companies have integrated AI into 5G networks by the end of 2020.
The main focus of Al integration is to reduce capital expenditures, optimize network
performance, and build new revenue streams. 55 % of decision makers said Al is al-
ready being used to improve customer service and enhance the customer experience
by improving network quality and offering personalized services. 70% believe that us-
ing AI in network planning is the best way to recoup the investment required to tran-
sition networks to 5G. 64 % of survey respondents will focus their Al efforts on net-
work performance management. Other areas where mobile decision makers are look-
ing to invest in AI include SLA, product lifecycles, networks and revenue. Of course,
integrating Al into 5G networks presents some challenges. Effective mechanisms must
be developed to collect, structure, and analyze the enormous amounts of data that Al

L https://www.deepsig.ai/how-artificial-intelligence-improves-5g-wireless-capabilities
2 |bid.
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accumulates. For this reason, the early Al adopters who find solutions to these chal-
lenges will clearly be ahead of the game when it comes to networking 5G networks?.

Artificial intelligence (AI) is emerging as a critical component needed to under-
stand the many data sets collected and make them commercially valuable. Al can
support data analysis from the Internet of Things (IoT), where the system can perform
tasks or improve intelligent information. In addition, AI in IoT devices can identify
data, make decisions, and work with this information without user intervention [6].

Machine learning (ML) is the method that deals with the development of algo-
rithms that can learn from information and make predictions. Moreover, modern cen-
tral processing unit technology (CPU) enables effective implementation of AI algo-
rithms. However, the volume of traffic is increasing, and the heterogeneity of traffic
is increasing. The Internet of Things (IoT) and ultra-reliable, low-latency communica-
tions bring a variety of demands that require greater efficiency in quality of ser-
vice (QoS) decisions, as current QoS technologies cannot achieve the desired level.
Most provisions are needed to predict load and delay for specific facilities, taking into
account geography and dynamics such as subscriber movement and incredible speeds.
Operators also need an overall system that can make predictions about infrastructure
evaluation, taking into account the adoption of new technologies that enable new
online services and the associated expected changes in people's lifestyles [7].

AI plays a critical role in fifth-generation (5G) networks [8, 9], such as the IoT
and tactile Internet, because it can quickly extract insights from data. ML can auto-
matically discover models and anomalies in the information generated by sensors
and smart devices. Al technologies extend ML strategies applied to smart IoT devices
to make complex decisions based on recognition patterns, self-learning, self-healing,
context awareness, and autonomous decision-making. These include and influence fu-
ture applications of dual digital models and continuous learning that play a role in
autonomous vehicle applications, IoT, and predictive maintenance.

Al is widely used in wireless networks, e. g., in processing and recognizing infor-
mation and data streams [10, 11]. It can also predict and process historical data series,
geographic and positional information in real time, which is essential in almost all tech-
nology areas. It affects the applications, evaluation tools, computational level, data
processing methods, and interface control capabilities in virtually all areas of infor-
mation technology (IT). 5G will increase the speed and combination of other technol-
ogies, while AI will enable machines and systems to work intelligently like humans.
In summary, 5G will accelerate services in the cloud while rapidly analyzing and learn-
ing from the same data. Wireless communication is a driving force in promoting eco-
nomic, technical, social, security and study conditions. It also supports the growth
factor to meet the needs of the new generation. Researchers are constantly striving
to develop new wireless communication technologies and mechanisms to facilitate hu-
man life, such as the advancement of IoT, 5G, transportation networks, tactile Inter-
net, and so on.

Due to the advances in computing capabilities and ML techniques such as Deep
Learning (DL), Al is performing well in various applications such as security, network
data processing, etc. Undoubtedly, Al reduces user intervention and provides reliable

3 Ibid.
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results, regardless of the application domain. Therefore, the advancement of Al can
also provide innovation and novelty for 5G networks to manage the network efficiently.
With additional Al and automation layers that provide zero-touch and end-to-end,
5G will provide excellent opportunities to increase revenue. Today, many researchers
are interested in integrating Al and wireless communications, which is reflected in the
standardization plans [12, 13].

The growth of IoT requires the installation of various applications with complex
operational requirements. Delays are one of the most critical measures for IoT, espe-
cially in network traffic prediction and healthcare monitoring, where urgent situations
need to be managed. In IoT applications, intelligent processing and Big Data analytics
are the main drivers for development. Data science with IoT is mainly used in various
fields where volume, speed, and pattern recognition are concerned. Due to predictive
ML analysis, the software can predict both desired and undesired incoming events.
Therefore, the system ML detects abnormal behavior and helps to understand and es-
tablish long-term trends, which requires continuous correction and monitoring
to achieve effectiveness and efficiency in data analysis [14, 15].

There is an obvious convergence between IoT and AlL. The IoT can connect ob-
jects and devices to leverage the data generated by those devices, while AI can model
the intelligent behavior of all types of devices. As IoT systems generate large data
sets, Al helps process these data sets and understand the information. However, tra-
ditional methods for structured data, analytics and definition processes are unable
to effectively manage the massive data flowing in real time from IoT devices. There
is a high degree of convergence between IoT and Al. The IoT can connect devices,
the data generated by those devices, and Al to model the intelligent behavior of all
types of devices. Since IoT devices will produce an enormous amount of information,
AI will process and understand this information. However, traditional approaches
to structuring information, analytics and specific processes will not allow you to
efficiently manage all the information about the entities that make up the IoT in real
time. Al-based analytics and responses can be used to determine the optimal value
of the information, if any. The proliferation of ML and IoT algorithms can significantly
improve the application infrastructure. The use of ML can improve network manage-
ment to avoid congestion, optimize resource allocation, and examine essential infor-
mation to make decisions or offload data. ML Methods including artificial neural net-

work (ANN)-based approaches, can effectively store and process large amounts
of data [6].

Network information prediction is among the best active areas combining Al stud-
ies for information networks. Nowadays, it can be used in various applications and
is attracting more and more attention from many researchers. Information prediction
is an effective way to ensure the security, reliability and connectivity of selected net-
works. Many network traffic prediction methods have been proposed and tested, in-
cluding Internet-based data extraction methods. Many interesting network prediction
strategies have been developed to achieve powerful results* [1, 2, 3, 4, 5,6, 7, 8, 9,
10, 11, 12, 13, 14, 15, 16, 17]. Fig. 1 illustrates an example of IoT traffic prediction
using ML techniques.

* Ibid.
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Fig. 1. Machine learning for IoT traffic prediction

The motivations behind this study include the following

— Al is already being integrated into networks to optimize network performance
and the adoption of Al creates new data challenges even as it solves network com-
plexities.

— Optimize quality of service (QoS) requirements and network monitoring
to manage resources and ensure security.

— Monitor network availability and activity to identify and eliminate outli-
ers/faults, including security and operational issues.

— The lack of accurate machine learning analysis to achieve adequate perfor-
mance.

— The computational complexity of challenging problems in optimizing QoS
measures.

— Apply techniques to predict time series data, remembering the historical data,
and accurately estimate future time series data. They also have the advantage over
traditional approaches to time series prediction in that they serve to maximize the ac-
curacy of the learning method over the training iterations. As more data is added
to the model, the model becomes smarter and can better estimate traffic volumes,
which is important for real-time traffic forecasting. These techniques such as nonlinear
autoregressive network with exogenous inputs (NARX) enabled recurrent neural net-
works (RNNs) and long short-term memory (LSTM) networks enabled deep neural net-
work learning.

Machine Learning for time series prediction

Predicting historical time sequences is an essential aspect of ML; it belongs to su-
pervised learning approaches and is widely used in data science, applied in various
domains. Several ML techniques, including regression, ANN, KNN, SVM, random forest,
and XGBoost, can be used to predict time series. ML-based forecasting models have
found wide application in time series projects required by various organizations to fa-
cilitate predictive allocation of time and resources.

ANN can help historical series prediction by eliminating the instantaneous need
for extensive feature technology processes, data scaling procedures, and the need
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for stationarity and differentiation of historical series data. RNN is suitable for super-
vised learning tasks when data are available in a temporal sequence. It can remember
the historical information to estimate future time-series data. The RNN algorithm
is trained based on the previous data of the historical series into the input level.
The network’s connectivity is adapted depending on the difference between the actual
and expected outputs over the network. Before configuring the network, the operator
must determine the network hidden layers to size and the training termination process.

In prediction, the past information is used to predict what will follow, and the
following information is predicted, relying on what happened. The temporal sequence
adds a temporal dependency between historical information. This dependency is under
limitations and is structured to provide an additional source of information. Historical
time sequence prediction is a method of predicting information about a historical se-
ries. It expects the following information by analyzing the past information if the future
information is similar to the historical information. It can be applied in several
use cases, such as resource allocation, network traffic, weather forecasting, control
engineering, statistics, signal processing, and business planning. These are just a few
of the many possible applications for time series forecasting.

In real-world time series — i. e., forecasting weather, air quality, and network
traffic flow are scenarios based on IoT devices, such as detectors — abnormal time
form, missing data, high noise, and complicated correlations are multivariate and cur-
rent limitations of classical prediction techniques. Such methods usually depend
on noise-free and perfect information for good performance: missing data, outliers,
and other erroneous features are generally not supported. Time series prediction starts
with a historical time sequence, and experts investigate the historical information and
temporal decomposition models, such as tendencies, seasonal models, periodic mod-
els, and symmetry. Various sectors, such as commerce, utilize historical time se-
quences prediction to assess potential technological complexity and customer needs.
Temporal series data models can have many variations and perform various random
processes’ [1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17].

A. NARX neural network

NARX represents a nonlinear autoregressive network with external inputs. NARX
are dynamical RNN, have return paths surrounding various network connections. NARX
networks are based on the auto-regressive with exogenous input (ARX) time series
models, commonly used for time series operations, and are considered a nonlinear
form of the ARX model. NARX models can simulate various nonlinear dynamic meth-
ods; they have been used for multiple problems, including time series simulation.
The NARX network uses prior measures of the existing historical time series to make
predictions and the previous values of other inputs to make predictions for the target
series. NARX is a robust tool suitable for nonlinear modeling systems. Moreover, NARX
learns more efficiently than other neural network time series, using a gradient descent
learning algorithm. NARX networks have been successfully used in many applications
to predict future values of the input signal [2, 3, 13, 14, 15, 21] (fig. 2).

> Ibid.
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Fig. 2. NARX neural network architecture

B. Deep Learning with LSTM network

Predicting traffic behavior using Deep Learning is significant because it can learn
from large amounts of data and identify patterns more accurately than other ap-
proaches. Predicting potential traffic enables solutions to improve QoS before failure
occurs. Deep neural network learning can be used for predictive analytics, as it uses
historical data to make better decisions, resulting in higher accuracy. In addition, ex-
pecting a possible massive occurrence of data streams at unusual times, which can
most likely be classified as data stream-based attacks, enables a more secure network.
Moreover, predicting such large data streams can also eliminate the risk that can dis-
rupt the operation of the IoT system [18, 19].

Network traffic prediction enables operators to take early actions to control traffic
load and improve network performance. In addition, traffic forecasting for long time
periods enables detailed traffic models to assess future capacity needs, allowing for
more accurate planning and better decisions. Forecasting for short time periods (milli-
seconds to minutes) is related to dynamic resources. Fast and accurate traffic fore-
casting is an important technique to achieve better efficiency.

To overcome the problems of 5G networks, technologies that improve network
traffic prediction accuracy are needed to avoid degradation of system QoS efficiency.
Visual technologies must be predictive to avoid weakly interacting solutions; therefore,
a variant of traffic prediction is required. Many ML techniques have been proposed
so far to improve the accuracy of traffic prediction. One of the best techniques is Deep
Learning Neural Network (DNN), which is based on the technique of ANNs. The algo-
rithm has been observed and tested to predict the upcoming traffic data.

Deep Learning (DL) is a special type of multilayer neural network. DL relies on
multilayer neural networks and related algorithms that often process large data sets.
Some methods are superior to traditional NNs in processing the data of the previous
case. RNN is one of the techniques that consist of multiple network loops and are
better than traditional ANNs at processing the data from the previous event. Each
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network in the loop takes the input and information from the previous network, exe-
cutes the specified process, produces an output, and passes the information to the
subsequent network.

Ordinary RNNs are very poor at handling situations where something needs
to be "stored" for a long period of time. The learning delay becomes very large when
there is no connection between the information needed in the past and the essential
principle. The effect of a hidden state or input with step £on subsequent states of the
feedback network decreases exponentially. The solutions currently offered in Deep
Learning mainly consist of changing and complicating the architecture of a "building
block" of the recurrent network. It turns out that instead of a single humber affected
by all subsequent states, we can construct a special kind of cell in which we explicitly
simulate, in one form or another, a "long memory", the processes of writing and read-
ing from this "memory cell", and so on. Of course, such a cell will have not just one set
of weights, like a typical neuron, but several, and learning will be more difficult, but
in practice it often proves rewarding. Some applications require only new data, while
others require more of the previous data. The usual recurrent neural networks lag
behind in learning as the gap between the information needed in the past and the key
to the requirements increases significantly.

One of the most well-known and widely used structures from each of these cells
is @ LSTM (Long Short-Term Memory); DL with LSTM model is the particular type
of RNNs that can learn like predictions. These networks are precisely designed to open
the case of long-term dependence of recurrent networks. LSTMs are excellent at stor-
ing data over a long period of time. Since a larger amount of information can affect
the performance of the model, LSTMs are a natural choice for deployment. The ad-
vantages are that LSTMs can be active to support autonomous connections without
having to be taken down. Also, the network needs to be trained to decide what infor-
mation is on the bus, the study, the network and a clear idea of what needs
to be stored. You do not have to be afraid to enter new data and destroy important
information [1, 10, 11, 12, 16, 17, 18, 19, 20] (fig. 3).
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Fig. 3. Basic structure of LSTM cell
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Conclusion

In this article, we have provided an overview of combining artificial intelligence
with the 5G network. 5G will enable a new era of opportunity for all and will open the
creative minds of technology experts as they think about new and innovative ways
to improve our businesses and our lives. The combination of Al and machine learning
with the 5G network will make things even more interesting.

From a strict technical perspective, AI and machine learning offer several ways
to improve network performance. ML can help improve overall network management
and monitoring, efficiently increase resource consumption and enable custom network
slicing to give owners more control over network usage. ML provides additional aware-
ness of network health by providing more capabilities and features for fault, perfor-
mance and security management.

ML and Al systems can identify and improve patterns of mobility and quality
of service to better predict network usage and congestion at specific locations through-
out the day. They can order traffic and allocate resources more efficiently, ultimately
supporting better network service for users while consuming fewer resources.
Advances in enterprise integration of IoT devices are helping companies control access
to physical locations, monitor IT systems for intrusions and errors, and Al software
that optimizes network traffic to enable edge computing and help us process infor-
mation more efficiently.

The NARX-RNN technique is a good predictor of time series data because it re-
members historical data and provides a more accurate estimate of future time series
data. It also has the advantage over other approaches to time series prediction in that
it serves to maximize the accuracy of the learning method over the training iterations.
As more data is added to the model, the model becomes smarter and can better esti-
mate traffic volumes, which is important for real-time traffic forecasting.

DNN based on LSTM for predicting time series of traffic in 5G networks. LSTM
Network is an advanced RNN, a sequential network that enables information storage.
It can solve the vanishing gradient problem that RNNs face. A recurrent neural network
is also known as an RNN and is used for persistent memory. LSTMs have an advantage
over traditional feed-forward neural networks and RNNs in many ways. This is due
to their ability to selectively remember patterns over long periods of time.
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